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Abstract—The exponentially increasing number of Internet of
things (IoT) devices introduces spectrum crisis to the widely used
industrial, scientific, and medical (ISM) frequency band. Since
IoT devices use heterogeneous radios with different bandwidths
(e.g., 20 MHz for WiFi and 2 MHz for ZigBee), traditional
interference avoidance methods, such as time-division multiple
access (TDMA) and carrier-sense multiple access (CSMA), have
very low spectrum utilization. This is because TDMA and CSMA
allocate the packets at time domain, without considering the
bandwidth difference of different IoT radios. To address this
issue, we propose PMC, a novel communication system that enables parallel multi-protocol communication to heterogeneous IoT
radios (i.e., WiFi and ZigBee) within a single WiFi channel. Our
extensive evaluations show that PMC achieves the throughput of
up to 121.02 kbit/s and 319.76 Mbit/s for parallel communication
to ZigBee and WiFi, respectively. Compared with TDMA and
CSMA, the spectrum utilization of PMC is increased by 2.3 and
1.8 times, respectively.

WiFi
Packets

5
Spectrum
Wasted

0
2.425

2.430

2.435

2.440

Frequency (GHz)

2.445

2.450

Fig. 1: A waterfall figure to demonstrate the low spectrum
utilization among WiFi and ZigBee devices.
64 Subcarriers

I. I NTRODUCTION
Gartner estimates the number of Internet of things (IoT)
devices will exponentially increase from 6.4 billion in 2016
to 20.4 billion by 2020 [1]. Due to different requirements on cost, data-rate, communication-range, and energyconsumption, these IoT devices use heterogeneous wireless
communication radios and protocols. For example, WiFi
(which typically has 20 MHz bandwidth) is used by mobile
devices to achieve high-data-rate while ZigBee (which has 2
MHz bandwidth) is used by low-power and low-data rate sensor devices. However, most of these IoT devices work within
the same industrial, scientific, and medical (ISM) frequency
band (e.g., 2.4 GHz). Therefore, the exponentially increasing
number of IoT devices introduces the spectrum crisis.
Traditional interference avoidance methods, such as timedivision multiple access (TDMA) and carrier-sense multiple
access (CSMA), are only designed to avoid the interference
among wireless devices. Therefore, these methods have very
low spectrum utilization, especially when the IoT devices are
using heterogeneous radios. As shown in Figure 1, which is
a waterfall figure obtained from a spectrum analyzer, ZigBee
and WiFi devices are competing for the overlapped channel
access. Since the ZigBee device uses only 2 MHz bandwidth
(compared to 20 MHz bandwidth of WiFi), when the ZigBee
device is transmitting (the red colored box in Figure 1), the
WiFi device is trying to avoid collisions (the black colored
box in Figure 1) because of the CSMA scheme. Thus, when
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Fig. 2: Overlapped channels of ZigBee and WiFi
the ZigBee device is transmitting, the spectrum from 2.432
GHz to 2.447 GHz (highlighted in the white color dashed box
in Figure 1) is wasted.
To address this problem, we propose PMC which explores
the possibility of parallel multi-protocol communication to
heterogeneous IoT radios within a single WiFi channel so that
the spectrum utilization can be significantly improved. The key
idea is to use some WiFi subcarriers’ signal to imitate ZigBee’s
Offset quadrature phase-shift keying (OQPSK) modulation by
leveraging the overlapped channel between WiFi and ZigBee
devices. For example, as shown in Figure 2, WiFi channel
6 is overlapped with four ZigBee channels (i.e., 16, 17, 18,
and 19). Within WiFi channel 6, there are 64 subcarriers
with 7 subcarriers opverlapping with the ZigBee channel
17. Therefore, we explore the possibility of using these 7
subcarriers to imitate ZigBee’s OQPSK modulation while
keeping the other 57 subcarriers intact. By doing this, we can
enable the parallel communication to 1 ZigBee and 1 WiFi
devices.
In summary, our main contributions are as follows:
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Fig. 3: System Overview
• To the best of our knowledge, this is the first work that enables parallel multi-protocol communication among heterogeneous IoT radios within the overlapped channel. Specifically,
we develop a novel parallel multi-protocol communication
(PMC) system, which uses some WiFi subcarriers’ signal to
imitate ZigBee’s OQPSK modulation to achieve parallel communication from one WiFi device to another WiFi and multiple
ZigBee receivers within a single WiFi channel. Moreover,
both WiFi and ZigBee receivers do not need any hardware
modification.
• Our design is generic and can be extended to support parallel
multi-protocol communication to multiple ZigBee devices and
1 WiFi device with different data packets. To achieve this, we
only need to use WiFi’s subcarriers, which are overlapped with
ZigBee channels, to imitate ZigBee’s OQPSK modulation.
With 40 MHz WiFi channel, PMC can support parallel unicast
to 4 ZigBee devices and 1 WiFi device.
• We implemented PMC system using USRP and conducted
extensive experiments by evaluating our design under one ideal
setting (i.e., Faraday cage) and two real-world settings (i.e.,
Line-of-Sight and Non-Line-of-Sight). Compared with TDMA
and CSMA, the spectrum utilization of PMC is increased by
2.3 and 1.8 times, respectively.
II. S YSTEM OVERVIEW
The design goal of PMC is to enable parallel multi-protocol
communication from the PMC sender to: i) one WiFi receiver
and ii) one or multiple ZigBee receivers. To achieve this
design goal, we propose the PMC system architecture (shown
in Figure 3), which contains three parts: i) PMC sender;
ii) conventional WiFi receiver and iii) conventional ZigBee
receiver(s).
PMC sender: Our PMC sender design enables parallel transmission of data streams to heterogeneous IoT receivers (i.e.,
ZigBee and WiFi). Specifically, we developed a search algorithm which maps the desired ZigBee’s OQPSK signal to
different states of WiFi signal’s QAM modulation. We store
this map in a look-up table (LUT), which only contains 4
entries. Then, ZigBee data goes through the LUT and gets
the QAM states for the subcarriers that overlapped between
ZigBee and WiFi. At the same time, WiFi data bits go
through the QAM modulation on the subcarriers that are not
overlapped between ZigBee and WiFi. Then, we get the hybrid
ZigBee and WiFi signal by using an inverse FFT module. The
whole process is detailed in Section III.
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Fig. 4: Comparison between 64-QAM and OQPSK states
Conventional WiFi receiver: In order to use a conventional
WiFi receiver to demodulate the received hybrid signal without
any hardware modification. The main challenge is to extract
the WiFi data from the hybrid data (which contains both
ZigBee and WiFi data). To address this challenge, we leverage
the parallel transmission feature of WiFi’s OFDM modulation
scheme for obtaining the WiFi data stream (detailed in Section
IV).
Conventional ZigBee receiver(s): By using the feature of
DSSS scheme in conventional ZigBee receivers, we overcome
the minor mismatch between the desired ZigBee’s OQPSK
signal and WiFi imitated ZigBee signal. Our approach does
not need any hardware modification (detailed in Section V).
We note that the main focus of this paper is to improve
the spectrum utilization by enabling parallel multi-protocol
communication from the PMC sender to WiFi and ZigBee
receivers. For the reverse path (i.e., from ZigBee and WiFi to
the PMC sender), we can use the existing concurrent crosstechnology communication techniques (e.g., B 2 W 2 [2]) to
improve the spectrum utilization.
III. PMC S ENDER
The design goal of the PMC sender is to improve spectral
utilization by imitating a narrow band ZigBee signal using the
overlapped wide-band WiFi subcarriers. Thus, this design enables parallel ZigBee and WiFi communications. The intuition
behind this design is that WiFi’s QAM has multiple states
that are like the OQPSK phase states (shown in Figure 4).
The design challenges are: i) how to imitate ZigBee’s OQPSK
signal using specific WiFi’s subcarriers which use QAM; and
ii) how to deal with the different symbol rate between WiFi
and ZigBee.
In the following sections, we briefly introduce the background of conventional WiFi and ZigBee senders, then describe our PMC sender.
A. Conventional WiFi and ZigBee Senders
WiFi modulates information using Quadrature Amplitude
Modulation (QAM) by mapping bits to different phases and
amplitude states in sine waves. To combine the sine waves
efficiently, WiFi adopts Orthogonal frequency-division multiplexing (OFDM) by utilizing an inverse Fourier transform
(IFFT). The duty cycle that the IFFT operates defines the
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Fig. 5: Structure of PMC Sender
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Fig. 7: Desired ZigBee signals v.s. PMC sender generated
signals

symbol duration. The signal output from the IFFT is defined as
the baseband WiFi signal. Thus, in a conventional WiFi sender,
the baseband signal is then up-converted to the desired transmit
frequency, amplified, filtered, and radiated by the antenna.
ZigBee modulates information using Direct Sequence
Spread Spectrum (DSSS) and Offset quadrature phase-shift
keying (OQPSK) by mapping bits into four distinct phase
states of a sine wave. To reduce signal interference, ZigBee
spreads the transmit signal into a wider band by multiplying
with a higher rate pseudo noise (PN) code. This PN code is
shared between the sender and receiver. To map the bits to sine
waves spread by the PN code, OQPSK modulation reduces the
dramatic phase shifts by offsetting the odd and even bits by
a distinct period of time. The output of the OQPSK signal is
the ZigBee baseband signal. The output of the modulators is
transmitted in the same manner as the WiFi.

produced by the DSSS module). The outputs are the matched
QAM points which allow the IFFT to imitate the ZigBee’s
signal at the specific subcarriers. Finally, the output of the
LUT is injected in the IFFT with other QAM symbols from
the WiFi data. Figures 7(a) and 7(b) show an example of the
desired in-phase and quadrature components (the blue lines)
and the received in-phase and quadrature components (red
lines) generated by PMC sender.
To generate the LUT that maps the desired ZigBee OQPSK
signal to different state combinations of WiFi QAM symbols
before the IFFT, we develop a search algorithm. Before
introducing the algorithm, we list the equations that we will
use. A ZigBee signal can be represented as follows:

B. Detailed Design of PMC Sender

Where S(t) is the actual ZigBee signal with n = 4 states, dI (t)
and dQ (t) are the data on in-phase and quadrature components.
fz is the ZigBee’s symbol rate. The following equation defines
the WiFi Signal:

To imitate the ZigBee signal using WiFi signals, the output
of the IFFT must contain similar signals as the output of the
ZigBee modulator. Thus, a portion of the signals from the
WiFi QAM modulator must be replaced. Figure 5 shows the
structure of the PMC sender. In this figure, the blue arrows
indicate the flow of WiFi data while the red arrows indicate
the flow of ZigBee data. The ZigBee data first goes through
a DSSS module which spreads the data using a pseudo noise
(PN) code for anti-noise purpose. Figure 6 shows an example
of the DSSS module. By multiplying a pre-defined PN code
(green blocks), the ZigBee data (blue blocks) is converted to
chips (red blocks). Each chip is corresponding to an OQPSK
wave (including the in-phase and quadrature components). The
OQPSK wave is the desired signal can be demodulated by a
conventional ZigBee receiver.
To imitate the OQPSK wave, we utilize a look-up table
(LUT). The inputs to the LUT are the ZigBee chips (which is

1
1
S(t) = √ dI (t) cos(2πfz t) + √ dQ (t) sin(2πfz t)
2
2

Sq (k) = I(k) cos(2πfw t) − Q(k) sin(2πfw t)

(1)

(2)

Where Sq is the QAM signal on each subcarrier. fw is the
WiFi’s symbol rate. I(k) and Q(k) are the possible states
of in-phase and quadrature components defined as a complex
number. Since WiFi adopts OFDM, multiple QAM signals on
different subcarriers are aggregated together by the following
IFFT equation:
0

n+z
Z

Sq (k)e2πjkt dk

S (t) =

(3)

n
0

Where S (t) is the output of IFFT. From n to n + z is the
number of subcarriers which are overlapped with ZigBee. The

Algorithm 1 Search Algorithm for LUT Generation
Input: dI (t), dQ (t)
Output: {I1 (t), Q1 (t)}, · · · , {Iz (t), Qz (t)}
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:

Calculate S(t) by Equation 1 with dI (t), dQ (t);
err = |S(t)|;
for n = 1 to z do
for every QAM state Ij in I component do
for every QAM state Qk in Q component do
Calculate S 0 (t) by Equation 2 and 3;
if err > |S 0 (t) − S(t)| then
err = |S 0 (t) − S(t)|, In (t) = Ij , Qn (t) = Qk ;
end if
end for
end for
end for

This search algorithm is a simple iteration through all the
possible QAM phase states for the WiFi’s subcarriers that
are overlapped with ZigBee’s channel. Line 1 calculates the
desired ZigBee signal using Equation 1 based on the input
ZigBee data. Line 2 initiates the err value which is used
to store the temporary result. Lines 3-12 are the iteration to
go through all QAM states. Line 6 calculates the aggregated
OFDM signal using Equation 2 and 3. Lines 7-8 save the I
and Q states for the minimal err value. Thus, this algorithm
runs in O (N · z) because of the requirement to iterate through
each of the QAM states for every WiFi’s subcarriers that are
overlapped with ZigBee’s channel. We note that this algorithm
only needs to be run offline to produce the LUT.
In run time, we only need to use LUT that maps the outputs
of DSSS OQPSK to QAM. With N input phase states, the
LUT outputs M subcarriers yielding an N × M look-up
table. Each M outputs of the LUT contains a valid QAM
symbol. For the PMC sender, there are 4 phase states from
the conventional ZigBee radio that has 2 MHz bandwidth.
Each WiFi subcarrier uses 312.5 kHz bandwidth. Therefore,
we need 7 WiFi subcarriers each with 64-QAM phase states to
imitate the ZigBee signal. The sum of the subcarriers spanning
the bandwidth must represent the ZigBee signal.
Figure 8 shows the structure of LUT which contains four
inputs (i.e., four possible values of an OQPSK signal) and
seven outputs (corresponding to seven subcarriers overlapped
with ZigBee channel). The input is the desired ZigBee data’s
I and Q values, the output is the QAM states that can imitate
the ZigBee signal after IFFT.
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Fig. 8: Structure of the LUT
WiFi also attaches a training sequence and a header
with different modulation schemes; and WiFi includes in a
cyclic prefix. To address the problem of different modulation
schemes in the fast-transient preamble, we employed concurrent transmission with the non-ZigBee overlapped subcarriers
and overlapped subcarriers. Because the preamble is short,
utilizes simple modulation schemes (BPSK), and is more
powerful, both WiFi and ZigBee devices should recover their
respective messages. We acknowledge that WiFi cyclical prefix
increases the noise in the embedded ZigBee signal, but it only
contains 8 ZigBee chips which do not introduce significant
interference due to the robustness of DSSS. Our evaluation
results in Section VII also demonstrate the robustness of our
design.
IV. W I F I RECEIVER
In Section III, we introduce the detailed design of PMC
sender which transmits the hybrid signal that contains both
WiFi and imitated ZigBee signals within a single WiFi channel. In this section, we introduce how to use a conventional
WiFi receiver to demodulate the received hybrid signal without
the hardware modification. Specifically, we introduce our solutions for addressing the following challenge: how to extract
the WiFi data from the hybrid signal.
Since the symbol rates of WiFi and ZigBee are different,
the conventional WiFi receiver cannot demodulate the imitated
ZigBee signal in the hybrid signal. Therefore, it is challenging
for the conventional WiFi receiver to extract the WiFi data
from the hybrid signal without hardware modification.
To address this challenge, we utilize OFDM’s unique feature
that divides a data stream into N parallel pieces and modulates
it in N subcarriers (e.g., N = 48 in a 20 MHz WiFi channel).
Because of the subcarriers transmit data in parallel, the data
collision or loss in one or more subcarriers does not affect
other subcarriers.
Figure 9 shows the demodulator of a conventional WiFi
receiver. After fast Fourier transform (FFT), the input signal is
Real
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fc

r(t)
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…

intuition why the iFFT (Equation 3) allows each subcarrier
to be packed closely together in the time domain without
interfering with each other is that each data carrying tone
(Sq (k)) is mapped to a specific frequency slot through efficient
divide and conquer multiplications. To imitate the ZigBee
signal, we need to find the minimum difference between
S(t) and S 0 (t) for each ZigBee chip. Thus, we propose the
following search algorithm to generate the LUT:
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Fig. 9: Demodulation at the conventional WiFi receiver side
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Fig. 10: Example of extracting WiFi data from the hybrid data frame by removing the red colored bits at the link layer without
hardware modification.
divided into N streams which go into the symbol detector. The
output of each symbol detector is the value of bits (from Y0
in the first subcarrier to YN −1 in the last subcarrier). By using
a parallel to serial converter, all the bits are composed to be
a stream which is the modulated data. When the conventional
WiFi receiver receives the hybrid signal from the PMC sender,
part of the subcarriers contains WiFi data while the rest contain
ZigBee data. In Figure 9, without loss of generality, we assume
that the N −2 subcarrier (the red colored one) contains ZigBee
data. Since ZigBee’s symbol rate is higher than WiFi and
their modulation schemes are different, the conventional WiFi
receiver is not able to demodulate the ZigBee data. Moreover,
after going through the parallel to serial converter, the ZigBee
data part is mixed with the WiFi data coming from other
subcarriers. Thus, we must remove the ZigBee data part and
form the correct WiFi data stream which is designated for the
conventional WiFi receiver.
Without loss of generality, Figure 10 shows a simplified
example, which explains how to achieve this without any
hardware modification on the conventional WiFi receiver. To
simplify the case, assuming the WiFi is using 16 quadrature
amplitude modulation (16-QAM) on each subcarrier (one
symbol represents four bits data). Note that this method can
also be applied to another modulation scheme, such as 64QAM and 256-QAM. In Figure 10(a), the matrix is the output
of the symbol detection (shown in Figure 9). Each row (Y0 to
YN −1 ) is corresponding to each subcarrier and each column
(T1 to T2 ) is corresponding to a single symbol at time Tn .
Since the N − 2 subcarrier (red colored) is designated for
ZigBee, the data in this row cannot be demodulated by the
conventional WiFi receiver. However, we can not direct mask
this row because we can not modify the physical layer (i.e., we
can only access the output of the parallel to serial converter).
Figure 10(b) shows the data stream after the parallel to serial
converter. Since the parallel to serial converter picks each
symbol (Si ) in forward order from each subcarrier (Yn ), we
can periodically remove the corresponding bits (the red colored
bits) from the signal data stream and form the designated WiFi
data (only by the black colored bits). Figure 10(c) shows the
separated bits which is the correct WiFi data stream.
To generalize our approach, the WiFi receiver is notified by
a few bits (which have very tiny overhead) that the ZigBee
data is embedded, then the WiFi data stream S0 [m] can be
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Fig. 11: Demodulator of Conventional ZigBee

formed based the original the output (S[n]) of parallel to serial
converter by using the following equation:
S0 [m] = S[n] −

a+∆
X

S[nN + i]

(4)

i=a

Where a to a + ∆ are the subcarriers designated for conventional ZigBee receiver. N is the total number of subcarriers.
V. Z IG B EE RECEIVER
In this section, we introduce how to use conventional
ZigBee receiver to demodulate the data from the PMC sender.
Figure 11 shows the structure of a conventional ZigBee
receiver. The received imitated ZigBee signal goes through
the band-pass filter and gets the in-band signal, which goes
into the OQPSK demodulator. The demodulator separates the
baseband signals from the carrier wave by multiplying the
signal from a carrier wave generator then track the phase
changes of in-phase and quadrature components to decide
the chip value. As described in Section III, the look-up table
tries to map the desired ZigBee signal to WiFi’s QAM states.
Since the mapping is not always perfect, it introduces noise to
the imitated ZigBee signal, which is received by the ZigBee
receiver. To improve protection against interference and noise,
conventional ZigBee protocol adopts Direct Sequence Spread
Spectrum (DSSS) which spreads the energy into a wider band
by multiplying a pseudo-random sequence at the sender side.
At the receiver side, the chips are multiplied by the same
pseudo-random sequence to get symbols which are used to
represent ZigBee data. We evaluate the bit error rate (BER) in
Section VII and demonstrate that DSSS scheme can effectively
recover the data.
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A. Passing the FCS Validation
To ensure the receiver correctly receives a frame, the
conventional WiFi sender adds a frame check sequence (FCS)
field at the end of each frame (see the blue box in Figure
12). The conventional WiFi sender calculates a 32-bit cyclic
redundancy check (CRC) over all the fields of the MAC frame
and puts the remainder in the FCS field. After receiving the
frame, a conventional WiFi receiver validates the data by
performing the 32-bit CRC check over all the frame (including
the FCS field). If the remainder does not equal to zero, the
receiver treats the frame as a corrupted frame. When parallel
multi-protocol communication is conducted, without hardware
modification, a conventional WiFi receiver will not get a zero
remainder during the FCS validation because the WiFi receiver
demodulates signals from all the subcarriers. As we described
in Section IV, we should extract the WiFi data from the hybrid
data frame because the ZigBee data cannot be demodulated
by the conventional WiFi receiver due to different symbol
rates (i.e., ZigBee’s symbol rate is higher than WiFi). For FCS
check, the inherent algorithm calculates the 32-bit CRC value
for all the received data which will yield wrong result.
To deal with this problem, we propose to manipulate the
FCS field at the PMC sender side. We only calculate the 32bit CRC value for the valid WiFi data excluding the ZigBee
data. At the WiFi receiver side, instead of dropping the frame
through the original FCS check, the receiver only needs to
calculate 32-bit CRC value with the manipulated FCS field
after the WiFi and ZigBee Signals Separation (Section IV).
Specifically, at the WiFi and ZigBee parallel transmitter
side, the 32-bit CRC calculation only includes the MAC
Header and data for WiFi receiver (excludes the data for
ZigBee receiver). Then the 4-byte remainder of the calculation
is put into the FCS field (instead of the original FCS which
calculates over all the subcarriers). After the WiFi receiver
received and failed the check of the original FCS check (at
hardware layer) because of the including of the meaningless
ZigBee data, it separates the WiFi data (the subset S0 [m])
from WiFi and ZigBee hybrid data stream (Section IV). By
having the subset S0 [m], the WiFi receiver calculates another
32-bit CRC over MAC Header, the extracted Frame Body
and the FCS field at software layer, if the result is zero, the
receiver will accept this frame. By doing this, we can pass FCS
validation when receiving a frame from the PMC transmitter.

Subcarrier Preamble

Time

T1
T0

LWiFi

LZigBee

LZigBee

VI. P RACTICAL I SSUES
In this section, we discuss two practical issues: i) how
to pass the frame check sequence (FCS) validation at the
conventional WiFi receiver side; and ii) how to further improve
the spectrum utilization when the frame lengths of WiFi and
ZigBee are unequal.
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Fig. 13: WiFi’s frame length is longer than ZigBee
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Fig. 14: ZigBee’s frame length is longer than WiFi
B. Unequal Frame Length
Since WiFi and ZigBee have different physical and MAC
layers, it is highly possible that the frame lengths (in terms of
time duration) of WiFi and ZigBee are different. For example,
according to IEEE 802.11n [3] and 802.15.4 [4] standard,
WiFi’s frame length is from 1µs to 10ms while ZigBee’s
frame length is between 200µs and 4ms. In this section,
we introduce how to deal with this unequal frame length
problem, which can be divided into two categories: i) WiFi’s
frame length is longer than ZigBee (i.e., LW iF i > LZigBee );
and ii) ZigBee’s frame length is longer than WiFi (i.e.,
LZigBee > LW iF i ).
• LWiFi > LZigBee : As shown in Figure 13(a), ZigBee’s
frame (red block) length LZigBee is shorter than the WiFi
LW iF i (blue blocks). The ZigBee frame ends at time T0 .
Thus, from time T0 to T1 , if the PMC sender only transmits
WiFi data using part of the subcarriers (shown in blue blocks),
part of the spectrum (gray block) is wasted. To address this
issue, we propose to transmit WiFi signals (on the overlapped
subcarriers) immediately after the end of a ZigBee frame
(shown in Figure 13(b)). However, we need to address two
challenges: i) how does the conventional ZigBee receiver know
the end of a frame; and ii) how does the conventional WiFi
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Fig. 15: Experiment Setup
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Fig. 16: In LoS scenario, conventional WiFi receiver’s throughput in a 20 MHz WiFi channel with different modulation schemes
(16-QAM, 64-QAM, and 256-QAM) slightly decrease over distance. When conducting parallel transmission to one and two
ZigBee receivers, conventional WiFi receiver’s highest throughput are 174.38 Mbit/s and 146.82 Mbit/s, respectively.
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Fig. 18: Conventional ZigBee receiver’s throughput in a 20
MHz WiFi Channel. In LoS, the highest aggregated throughput
from PMC sender to one ZigBee receiver and two ZigBee
receivers are 116.39 kbit/s and 257.14 kbit/s, respectively.
In NLoS, the conventional ZigBee receiver’s throughput is
similar to LoS. This is due to the low order modulation and
DSSS scheme used by ZigBee protocol. It demonstrates the
robustness of our approach.
receiver know the starting point of the WiFi frame on these
overlapped subcarriers.
The first challenge is relatively easy to address because
in a ZigBee frame, a frame length field is used to specify
the length. Furthermore, at the end of a frame, there is a
trailer which can help locate the last bit in a frame. Thus,
the conventional ZigBee receiver exactly knows where is the
end of a frame even if the WiFi signals are sent after the
ZigBee frame.
To address the second challenge, we insert subcarrier level
preamble (the purple block in Figure 13(b)) on each WiFi
subcarrier after the end of the ZigBee’s frame at the PMC
sender side. The subcarrier level preamble is a predefined
sequence (e.g., a zero-one alternate sequence 01010101). At
the WiFi receiver side, as stated in Section IV, the receiver will
extract the WiFi signals from hybrid signals received from the

PMC sender. To better utilize the spectrum, a monitor is used
to locate subcarrier level preamble on each subcarrier. In the
extraction process (Section IV), instead of removing all the
ZigBee bits, this monitor will try to match the ZigBee bits
with the predefined preamble. When the monitor locates the
preamble, the separation process stops, and the WiFi receiver
accepts the data from all the subcarriers.
• LZigBee > LWiFi : As shown in Figure 14(a), if the
ZigBee’s frame (red block) length LZigBee is longer than
the WiFi’s frame (blue blocks) length LW iF i . Most of the
spectrum is wasted (gray block). To more efficiently utilize
the spectrum, we propose to reuse the Aggregate MAC Service
Data Unit (A-MSDU) of IEEE 802.11 [3], which is supported
by IEEE 802.11e and its successor. Originally, A-MSDU is
used to reduce the overhead introduced by MAC layer header
by grouping two or more physical layer frames into one large
frame.
As an example, Figure 14(b) shows the aggregation of two
frames. Specifically, the PMC sender decides to group two
frames together if it finds the first frame (blue blocks) will
end (at time T0 ) earlier than the ZigBee frame (red block).
Then, the sender groups the first frame with the second frame
(purple blocks) and sends the aggregated frame along with
the ZigBee frame. At the WiFi receiver side, since the WiFi
protocol naturally supports this technique (i.e., A-MSDU), the
conventional WiFi receiver only needs conduct the same action
to extract the WiFi data (detailed in Section IV).
VII. E VALUATION
To extensively evaluate different aspects of PMC under a
wide range of settings, the PMC sender and WiFi receiver
are implemented using an NI RF testbed which consists of
a signal digitizer (PXIe-5622), signal generator (PXIe-5652),
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Fig. 19: In LoS scenario, conventional WiFi receiver’s throughput in a 40 MHz WiFi channel with different modulation schemes
(16-QAM, 64-QAM, and 256-QAM) slightly decrease over distance. When conducting parallel transmission to 1, 2, 3, and 4
ZigBee receivers, conventional WiFi receiver’s highest throughput are 319.76 Mbit/s, 278.51 Mbit/s, 235.88 Mbit/s and 223.77
Mbit/s, respectively.
down-converter (PXIe-5601), up-converter (PXIe-5450), and
streaming raid. We acquire high signal to noise ratio (SNR)
signals using a RF-over-Fiber system. We utilized off the
shelf ZigBee-compliant TelosB devices installed with TinyOS
to receive the OQPSK signals from the PMC sender. To
evaluate the system under different communication distances,
we placed the devices on a rolling chair (at a 40 cm height) and
moved them away from the PMC sender. For each throughput
data point, we transmitted and received around 3 million
symbols.
We conducted experiments in the following three scenarios:
• Faraday cage: To explore the optimal performance of
PMC, we utilized a Faraday cage to attenuate 90 dB of the
environmental interference.
• Line-of-sight (LoS): The sender and receivers are within
line of sight and the distance between them are 0.5, 3, and 10
meters (shown in Figure 15(a)).
• None-line-of-sight (NLoS): The sender and receivers are in
different rooms at a distance of 4, 7, and 10 meters (shown in
Figure15(b)).
A. Performance within a 20 MHz WiFi Channel
We first evaluate PMC within a 20 MHz WiFi Channel,
which is a popular configuration for WiFi devices working
in the 2.4 GHz ISM band. As shown in Figure 2, one
WiFi 20 MHz channel can be overlapped with four ZigBee
channels. However, due to the implementation of four pilot tones (transmitting predefined message for environmental
adapting) and one null tone (reserved tone) in IEEE 802.11n
and its successor, the PMC sender can only concurrently send
two different ZigBee data streams to two ZigBee devices in
parallel.
Figure 16 shows the WiFi receiver’s throughput in LoS
scenario, the total throughput increases when the modulation
scheme changes from 16-QAM (Figure 16(a)) to higher order
modulation schemes 64-QAM (Figure 16(b)) and 256-QAM
(Figure 16(c)). However, when the communication distance
increases, the decrease rate of higher order modulation (256QAM in Figure 16(c)) is faster than lower order modulation
(16-QAM in Figure 16(a)). Compared with the scenario that
the PMC sender transmits to two ZigBee receivers and one
WiFi receiver, when the PMC sender transmits to one ZigBee
and one WiFi receiver, the throughput of the WiFi receiver

(the yellow bars in each figure) increases. This is because
each ZigBee data stream occupies 7 WiFi subcarriers.
The NLoS results are shown in Figure 17. Compared to
LoS, in NLoS scenario the throughput is affected by the
multipath effect. Especially for the higher order modulation
(256-QAM in Figure 17(c)), the throughput decreases by
approximately 30%. However, the WiFi receiver’s throughput
can still reach 107.94 Mbit/s and 94.62 Mbit/s when the PMC
sender transmits to one and two ZigBee receivers, respectively.
Figure 18 shows the throughput of ZigBee receivers. Within
a 20 MHz WiFi channel, the PMC sender can transmit data
streams to two ZigBee receivers (with the parallel transmission
to a WiFi receiver). The results show that the highest aggregated throughput for one and two ZigBee receivers are 116.39
kbit/s and 257.14 kbit/s (see Figure 18(a)), respectively, which
is compatible with the throughput using conventional ZigBee
to ZigBee communication. We also note that the overall
throughput of ZigBee receivers in NLoS only decrease 6%
compared with the throughput in LoS scenario. This is because
that ZigBee uses DSSS, which is robust to the environmental
interference.
B. Performance within a 40 MHz WiFi Channel
One 40 MHz WiFi channel may be overlapped with eight
ZigBee channels. But due to the implementation of six pilot
tones and two null tones in IEEE 802.11n, the PMC sender
can send ZigBee signals up to four ZigBee devices in parallel.
Figure 19 shows the throughput between the PMC sender
and WiFi receiver on a 40 MHz WiFi channel in LoS.
The overall throughput for different modulation schemes are
approximately doubled compared with a 20 MHz channel.
The results also show the trend that higher order modulation
scheme provide higher performance but decrease slightly faster
than lower order modulation scheme when communication
distance increases. By having more ZigBee receivers (from one
to four), the throughput decreases only a small portion, this
is because one ZigBee occupies 7 subcarriers. Even parallel
four ZigBee signals are transmitting, the throughput to WiFi
receiver can still achieve up to 223.77 Mbit/s.
Even affected by the multipath effect in NLoS, the throughput (the results are shown in Figure 20) still can achieve up
to 222.08 Mbit/s, 181.87 Mbit/s, 161.25 Mbit/s and 149.82
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WiFi Channel. In LoS, the highest aggregated throughput from PMC
sender to 1, 2, 3, and 4 ZigBee receivers are 121.02 kbit/s, 262.51
kbit/s, 510.87 kbit/s and 996.02 kbit/s, respectively. In NLoS, the
conventional ZigBee receiver’s throughput is similar to LoS. This
demonstrates the robustness of our approach.
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Fig. 22: Comparison of ZigBee receiver’s throughput with stateof-the-art cross-technology communication (CTC) approach. PMC’s
throughput is 8, 644x and 17, 288x higher than FreeBee and AFreeBee, respectively. We note that our design goal is not specific for
the cross-technology communication. However, our design can also
significantly improve the latest CTC’s throughput by up to 4 orders
of magnitude.

Mbit/s when the PMC sender parallel transmits to one, two,
three, and four ZigBee devices, respectively.
Figure 21 shows the throughput from PMC sender to ZigBee
receiver. As mentioned before, a 40 MHz WiFi channel can
support up to four parallel ZigBee transmissions (along with
the transmission to WiFi receiver). Since these four ZigBee
devices work on different channels, the parallel throughput is
independent. Thus, the results in both LoS (Figure 21(a)) and
NLoS show a linear increasing when the number of ZigBee
receivers increase from one to four.
C. ZigBee Throughput Compared with State-of-art CrossTechnology Communication (CTC)
Figure 22 compares ZigBee receiver’s throughput with stateof-the-art cross-technology communication (CTC) approach
(i.e., FreeBee and A-FreeBee in [5]) under the same configuration with 1 ZigBee device. The result shows that PMC
can also significantly improve the latest CTC’s throughput by
up to 4 orders of magnitude. We note that our design goal is
not specific for the cross-technology communication.
D. Bit Error Rate
Figure 23 compares the bit error rates at the conventional
ZigBee receiver side and conventional WiFi receiver side
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Fig. 24: Spectrum efficiency and network throughput. The spectrum
utilization of PMC is 2.3 and 1.8 times higher than CSMA and
TDMA approaches, respectively.

which uses 16, 64, and 256-QAM. As expected, the lower the
number of phase states for QAM, the better the performance.
Because of the DSSS and low phase states of OQPSK,
ZigBee’s signals are the most robust against noise. Thus, the
results validate out design.
E. Spectrum Utilization
We compare PMC’s spectrum utilization based on solely
bits transmitted with CSMA and TDMA based using a common 40 MHz bandwidth 24. To compare efficiency with
respect to the transmit schemes, we examine the spectral
utilization efficiency and throughput. Because of the inability
for the wider bandwidth (WiFi) to use the band while the
narrow band (ZigBee) is transmitting we use the following
metrics: spectral efficiency (bit/sec/Hz) which is the number of
bits transmitted and received using the 40 MHz frequency band
per second. Throughput (Mbit/sec) is the total number of bits
transmitted and received using the 40 MHz frequency band.
Since PMC can conduct parallel transmission to both WiFi and
ZigBee receivers, the spectrum utilization (see Figure 24(a))
of PMC is 1.65 bit/s/Hz which is 2.3X and 1.8X higher than
CSMA (which is 0.72 bit/s/Hz) and TDMA (which is 0.93
bit/s/Hz), respectively. Compared with CSMA and TDMA
approaches, the average throughput (see Figure 24(b)) of PMC
is increased by 72% and 53% respectively.

VIII. R ELATED W ORK

R EFERENCES

Existing work to improve the spectrum utilization can be
divided into the following two categories:
Improving performance within the same protocol: Due
to the increasingly crowded 2.4 GHz ISM band, different
methods [6], [7], [8], [9] have been proposed to improve
its spectrum utilization. To further improve the performance
of wireless communication, researchers have proposed various
interference mitigate techniques [10], [11], [12], [13], [14],
[15], [16], [17], [18], [19], [20], [21] and collision avoidance
solutions [22], [23], [24], [25], [26].
Instead of improving spectrum utilization within the same
protocol (i.e., WiFi or ZigBee), our work takes a holistic approach by exploring the possibility of increasing the spectrum
utilization when heterogeneous radios with different protocols
are communicating together. Specifically, our approach enables
the full spectrum utilization over time within the same WiFi
channel.
Cross-technology communication systems: To utilize the
coexistent features of different wireless technologies within
the same frequency band, several cross-technology communication systems [27], [28], [5], [29], [2] have been introduced. Esense [27] and HoWiES [28] enable WiFi to ZigBee communication by sensing the packet length of WiFi
packets. GSense [29] uses special preamble to coordinate
heterogeneous devices. FreeBee [5] achieved communication
among WiFi, ZigBee and Bluetooth by modulating periodical
beacons. EMF [30] support communication between WiFi and
ZigBee devices by utilizing regular data packets. B 2 W 2 [2]
enables BLE to WiFi transmission by using CSI of WiFi
system.
Different from the above approaches, our approach concurrently enables two types of parallel communication: i) crosstechnology communication from 1 WiFi device to multiple
ZigBee devices; and ii) traditional communication from 1 WiFi
sender to 1 WiFi receiver in unicast mode or 1 WiFi sender to
multiple WiFi receivers in broadcast mode. Our approach has
the potential to significantly improve the spectrum utilization
among heterogeneous IoT networks.
IX. C ONCLUSION
The exponentially increasing number of heterogeneous IoT
devices introduces a pressing requirement for more efficient
spectrum utilization. In this paper, we explore a novel communication paradigm that can conduct parallel multi-protocol
communication to heterogeneous IoT radios. Our extensive
evaluation results demonstrate that our PMC system can
significantly improve the spectrum utilization. Compared with
TDMA and CSMA, the spectrum utilization of PMC is increased by 2.3 and 1.8 times, respectively. Our PMC system
provides a new way to manage heterogeneous IoT networks
with high spectrum utilization and conduct high throughput
cross-technology communication.
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