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Mo:va:on	
  
Why	
  do	
  we	
  care	
  about	
  having	
  the	
  google	
  

equivalent	
  for	
  malware?	
  

!  Learning	
  Tool	
  

! Post-­‐Triage	
  Analysis	
  

! Debugging	
  

! Feature	
  Selec:on	
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“AQempt”	
  1	
  
! MySQL	
  

" Need	
  MySQL	
  in	
  environment,	
  which	
  is	
  a	
  pain	
  
to	
  set	
  up	
  and	
  a	
  pain	
  to	
  use	
  

" Also	
  is	
  an	
  exploita:on	
  surface	
  itself	
  

"  In	
  general,	
  not	
  very	
  friendly	
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AQempt	
  2	
  
! Use	
  Linux	
  strings	
  command	
  

" Large	
  amount	
  of	
  useful	
  output	
  

" Large	
  amount	
  of	
  useless	
  output,	
  too	
  

" Probably	
  useful,	
  but	
  requires	
  more	
  domain	
  
knowledge	
  and	
  :me	
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Extrac:ng	
  Features	
  
! So	
  we	
  know	
  “strings”	
  won't	
  work	
  too	
  well	
  

! How	
  about	
  capturing	
  metadata	
  of	
  the	
  file?	
  

" pefile	
  can	
  extract	
  a	
  lot	
  of	
  info	
  from	
  an	
  
executable	
  

" But,	
  standard	
  

frequency	
  analysis	
  

doesn't	
  look	
  useful...	
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My	
  own	
  research:	
  AQempt	
  3	
  
!  Idea:	
  Only	
  index	
  the	
  important	
  stuff	
  

1) Use	
  pefile	
  to	
  extract	
  DLL's	
  of	
  executables	
  to	
  
files	
  

2) Use	
  grep	
  

So	
  that	
  doesn't	
  really	
  work	
  either...	
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My	
  own	
  research:	
  AQempt	
  4	
  

Well,	
  how	
  about	
  applying	
  IR	
  concepts?	
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Previous	
  Work	
  
!  Lots	
  of	
  work	
  on	
  Bag	
  of	
  Words	
  model	
  

" Mostly	
  classifica:on,	
  not	
  user	
  queries	
  

! Vector	
  space	
  model	
  has	
  been	
  used	
  before	
  

" Defining	
  the	
  index	
  vocabulary	
  is	
  important	
  

" Also,	
  mostly	
  for	
  classifica:on,	
  not	
  as	
  much	
  IR	
  

! 2006:	
  Websense/Malware	
  Search	
  

!  In	
  my	
  own	
  experience,	
  most	
  people	
  just	
  keep	
  a	
  
malware	
  database	
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My	
  Malware	
  Search	
  Engine	
  
! Size	
  of	
  corpus:	
  61.5G	
  of	
  executables	
  

1) Extract	
  DLLs	
  using	
  pefile	
  python	
  u:lity	
  
" Decreases	
  size	
  to	
  about	
  1G	
  

2) Build	
  the	
  dic:onary	
  and	
  index	
  
3) Query	
  
Won't	
  waste	
  :me	
  re-­‐explaining	
  the	
  project	
  that	
  	
  

you	
  all	
  have	
  done	
  already	
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Adap:ng	
  the	
  class	
  project:	
  
! Star:ng	
  from	
  executable,	
  so	
  have	
  to	
  actually	
  
extract	
  the	
  tokens	
  to	
  index	
  

! Different	
  format	
  of	
  informa:on;	
  no	
  need	
  to	
  strip	
  
HTML	
  tags,	
  punctua:on,	
  stopwords,	
  or	
  remove	
  
terms	
  that	
  occur	
  once	
  in	
  the	
  corpus	
  

! Normalizing	
  the	
  term	
  weights	
  based	
  on	
  the	
  
document	
  length	
  turns	
  out	
  to	
  be	
  incredibly	
  
useful	
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Some	
  Challenges	
  
" Executables	
  can	
  be	
  packed,	
  which	
  means	
  pefile	
  
won't	
  be	
  able	
  to	
  extract	
  features	
  

" Executables	
  can	
  obfuscate	
  their	
  import	
  tables	
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End	
  Result	
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Indexing	
  :me	
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Final	
  notes	
  
! Able	
  to	
  index	
  en:re	
  61.5G	
  corpus	
  in	
  about	
  5.5	
  
hours	
  

! A	
  lot	
  of	
  the	
  :me	
  is	
  dependent	
  on	
  parsing	
  the	
  
executable	
  

! Querying	
  :me	
  is	
  actually	
  fairly	
  sta:c-­‐	
  querying	
  
en:re	
  corpus	
  only	
  takes	
  a	
  couple	
  seconds	
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Ques:ons?	
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