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Abstract. The Semantic Web can be seen as a means of improving the interoperabil-
ity between systems, applications, and information sources. Emerging personal computing
paradigms such as mobile and ubiquitous computing will benefit from better interoperability,
as this is an enabler for a higher degree of automation of many tasks that would other-
wise require the end-users’ attention. In this paper we present one possible view of mobile
and ubiquitous computing enhanced with the application of Semantic Web technologies, and
explore the various benefits of policy-awareness to this application domain.

1 Introduction

The emergence of smartphones – mobile phones capable of functions typically associated with
personal digital assistants (PDAs) or even personal computers – has made mobile information access
an everyday reality, and mobile computing the new (emerging) paradigm of personal computing and
communications. With wide-area, local-area and proximity networking technologies now available
on these mobile devices, we are rapidly transitioning towards Mark Weiser’s vision of ubiquitous
computing [1], where a single (personal) device is no longer the focal point of user’s attention and
where computation is effectively distributed to the environment surrounding the user.

Mobile and ubiquitous computing, while offering new opportunities, also pose several technological
challenges not necessarily present in (or critical to) the current paradigm of personal computing
based on the desktop metaphor. In the short term, progress is being made to better enable many
typical personal computing tasks on these devices (for example, good progress has been made to
enable normal “Web experience” on smartphones [2]), but ultimately the form-factor of handheld
devices will force us to radically rethink user interfaces and user interaction, rather than merely
suggesting a “miniaturization” of the prevalent graphical desktop interface. Even though we could
eventually overcome the physical limitations inherent in mobile information retrieval, the real limi-
tations have more to do with the usage situations of mobile devices: Information access often (if not
predominantly) takes place in situations where the user is “attention-constrained”; in other words,
the user is primarily paying attention to something else (say, driving a car) and cannot expend full
attention to the process of finding and retrieving information (or to any other “personal computing”
task for that matter).

In addition, mobility in itself introduces a more challenging environment with regard to connectivity,
security, privacy, service discovery, etc., while at the same time making completely new applications
possible that simply would not make sense in a more stationary form of computing. A device such



as a mobile phone, by virtue of being a constant companion to the user, can also be trusted with
considerable amount of useful personal and private information; this, in turn, will force us to ensure
that issues of information access (security, privacy) are properly dealt with.

We believe that mobile and ubiquitous computing devices would become more useful if they could
undertake tasks on behalf of the user, rather than – as is currently the case – forcing the user to do
essentially everything herself. The transition from mobile devices as tools to mobile assistants will
require the application of not only technologies for implementing autonomous operation, but also
sophisticated ontological techniques for representing information about the mobile devices, their
functionality, users, environments, etc. [3, 4]

In general, this paper discusses the possible application of Semantic Web [5] technologies to mobile
and ubiquitous computing. This application is motivated by the need for better automation of
user’s tasks (as a means of making the user’s life easier); we will adopt the view that automation
is best enabled by improving the interoperability between systems, applications, and information.
In particular, we hope to demonstrate the need for policy-awareness as the ultimate enabler of
the next generation personal information systems, and will offer the observation the not only are
Semantic Web technologies are particularly well suited to rich, flexible representation of various
policies, but that without the policy-awareness the application of Semantic Web technologies to
mobile and ubiquitous computing may be hampered.

2 Ubiquitous Computing as an “Interoperability Nightmare”

Although much of ubiquitous computing research has focused on various aspects of user interaction
[6], we can argue that a key characteristic of the paradigm – and one that makes ubiquitous com-
puting distinctly different from the current personal computing paradigm(s) – is the proliferation
of devices that need to be connected. Today’s user connects his PC to a handful of other devices
(printers, network gateways, etc.) and these connections are fairly static. Distinctly different from
today’s situation, ubiquitous computing scenarios are anticipated to involve dozens, if not hun-
dreds of devices (sensors, external input and output devices, remotely controlled appliances, etc.).
We therefore observe that ubiquitous computing, in its full-blown manifestations, represents the
ultimate “interoperability nightmare”. Furthermore, with the advent of mobility and associated
proximity networking, the set of connected devices will constantly change as the usage context
changes and as devices come into and leave the range of the user’s ubiquitous computing device(s).
Because of the dynamic nature of the new paradigm, technologies that improve interoperability will
be crucial.

Given the need to dynamically connect to a large ever-changing set of devices and services, devices
in a ubiquitous computing environment should be capable of sophisticated discovery and device
coalition formation: the goal should be to accomplish discovery and configuration of new devices
without “a human in the loop.” In other words, the objective is the discovery and utilization of
services offered by other automated systems without human guidance or intervention, thus enabling
the automatic formation of device coalitions through this mechanism. Ultimately, one of the most
important components of the realization of the Semantic Web (and also that of mobile and ubiq-
uitous computing) is “serendipitous interoperability”, the ability of software systems to discover
and utilize services they have not seen before, and that were not considered when the systems



were designed [7]. To realize this, qualitatively stronger means of representing service semantics are
required, enabling fully automated discovery and invocation, and complete removal of unnecessary
interaction with human users.

Semantic Web techniques have proven useful in providing richer descriptions for Web resources, and
consequently they can also applied to describing functionality: Semantic Web Services1 appear to
be an appropriate paradigm to be applied in representing the functionality of ubiquitous computing
devices. Virtual and physical functions can be abstracted as services, providing a uniform view of all
different kinds of functionality [3, 9]. Realization of this is contingent on the continuing emergence
of suitable ontologies for modeling ubiquitous computing environments [10].

Avoiding a priori commitments about how devices are to interact with one another will improve
interoperability and will thus make dynamic, unchoreographed ubiquitous computing scenarios more
realistic. With reference to the aforementioned serendipitous interoperability, the true fulfillment of
the vision for ubiquitous computing has a promise of serendipity in it that cannot be realized
without discovery mechanisms that are qualitatively stronger than the current practice.

Semantic Web technologies represent a potential for this qualitatively stronger interoperability as
compared to the traditional standards-based approach (where one essentially has to anticipate
all future scenarios). With the Semantic Web approach it is possible for agents to “learn” new
vocabularies and – via reasoning – make meaningful use of them. Furthermore, in addition to current
notions of device and application interoperability, the Semantic Web represents interoperability at
the level of the information itself.

3 Role of Context-Awareness in Ubiquitous Computing

As a primary means of addressing many of the issues in mobile and ubiquitous computing, context-
awareness [11] offers a way to adapt a device’s behavior to each usage situation, location, environ-
ment, user goal, etc. More generally, determining the user’s context serves as a convenient means of
limiting the search space along multiple dimensions of the system’s operation:

Information retrieval: Which information is interesting, relevant and applicable? Given that
her attention is focused elsewhere, the mobile user may merely “have questions” and will need
very specific (and thus potentially terse) answers; using context information to limit the scope
will make it easier to provide high-quality answers. Generally, having access to information
in “raw” form (i.e., without any forethought as to how the information is to be presented or
formatted), combined with the representation and reasoning capabilities enabled by Semantic
Web technologies, will be helpful, because then what information gets presented (and how it
gets formatted) can be a context-based decision.

User Interfaces: Which user interface choices and configurations are appropriate? Mobile devices
suffer from various limitations such as small display size, awkward keyboard, etc. Taking context
very broadly – covering just about everything that is known about the user, her task, the
current environment, and the device she is using to access information – allows us to customize

1 Semantic Web Services are generally defined as the augmentation of Web Service descriptions through
semantic annotations, to facilitate a higher degree of automation of service discovery, composition, invo-
cation and monitoring in an open, unregulated and often chaotic environment [8].



user interfaces; it may, in fact, be possible to go well beyond contemporary content repurposing
approaches (such as [12]). We have been able to demonstrate that context information, combined
with rich semantic models of the user, her environment and tasks, can be helpful in providing
good default values and more generally tailoring the user interfaces to be ergonomically efficient
for a particular user, task or purpose [13].

Service Discovery: Which services to consider as relevant and/or applicable? Service discovery in
completely open-ended situations may suffer from the difficulty of having to pick services with
little guidance and/or no limitations wrt. the search space; context here serves as a means of
providing tighter boundaries for queries. Furthermore, characteristic to mobile and ubiquitous
computing environments is that services are often tied to a particular location (or other notion
of context); being able to choose or substitute appropriate functionality will enable flexible and
robust operation [14].

Security & Privacy: How to appropriately restrict access to information and services? Access is
sometimes dependent on the user’s context. For example, a context may include associative
aspects of the user’s situation (e.g., a particular context may depend on who the other people
are in the user’s immediate vicinity), which, in turn, may have ramifications to privacy-related
services and functionality.

Automation & Autonomy: How to decide which operations to automate, and how? Autonomous
operation (which can be considered the extreme form of automation) is typically implemented
using automated planning technologies (e.g., in agent-based systems); context can, again, serve
as a means of limiting the search space when performing planning.

The process of determining context benefits from access to as many sources of information as
possible, related to the user, her task, the environment, etc. [15]; we will subsequently argue that
without a proper solution for security and privacy, efforts to implement context-awareness may be
hampered.

4 Benefits of Policy-Awareness

In a general sense, a policy is a prescriptive means of limiting a system’s behavior in some future
situations. Typically policies are expressed using various deontic modalities [16] such as rights and
obligations. With regard to information access, the use of an open, policy-aware infrastructure has
been proposed for the World Wide Web [17]; we argue that this is a potentially applicable approach
in mobile and ubiquitous computing as well. Semantic Web techniques, again, are well suited to
describing, reasoning about, and exchanging policies [18, 19].

Policy-awareness may benefit mobile and ubiquitous computing in several ways:

Access: By providing access to maximal amount of information, policy-awareness enables higher-
quality context derivation than would otherwise be possible. With the proper application of
security and privacy policies it may be possible to base context derivation on data whose other
uses would be prohibited.

Autonomy: The view of a policy as a prescriptive set of instructions about how a system should
behave in some particular situation supports the use of policies as part of the realization to



increase personal computing systems’ overall capability of autonomous behavior. Mobile and
ubiquitous computing require intelligent response to changing conditions in a system’s operating
environment (e.g., changes in communication bandwidth); the use of policies may enable correct
yet opportunistic exploitation of these changes without constant user intervention.

Contracts: Since devices in mobile and ubiquitous computing environments are always dependent
on external services and functionality, mechanisms for contracting between systems will be
necessary. As a general notion, contracting between agents has been and remains a standard
technique in distributed problem solving [20]; more recently, the idea has been extended to
allow contract representation using standard Semantic Web formalisms and to make it possible
to reason about contracts [21, 22].

5 Conclusions

Semantic Web technologies offer several benefits to new computing paradigms such as mobile and
ubiquitous computing. Not only do Semantic Web technologies lend themselves well to representa-
tion, reasoning and exchange of many different kinds of information (about functionality, contexts,
policies, contracts, user models, etc.), but generally these technologies are a qualitatively stronger
approach to interoperability than contemporary standards-based approaches. With sophisticated
ontological representations we can realize effortless access to heterogeneous information sources
and services, independent of the access device or the user’s context; furthermore, we can finally
untap the serendipitous potential that exists in unchoreographed encounters of automated and
autonomous systems in cyberspace.

We do believe, however, that a pervasive framework for expressing and enforcing policies described
using rich knowledge representation formalisms, is necessary for the full realization of this vision.
For mobile and ubiquitous computing, the application of policy-awareness enables several key char-
acteristics such as better access to information, higher degree of autonomy, and the ability to use
and enforce contracts when employing external services and functionality.
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