Secure Shell




Outline

e Attacks and Vulnerabillities




Attacks and Vulnerabilities

* Interception - “sniffing” unencrypted packets;
session hijacking; Man-in-the-Middle (MitM).

 Modification - alteration of packet contents;
Man-in-the-Middle.




lelnet

 Remote terminal protocol - defined in multiple
RFCs spanning 35 years.

+ Data unencrypted - no additional confidentiality




SSH History

e The first version, SSH-1, was developed in 1995
iNn Finland by a victim of a sniffing attack.

 Designed to replace Telnet and related utilities.




SOH-2

SoH-2 defined and modified in multiple RFCs.

Client Server




We'll only look at the Transport and Authentication
protocaols...

...that's where most of the security-related




Server Host Keys

e RSA or

private anad

Digital Signature Algorithm

DSA) keys

public parts in separate files).

» Used to authenticate the server to the client in



Getting Host Keys




* |n most cases, the server just sends the key, and
the user must decide whether to trust it or not.

 Once a server public key is accepted, the client

stores it, so in the future it doesn’t have to ask
the server tor its key.




In a more security conscious environment, the
public host keys could be distributed more
securely:

* |In the form of a certificate signed by a
certification authority (CA).




Transport Protocol

* |dentity client and server software versions

 Negotiate cryptographic algorithms

* Derive a shared secret key using



https://www.csee.umbc.edu/courses/undergraduate/426/spring18/schedule/network/ssh_background.pdf

Client Authentication

e Two primary methods: password or public key.

e Password method is straightforward:

- Client sends password authentication request




 Public key authentication is a little more involved
- Client has public and private keys

- Public key is known to server (how??

- Client requests public key authentication; sends
PKC algorithm and public key




Supported Encryption

Required symmetric ciphers: ~ Aequired authentication
s SPES (CEC
s AES (CBC

Optional symmetric ciphers

algorithms:
s DHSA Al or S
e RSA Al orS

Optional authentication

A2
A2



How does SSH Help?

 Doesn't quite defeat Falsification, but makes it a lot harder.

- Both server and client are cryptographically
authenticated.

- Vulnerable when server sends host key for the first time.




The Deblan Flasco

* Error in Debian OpenSSL discovered May 2008;
present since 2000.

» Code change eliminated entropy for PRNG
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» Valgrind flagged use of uninitialized memory by
a line of code in the OpenSSL PRNG.

 Debian maintainers commented-out the line, but
the purpose of the code was to introduce
random data into PRNG buffer.



http://marc.info/?t=114651088900003&r=1&w=2

‘Flasco’ References

e Debian Security Advisory, 13 May 2008, http://www.debian.org/security/
2008/dsa-1571

e Bruce Schneier, Random Number Bug in Debian Linux, https://
www.schneier.com/blog/archives/2008/05/random_number_b.html

e Steinar Gunderson, Some maths , http://plog.sesse.net/blog/tech/
2008-05-14-17-21 some maths.html
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Next time: Network Authentication




