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Objective: 
Provide an  overview of stream of 
research by Gordon and Loeb on the 
economics of cybersecurity.

ECONOMIC ASPECTS OF INFORMATION SECURITY  
(Research Agenda by Gordon, Loeb and others at the RH Smith School, UMD)

A. What is the impact of cybersecurity breaches on 
corporations?  

B. How much should a firm invest in cybersecurity (and how 
should those funds be allocated) ?                                                                                     
************************************************************************* 

C. Information sharing 
D. Economic incentives for cybersecurity investments in the 

private sector 
E. Disclosure of cybersecurity activities on 10K reports filed 

with the SEC 
F. Cybersecurity insurance 
G. Information security audits

Cybersecurity Breaches are a Key Concern to 
Private and Public Sector Organizations  
  
Economic Costs of Cybersecurity Breaches 

― Conventional Wisdom 
― Need to Consider Implicit and Explicit Costs 
― Our Studies have Looked at the Impact of    

Breaches on Stock Market Returns (SMR)
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A. What is the impact of cybersecurity breaches on 
corporations?



A: Research Methodology  
(Event Study)
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  EventEstimate Returns Model

Event = Public Announcement of a Cybersecruity  Breach

A: Research Methodology

One-factor Model (Basic CAPM) 

Abnormal Returns: 

Cumulative Abnormal Returns:   

Average CAR across Firms:                 
        

─ Rit: firm’s return, RFt: risk-free rate, RMt: market’s return 
─ bi; the CAPM market model’s slope parameter (i.e., the systematic risk of the 

return for firm i, relative to the return of the entire market place, and often call the 
firm’s beta)
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A: What is the impact of cybersecurity breaches on 
corporations?  Results of our stock market returns studies

Large percentage  of breaches do not have significant 
impact on stock market return of firm 
a. Stockholders have become tolerant of breaches  
b. Many firms have strengthened their  remediation 

plans, thereby substantially reducing  the cost of an 
average breach  

― Breaches that do have a significant impact on SMR 
can threaten firm’s survival 
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B. How much to invest in cybersecurity? 
Characteristics of cybersecurity investments: 
−Cybersecurity investments are cost savings projects as opposed to a 
revenue generating project 

−Benefits impossible to measure precisely:  one would need to know 
what losses would have been without the cybersecurity investment 

−Externalities: a firm’s cyber investments affects the cybersecurity of 
other firms, and vice versa 

−Game theoretic aspects:  attackers and defenders 
Optimal amount to invest (Gordon-Loeb Model)  

− Vulnerabilities 
− Productivity of investments 
− Potential loss
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B: Optimal Amount to Invest in Cybersecurity 
(Gordon-Loeb Model)

Expected benefits of an investment in information security, denoted as EBIS, are equal to 
the reduction in the firm's expected loss attributable to the extra security.  

       EBIS(z) = [v- S(z,v)] L    [1] 

EBIS is written above as a function of z, since the investment in information security is 
the firm’s only decision variable (v and L are parameters of the information set). The 
expected net benefits from an investment in information security, denoted ENBIS equal 
EBIS less the cost of the investment, or: 

  ENBIS(z) = [v -S(z,v)]L -z   [2] 

Maximizing [2] is equivalent to minimizing: 

               S(z,v)L +z                    [3]     

Interior maximum z*>0 is characterized by the first-order condition for maximizing [2] (or 
minimizing [3]) : 

              -Sz(z*,v)L =1                                   [4]     

    

Benefits and Cost of an Investment in Information Security

$

vL
Expected Benefits of Investment  

=(v-S(z,v))L

zLevel of investment in information security
450

z* vL 

Cost of Investment
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B: Results of Gordon-Loeb Model*

―  Optimal level of Information Security Investment 
Does Not Always Increase with the Level of  
Vulnerability  

― For a Wide Range of Circumstances, Firms  
should Invest ≤ 37% of Expected Loss 

*Model has been generalized by mathematicians in papers by Lelarge 
and a paper by Barishnikov  

Gordon-Loeb model has been featured in the Wall Street Journal and the 
Financial Times

10

11

12



  Concluding Comments

1. Many cybersecurity breaches do not have a significant 
impact on firms, but some can threaten the survival of a 
firm. 

2. Under a wide range of circumstances, do not invest 
more than 37% of expected loss. 

3. Cybersecurity solutions should be viewed in the 
context of economic decision-making.  
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