C Language VI—C/Assembly Interface

CMSC 313
Sections 01, 02

Linux/gcc/i386 Function Call Convention

Adapted from Richard Chang, CMSC 313 Spring 2013
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Linux/gcc/i386 Function Call Convention

There are many ways for code to call subroutines
Steps involve delegation of responsibility for who
will do what to stay out of the other’'s way

Some factors to be considered:

— Contention for registers

— agreement about where parameters are passed

— Support for language features, like recursion,
variadic functions

— help for debuggers
These are conventions, not hard rules

Adapted from Richard Chang, CMSC 313 Spring 2013




Linux/gcc/i386 Function Call Convention

One standard convention is called “__cdecl™

Parameters pushed right to left on the stack

— So, first parameter is on top of the stack (i.e., lowest address)
Caller saves EAX, ECX, EDX if needed

— these registers will probably be used by the callee

Callee saves EBX, ESI, EDI

— there is a good chance that the callee does not need these

EBP used as index register for parameters, local variables,
and temporary storage

Callee must restore caller's ESP and EBP

Return value placed in EAX

Adapted from Richard Chang, CMSC 313 Spring 2013

Phase la—executed by

caller:

__cdecl Calling Convention, Phase la
EBP: mmmmm)
ESP: e
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Higher addresses

__cdecl Calling Convention, Phase la

EBP:; e

Phase la—executed by Caller-saved register:
caller: . EAX, ECX, & EDX
. m=| (wh ed
1. Push registers EAX, {uhen required)
ECX, & EDX if it
cares about values

Higher addresses
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__cdecl Calling Convention, Phase la

Phase la—executed by

caller:

1. Push registers EAX,
ECX, & EDX if it
cares about values

2. Push function
arguments onto
stack from right to
left

EBP: ===

ESP: mmmm)

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Higher addresses

__cdecl Calling Convention, Phase la

Phase la—executed by

caller:

1. Push registers EAX,
ECX, & EDX if it
cares about values

2. Push function
arguments onto
stack from right to
left

3. CALL the desired
function

EBP: e

Caller-saved register

EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

ESP: o)

Return address

Higher addresses

__cdecl Calling Convention—Phase 1b

Phase 1b—executed by
callee:

EBP:; e

ESP: e

Caller-saved register:
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

Higher addresses




__cdecl Calling Convention—Phase 1b

Phase 1b—executed by

callee:

1. Savecaller's EBP on
stack

EBP: ===

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

ESP: =)

Saved caller's EBP

Higher addresses

__cdecl Calling Convention—Phase 1b

Phase 1b—executed by

Caller-saved register

callee: EAX, ECX, & EDX -
8 (when required) Higher addresses
1. Save caller's EBP on ‘Argument #n [EBP+a+an]
stack
2. Replace with own frame Argument #2 [EBP+12]
(copy current ESP to Argument #1 [EBP+8]

EBP)

Return address
EBP, ESP: === Saved caller's EBP
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__cdecl Calling Convention—Phase 1b

Phase 1b—executed by

callee:

1. Save caller's EBP on
stack

2. Replace with own frame
(copy current ESP to
EBP)

3. Subtract offset from
ESP to create space for
local and temporary
storage

EBP:; e

ESP: e

Caller-saved register:
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

Saved caller's EBP

Local variable #1

Local variable #2

Local variable #m

Temporary
storage

[EBP+4+4n]

[EBP+12]

[EBP+8]

[EBP-4]

[EBP-8]

[EBP-4m]
[EBP-27]

Higher addresses




__cdecl Calling Convention—Phase 1b

Phase 1b—executed by

callee:

1. Savecaller's EBP on
stack

2. Replace with own frame
(copy current ESP to
EBP)

3. Subtract offset from
ESP to create space for
local and temporary
storage

4. Save EBX, ESI, and EDI
if itwill use them

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

EBP: m=====) | Saved caller's EBP

Local variable #1

Local variable #2

Local variable #m

Temporary
storage

[Callee-saved register
EBX, ES|, & EDI

ESP: mmmm) (when used)

[EBP+4+4n]

[EBP+12)

[EBP+8]

[EBP-4]

[EBP-8]

[EBP-4m]
[EBP-27]

Higher addresses

__cdecl Calling Convention—Phase 2

Phase 2—executed by
callee before return:

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

EBP: e=====) | Saved caller's EBP

ESP: =)

Local variable #1

Local variable #2

Local variable #m

Temporary
storage

[Callee-saved register
EBX, ES|, & EDI
(when used)

Higher addresses
[EBP+4+4n]

[EBP+12)

[EBP+8]

[EBP-4]

[EBP-8]

[EBP-4m]

[EBP-27]
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__cdecl Calling Convention—Phase 2

Phase 2—executed by
callee before return:

1. Store return value in
EAX

EAX: __<relum value>

EBP:; e

ESP; e

Caller-saved register:
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

Saved caller's EBP

Local variable #1

Local variable #2

Local variable #m

Temporary
storage

Callee-saved register
EBX, ESI, & EDI
(when used)

Higher addresses
[EBP+4+4n]

[EBP+12]

[EBP+8]

[EBP-4]

[EBP-8]

[EBP-4m]

[EBP-27]




__cdecl Calling Convention—Phase 2

Phase 2—executed by
callee before return:

1. Store return value in
EAX

2. Restore (POP) EBX,
ESI, & EDI if used

EAX: | <return value>

EBP: ===

ESP: e

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

Saved caller's EBP

Local variable #1

Local variable #2

Local variable #m

Temporary
storage

Higher addresses
[EBP+4+4n]

[EBP+12)

[EBP+8]

[EBP-4]

[EBP-8]

[EBP-4m]
[EBP-27]

__cdecl Calling Convention—Phase 2

Phase 2—executed by
callee before return:

1.

Store return value in
EAX

Restore (POP) EBX,
ESI, & EDI if used
Restore space used
for local and temp
(just copy EBP to
ESP)

EAX: | <retum value>

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

EBP, ESP: === Saved caller's EBP

[EBP+4+4n]

[EBP+12)
[EBP+8]

Higher addresses
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__cdecl Calling Convention—Phase 2

Phase 2—executed by

callee before return:

1. Store return value in
EAX

2. Restore (POP) EBX,
ESI, & EDI if used

3. Restore space used
for local and temp
(just copy EBP to
ESP)

4. Restore (POP)
caller's EBP

EAX: __<relum value>

EBP:; e

ESP: o)

Caller-saved register:
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Return address

Higher addresses




__cdecl Calling Convention—Phase 2a

Phase 2a—executed by

callee before return:

1. Store return value in
EAX

2. Restore (POP) EBX,
ESI, & EDI if used

3. Restore space used
for local and temp
(just copy EBP to
ESP)

4. Restore (POP)
caller's EBP

5. Return from function

EAX: | <return value>

EBP: ===

ESP: o)

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Higher addresses

__cdecl Calling Convention—Phase 2b

Phase 2b—executed by
caller after return:

EAX: | <retum value>

EBP: ===

ESP: e

Caller-saved register
EAX, ECX, & EDX
(when required)

Argument #n

Argument #2

Argument #1

Higher addresses
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__cdecl Calling Convention—Phase 2b

Phase 2b—executed by

caller after return:

1. Remove arguments
from stack (just add
offset to ESP)

EAX: __<relum value>

EBP:; e

ESP: e

Caller-saved register:
EAX, ECX, & EDX
(when required)

Higher addresses
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EBP: o)
Phase 2b—executed by Caller-saved register:
caller after return EAX, ECX, & EDX
1. Remove arguments Esp: =====)| (uhen required) Higher addresses
from stack (just add
offset to ESP)
2. Store return value in

__cdecl Calling Convention—Phase 2b

EAX away

retval: | <retum value>

EAX: | <return value>

Phase 2b—executed by
caller after return:
1.

__cdecl Calling Convention—Phase 2b
EBP: mmmmm)
ESP: e

Higher addresses
Remove arguments

from stack (just add
offset to ESP)

Store return value in
EAX away

Restore values into
EAX, ECX, & EDX if
saved

EAX: | <return value>

17 Fie: etunc.c

77 Example of C function calls disassembled
"

Finclude <stdio h>
/7 a silly function

7

int fooliat x, int y) (

prog
zeturn = ;

int main O {
ine b
b= foo(3s, 64) ;
b=b

printe ("B = sd\a", B)
)
linux3e goo cfunc.c
Linux3? a.oue
b= 19
Linux3e

linux3s goe -3 cfunc.c
linux3e 429 -g cfunc.e >cfunc.asm
Linuxse




1

Lfile  refunc.er
“vezsion o101
od.:

00, afunction

pusnl vabp
movl 3.
supl

e
“palign 4,7

leave
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Lufe1:
size  foo, .ifel-foo
section _rodata
10
string "b = sa\n"
toxe
align &
~globl main
type  main,Efunction
pushl tebp
2ddl 38, %esp
12
Leave
cet
o2
size  main,.Lfe2-main

“ident
release)”

“6CC:’ (@U) eges-2.91.66 19990314/Linux (eges-1.1.2

mp
ALIGN 1¢<4 ;1P < 7

1eave
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Lfe1
WOBAL  foo:function (.Lfel-foo)
secrron _rodata
“zc0:
b = 8ar,20,
SECTION . text
.
GLOBAL madn
BAL main: function
push abp
mov ebp,esp
sub esp ¢
push dword 64
push dword 35
add esp,
mov  [ebp-d eax
mov eax, [ebp-4]
add  (ebp-d] ,eax
mov eax, [abp-4]
push  eax
push dword .LCO
call printe
add esp,8
12
leave
ret
Lfez
GLOBAL main:function (.Lfe2-ma:
JIDENT "GCC: (GWU) oges-2.91.66
rolease) "

in)
19990314/Linux (eges-1.1.2

; File: printel.am
Using C prints function to print

; Assemble using WASM: nasm -f elf printfl.asm
? c-style main function

e
; Link with gee: gee printfl.o

: Daclare some external functions

extern printe ; the C function, we'll cal:
sEcTION .data ; Data section

meg:  db "Hello, world: %", 10, 0 ; The string to print
sEcTION _text ; Code section

global main

push ; st up stack frame
mov  ebp,esp

push  dword 97 :an rar

push  duord msg © address of ctrl string
call  prinee Call ¢ function

add s, B i pop stack

mov  esp, ebp i takedown stack frame
pop  obp } same as "leave" op

linux3e nasm -£ elf printfl.asm
Linux3e gee printfl.o

Linux3 a.out
Bello, world: a
Linux3e exit

+ ile: printez am
} using ¢ pranes funceion to priat

| Assesble using mamM:  nasm £ el priote2.asm
} Asasmbier style masn sunction.

§ Link vith gee: gee -nestarcfiies printez.sam
tdotine syacnus gxrz 1

; Daclare some external functions

extern printe i the C fanction, we'll cal:
sECTION .data ; bata saction

mag:  db "Hello, world: e, 10, 0 ; The string to print
SECTION .text ; Code section.

global _start

_stazt:
push  duord 97 an e
push  dword meg } address of ctrl string
call  prinee } Call ¢ function
add  asp, B pop stack
mov  eax, SYSCALL EXIT ;o
mov  ebx, i exit code, O=nomal
int oo } ask kernel to take over

Linux3® nasm - elf print€2.asm
Linux3 gee -nostartfiles printf2.o
Linux3e

Linux3e a.out

Hollo, world: a
Linux3s

10
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/7 File: azzaytest.c

7/ © program to test arrayinc.asm
7"

void arrayinc(int All, int m) ;

main() (

int AT = (2, 7, 19, 45, 3, 42, 9) ;
intd;

printe ("sizeof (int) = sd\n", sizeof(int)) ;
printe("\noriginal array:\n") ;
for (1 7

(=0 i s
prince("Al8d] = 8, i, A[D) ;

print ("\a")

arzayine(a,n) ;

printe ("\nModified array:\n") ;

For (1=0:1<7 ;14m (
printe("Altd] = 84 ", i, ALD)

)

printf ("\a")

Lo
Linuxs
Linux3y

gee we arzaytest.c
4 nasn £ ayine. asm
4 goc arraytest.o Arrayine.o

Lnuean aout
sizeot(ine) = ¢
original areay:
AoY =2 AT =7 AL

“a9 A - as

=3 ASI= 42 A6 =9

Voatesed areay
AO) = 3 AR) = 8 A[2] =20 A3) =45 A} = 4 AL3) % 43 ALS) =10

File: arrayinc.asm
© A subroutine to be called from C programs.

? Paramsters: int All, int n

? Result: A[0], ... Aln-1] are each incremented by 1

sECTION .toxt
global arrayine

arrayinc
pusn e set up stack frame
mov  ebp, esp

; registers ebx, esi and edi must be saved, if used
push  ebx

push  edi
mov  edi, [abpes) : get address of A
mov  ecx, lebpi2) © get num of elts
mov  ebx, O initialize count
£ox_loop:
oy cax, [edivatabe) : get array element
ine  eax :add 1
mov  [edirarebx], eax put it back
ine  ebx i update counter
loop  for_loop
pop  edi ; restore registers
pop  ebx
mov  esp, ebp ; take down stack frame
Pop
et

/7 ®ide: ctuncs.c
7
7/ Bxample of C function calls disassembled
7/ Return values with more © bytes
7
#include <staio n>
typedet struct (
int partl, partz ;
) stypo ;
// » silly function

stype foo(stype 1) {

.

=.part1
=.pare2
zeturn x ;

int main O {
stype

intn

3 part2
2 = foo(xl) ;

printf (“r2.partl = %d, r2.part2 = sd\n’,
Tl.pastl, z2.pazt2 ) ;

B = foo(x3) .part2 ;

11



Lee1

"efuncs.en

2da aword [ebp+12],4
ada aword [ebp+16],3

¢ return value

mov edx, [ebp+iz]
mov ecx, (ebpei6)
mov  [eax)  edx

mov [eax+d] ecx
mp 1

comments & spacing added
sst up stack frame

addr to store return valuc
[ebp+12]
.part2 = [abp+16]

; gat r.parel

get r.pare2
put r.partl in return vali
Put r.part2 in return vali
does nothing

Bye-

Pop 4 bytes after return

GLOBAL  foo:function (.Lfel-foo)

szcrzon
1c0:

@
sEcTION _text
Auzan 4
GLOBAL main
GLOBAL main: function

aword [abp-20],99

call oo

lea eax, (abp-16]
edx.

an
push odx

b oax
call foo

add esp,8

i call printe

rov eax, (abp-12)

push  eax
mov eax, (ebp-8)
pus

add esp,12

'x2.parel = %4, x2.parez = 8d’,10,'"

i compents & spacing added
set up stack frame

space for local variables

‘= [ebp-28)
£l = (abp-8]

2 = (abp-16]

i x3 = (ebp-24)

: get addr of x2
¢ get xl.pazel

} push rl.partl
i push addr of x2

i pop £1
© xet & popped x2's addr

i get £2.parez
: push it

i get x2.partl

: push 1t

i string constant's addr

© pop off argumants
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: call foo again
lea eax, [ebp-36]

mov edx, [sbp-24]
mov ecx, [abp-20]

2
mov  [ebp-28] eax

12
leave
ret
Lee2
GLOBAL  main:function
IDENT "6CC: (@) o
release) "

; addr of temp variable
¢ get 3.parel

© push addr of temp var

i pop off arguments

i gt part2 of temp var
? store in n

+ bye-bye

(-Lfe2-main)

ges=2.91.66 19990314/Linux (ages=1.1.2
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