
10/27/2015

1

C Language VI—C/Assembly Interface

CMSC 313

Sections 01, 02

Linux/gcc/i386 Function Call Convention

Adapted from Richard Chang, CMSC 313 Spring 2013

Linux/gcc/i386 Function Call Convention

• There are many ways for code to call subroutines

• Steps involve delegation of responsibility for who 

will do what to stay out of the other’s way

• Some factors to be considered:

– Contention for registers

– agreement about where parameters are passed

– Support for language features, like recursion, 

variadic functions

– help for debuggers

• These are conventions, not hard rules

Adapted from Richard Chang, CMSC 313 Spring 2013
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Linux/gcc/i386 Function Call Convention

One standard convention is called “__cdecl”:

• Parameters pushed right to left on the stack

– So, first parameter is on top of the stack (i.e., lowest address)

• Caller saves EAX, ECX, EDX if needed

– these registers will probably be used by the callee

• Callee saves EBX, ESI, EDI

– there is a good chance that the callee does not need these

• EBP used as index register for parameters, local variables, 

and temporary storage

• Callee must restore caller’s ESP and EBP

• Return value placed in EAX

Adapted from Richard Chang, CMSC 313 Spring 2013

__cdecl Calling Convention, Phase 1a

…

Higher addresses

EBP:

ESP:

Phase 1a—executed by 

caller:

__cdecl Calling Convention, Phase 1a

Caller-saved registers

EAX, ECX, & EDX

(when required) Higher addresses

EBP:

ESP:

Phase 1a—executed by 

caller:

1. Push registers EAX, 

ECX, & EDX if it 

cares about values
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__cdecl Calling Convention, Phase 1a

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Higher addresses

EBP:

ESP:

Phase 1a—executed by 

caller:

1. Push registers EAX, 

ECX, & EDX if it 

cares about values

2. Push function 

arguments onto 

stack from right to 

left

__cdecl Calling Convention, Phase 1a

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Higher addresses

EBP:

ESP:

Phase 1a—executed by 

caller:

1. Push registers EAX, 

ECX, & EDX if it 

cares about values

2. Push function 

arguments onto 

stack from right to 

left

3. CALL the desired 

function

__cdecl Calling Convention—Phase 1b

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Higher addresses

Phase 1b—executed by 

callee:

EBP:

ESP:
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__cdecl Calling Convention—Phase 1b

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Higher addresses

ESP:

Phase 1b—executed by 

callee:

1. Save caller’s EBP on 

stack

EBP:

__cdecl Calling Convention—Phase 1b

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Higher addresses

EBP, ESP:

[EBP+12]

[EBP+8]

[EBP+4+4n]

Phase 1b—executed by 

callee:

1. Save caller’s EBP on 

stack

2. Replace with own frame

(copy current ESP to 

EBP)

__cdecl Calling Convention—Phase 1b

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Local variable #1

…

Local variable #2

Local variable #m

Temporary

storage

Higher addresses

EBP:

[EBP-4]

[EBP-8]

[EBP+12]

[EBP+8]

[EBP+4+4n]

[EBP-4m]

[EBP-??]

ESP:

Phase 1b—executed by 

callee:

1. Save caller’s EBP on 

stack

2. Replace with own frame

(copy current ESP to 

EBP)

3. Subtract offset from

ESP to create space for 

local and temporary 

storage
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__cdecl Calling Convention—Phase 1b

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Local variable #1

…

Local variable #2

Local variable #m

Temporary

storage

Callee-saved registers

EBX, ESI, & EDI

(when used)

Higher addresses

EBP:

[EBP-4]

[EBP-8]

[EBP+12]

[EBP+8]

[EBP+4+4n]

[EBP-4m]

[EBP-??]

ESP:

Phase 1b—executed by 

callee:

1. Save caller’s EBP on 

stack

2. Replace with own frame

(copy current ESP to 

EBP)

3. Subtract offset from

ESP to create space for 

local and temporary 

storage

4. Save EBX, ESI, and EDI 

if it will use them

__cdecl Calling Convention—Phase 2

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Local variable #1

…

Local variable #2

Local variable #m

Temporary

storage

Callee-saved registers

EBX, ESI, & EDI

(when used)

Higher addresses

EBP:

[EBP-4]

[EBP-8]

[EBP+12]

[EBP+8]

[EBP+4+4n]

[EBP-4m]

[EBP-??]

ESP:

Phase 2—executed by 

callee before return:

__cdecl Calling Convention—Phase 2

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Local variable #1

…

Local variable #2

Local variable #m

Temporary

storage

Callee-saved registers

EBX, ESI, & EDI

(when used)

Higher addresses

EBP:

[EBP-4]

[EBP-8]

[EBP+12]

[EBP+8]

[EBP+4+4n]

[EBP-4m]

[EBP-??]

ESP:

Phase 2—executed by 

callee before return:

1. Store return value in 

EAX

EAX: <return value>
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__cdecl Calling Convention—Phase 2

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Local variable #1

…

Local variable #2

Local variable #m

Temporary

storage

Higher addresses

EBP:

[EBP-4]

[EBP-8]

[EBP+12]

[EBP+8]

[EBP+4+4n]

[EBP-4m]

[EBP-??]

ESP:

Phase 2—executed by 

callee before return:

1. Store return value in 

EAX

2. Restore (POP) EBX, 

ESI, & EDI if used

EAX: <return value>

__cdecl Calling Convention—Phase 2

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Saved caller’s EBP

Higher addresses

[EBP+12]

[EBP+8]

[EBP+4+4n]

Phase 2—executed by 

callee before return:

1. Store return value in 

EAX

2. Restore (POP) EBX, 

ESI, & EDI if used

3. Restore space used 

for local and temp

(just copy EBP to 

ESP)

EAX: <return value>

EBP, ESP:

__cdecl Calling Convention—Phase 2

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Return address

Higher addresses

Phase 2—executed by 

callee before return:

1. Store return value in 

EAX

2. Restore (POP) EBX, 

ESI, & EDI if used

3. Restore space used 

for local and temp

(just copy EBP to 

ESP)

4. Restore (POP) 

caller’s EBP

EAX: <return value>

ESP:

EBP:
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__cdecl Calling Convention—Phase 2a

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Higher addresses

EAX: <return value>

ESP:

EBP:

Phase 2a—executed by 

callee before return:

1. Store return value in 

EAX

2. Restore (POP) EBX, 

ESI, & EDI if used

3. Restore space used 

for local and temp

(just copy EBP to 

ESP)

4. Restore (POP) 

caller’s EBP

5. Return from function

__cdecl Calling Convention—Phase 2b

Caller-saved registers

EAX, ECX, & EDX

(when required)

Argument #n

…

Argument #2

Argument #1

Higher addresses

EAX: <return value>

ESP:

EBP:

Phase 2b—executed by 

caller after return:

__cdecl Calling Convention—Phase 2b

Caller-saved registers

EAX, ECX, & EDX

(when required) Higher addresses

EAX: <return value>

ESP:

EBP:

Phase 2b—executed by 

caller after return:

1. Remove arguments 

from stack (just add 

offset to ESP)
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__cdecl Calling Convention—Phase 2b

Caller-saved registers

EAX, ECX, & EDX

(when required) Higher addresses

EAX: <return value>

EBP:

Phase 2b—executed by 

caller after return:

1. Remove arguments 

from stack (just add 

offset to ESP)

2. Store return value in 

EAX away

ESP:

retval: <return value>

__cdecl Calling Convention—Phase 2b

Higher addresses

EAX: <return value>

EBP:

Phase 2b—executed by 

caller after return:

1. Remove arguments 

from stack (just add 

offset to ESP)

2. Store return value in 

EAX away

3. Restore values into 

EAX, ECX, & EDX if 

saved

retval: <return value>

…ESP:
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