CMSC 313 Spring 2011

Midterm Exam 2

Section 02

April 25, 2011

Name__________________________________Score __________ out of 70

UMBC Username ______________________________________________ 

Notes:

a. Please write clearly.  Unreadable answers receive no credit.

b. There are no intentional syntax errors in any code provided with this exam.  If you think you see an error that would affect your answer, please bring it to my attention.

c. Use of a calculator is permitted.

Multiple Choice (2 points each)
Write the letter of the best choice in the appropriate box at the bottom of the page.

1. By default, on Intel x86, the stack

(a) is located at the bottom of memory.

(b) grows down towards smaller addresses

(c) grows up towards larger addresses

(d) is located in the heap


2. Which of the following registers stores the integer return value of functions in Intel x86?

(a) %eax
(b) %ecx
(c) %edx
(d) %esp
3. The leave instruction is effectively the same as which of the following:

(a) mov %ebp, %esp
pop %ebp

(b) pop %eip
(c) mov %esp, %ebp
pop %esp

(d) ret
4. In two’s compliment, what is the value of −TMin?

(a) TMax
(b) TMin
(c) 0

(d) −1


5. Given the declaration short scores[ 3 ][ 4 ], the formula to  calculate the memory address of scores[x][y]  is
      (a) scores + 4 * x + y

(b) scores + 8 * x + 2 * y
(c) scores + 3 * x + y
(d) scores + 6 * x  + 2 * y
	1.
	2.
	3.
	4.
	5.

	
	
	
	
	


6.  Which line of C code will perform the same operation as

leal 0x10 (%eax, ecx, 4), %eax?

(a) eax = 16 + eax + 4 * ecx
(b) eax = *(16 + eax + 4 * ecx)
(c) eax = 16 + *(eax + 4 * ecx)
(d)) eax = 16 + 4 * eax + ecx
7. Which line of Intel x86 assembly will perform the same operation as

ecx = ((int *)eax + ecx)?
(a) movl (%eax, %ecx, 4),%ecx
(b) leal (%eax, %ecx, 4), %ecx
(c) leal (%eax, 4, %ecx), %ecx
(d) movl (%eax, 4, %ecx), %ecx
8. The “target” of a buffer overflow attack is usually

(a) %esp
(b) %ebp

(c) The function return address

(d) The function arguments

9. The two’s complement negation of the binary value 0100101101 is

(a) 1011011011

(b) 1011010010

(c) 1100101101

(d) 1011010011

10. The return address for a function call is always found at
(a)  0x8(%ebp)
(b)  0x4(%ebp)
(c)  0x8(%esp)
(d) -0x4(%ebp)


	6.
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	8.
	9.
	10.

	
	
	
	
	


11. For any signed integer, x, the value of    ~(x ^ x) + 1 is 

(a) 1

(b) 0

(c) TMax

(d) dependent on the initial value of x

12. Here is a small C program: 

struct foo { int bar; int baz; };

int getBaz(struct foo *foo_ptr)


{



return foo_ptr->baz;


}


After compiling the code and disassembling getBaz, and adding a few 
comments, we get:


getBaz:


pushl %ebp 


# save old frame pointer



movl %esp,%ebp 

# set frame base pointer



movl 0x8(%ebp),%eax  
# move foo_ptr to %eax



–- Mystery  Instruction Goes Here -–



leave



ret

What is the "Mystery Instruction"? 


(a) movl 0x4(%eax),%eax 


(b) movl $baz(%eax),%eax


(c) leal 0x4(%eax),%eax


(d) movl 0xc(%ebp),%eax
	11.
	12.

	
	


14. (5 points) For this problem, assume the following:


• We are running code on a 6-bit machine using two’s complement 

arithmetic for signed integers.


• short integers are encoded using 3 bits.


• Sign extension is performed whenever a short is casted to an int


• Right shifts of signed integers are arithmetic.

Fill in the empty boxes in the table below. Note: You need not fill in entries marked with “--”.

The following definitions are used in the table:


int a = -23;

unsigned ua = a;


int x = -17;


short y = (short)x;


unsigned ux = x;

	Expression
	Decimal
	Binary

	--
	
	100110

	x
	-17
	

	y
	
	

	ux
	
	

	a >> 2
	
	

	ua >> 2
	
	


15. (10 points) Examine the disassembled code below (from gdb) for the function  int flush( int a, int b, int c) that implements a switch statement using integer cases, then answer the questions below.  Write your answers in the table below the questions.
Dump of assembler code for function flush:
0x08048384 <flush+0>:   push   %ebp

0x08048385 <flush+1>:   mov    %esp,%ebp

0x08048387 <flush+3>:   sub    $0x4,%esp

0x0804838a <flush+6>:   mov    0x8(%ebp),%eax

0x0804838d <flush+9>:   sub    $0xd2,%eax

0x08048392 <flush+14>:  mov    %eax,-0x4(%ebp)

0x08048395 <flush+17>:  cmpl   $0x9,-0x4(%ebp)

0x08048399 <flush+21>:  ja     0x80483c9 <flush+69>

0x0804839b <flush+23>:  mov    -0x4(%ebp),%edx

0x0804839e <flush+26>:  mov    0x80484f8(,%edx,4),%eax

0x080483a5 <flush+33>:  jmp    *%eax

0x080483a7 <flush+35>:  addl   $0x2,0xc(%ebp)

0x080483ab <flush+39>:  jmp    0x80483cd <flush+73>

0x080483ad <flush+41>:  mov    0xc(%ebp),%eax

0x080483b0 <flush+44>:  imul   0xc(%ebp),%eax

0x080483b4 <flush+48>:  mov    %eax,0xc(%ebp)

0x080483b7 <flush+51>:  jmp    0x80483cd <flush+73>

0x080483b9 <flush+53>:  mov    0x8(%ebp),%eax

0x080483bc <flush+56>:  sub    %eax,0xc(%ebp)

0x080483bf <flush+59>:  jmp    0x80483cd <flush+73>

0x080483c1 <flush+61>:  mov    0xc(%ebp),%eax

0x080483c4 <flush+64>:  add    %eax,0xc(%ebp)

0x080483c7 <flush+67>:  jmp    0x80483cd <flush+73>

0x080483c9 <flush+69>:  subl   $0x9,0xc(%ebp)

0x080483cd <flush+73>:  mov    0xc(%ebp),%eax

0x080483d0 <flush+76>:  add    0x8(%ebp),%eax

0x080483d3 <flush+79>:  leave

0x080483d4 <flush+80>:  ret

End of assembler dump.

(gdb) x/12w 0x80484f8
0x80484f8:      0x080483a7      0x080483ad      0x080483b9      0x080483c9

0x8048508:      0x080483c9      0x080483c9      0x080483b9      0x080483c9

0x8048518:      0x080483c9      0x080483c1      0x000a6425      0x00000000

Hint: 0xd2 = 210 in decimal

A. What is the highest case number in the switch?

B. Which two non-default cases share the same code?

C. Name one case that is missing from the switch. 

D. What is the address of the default case?

E. What is the one line of C code in case 211?


	A
	B
	C
	D
	E

	
	
	
	
	


16. (10 points) Examine the disassembled code for the function fun1 that implements the while-loop in the lower box.  Fill in the blanks with the appropriate C code.  The length of each line is not necessarily indicative of the code.  The lines are just long for those with large handwriting.  Hint: 0x4d2 = 1234 decimal.


17. (7 points) Consider the structure definition below and then answer the questions below.



struct {



char a, b;





long *c;



char *d;



int e;



char f;



int g;



} foo;

a. (2 pts) How many bytes of padding will the compiler use inside of foo? ___________

b. (3 pts) Write a new definition of foo that minimizes the number of bytes of padding in the space  below.

c. (2 pts) How many bytes of padding does your foo definition require? _____________
Use the grids below to help visualize how a foo variable would be laid out in memory.

+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

|  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |

+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

|  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |

+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

|  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |

+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

|  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |  |

+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
18. ( 5 points) Examine the assembly language dump below.   Then complete the code for the function named sumElements2.

Dump of assembler code for function sumElements2.

0x080483a5 <sumElements2+0>:    push   %ebp

0x080483a6 <sumElements2+1>:    mov    %esp,%ebp

0x080483a8 <sumElements2+3>:    mov    0xc(%ebp),%eax

0x080483ab <sumElements2+6>:    shl    $0x2,%eax

0x080483ae <sumElements2+9>:    add    0x8(%ebp),%eax

0x080483b1 <sumElements2+12>:   add    $0x10,%eax

0x080483b4 <sumElements2+15>:   mov    (%eax),%ecx

0x080483b6 <sumElements2+17>:   mov    0x10(%ebp),%edx

0x080483b9 <sumElements2+20>:   mov    %edx,%eax

0x080483bb <sumElements2+22>:   shl    $0x2,%eax

0x080483be <sumElements2+25>:   add    %edx,%eax

0x080483c0 <sumElements2+27>:   shl    $0x2,%eax

0x080483c3 <sumElements2+30>:   add    0x8(%ebp),%eax

0x080483c6 <sumElements2+33>:   mov    (%eax),%eax

0x080483c8 <sumElements2+35>:   lea    (%ecx,%eax,1),%eax

0x080483cb <sumElements2+38>:   pop    %ebp

0x080483cc <sumElements2+39>:   ret    0x08048384 

End of assembler dump.

int sumElements2(int a[],  int i, int j)

{

     return ____________________________________; 


}

19. (9 points) Match each of the functions on the left with the equivalent assembly language code block on the right. Write the letter of the assembly language code block in the box in the table below


Your answers go in this table

	Function
	Assembly Code Block

	fun1


	

	fun2


	

	fun3


	


int fun1( int x, int y)


{


     return x * 12 - y * 2;


}








int fun2 (int x, int y)


{


     return (x + y) * 14;


}








int fun3( int x, int y )


{


     return y * 63 + x;


}














Code Block A:





  d0:   55          push   %ebp


  d1:   89 e5       mov    %esp,%ebp


  d3:   8b 55 0c    mov    0xc(%ebp),%edx


  d6:   89 d0       mov    %edx,%eax


  d8:   c1 e0 06    shl    $0x6,%eax


  db:   29 d0       sub    %edx,%eax


  dd:   8b 55 08    mov    0x8(%ebp),%edx


  e0:   5d          pop    %ebp


  e1:   01 d0       add    %edx,%eax


  e3:   c3          ret





Code Block B:


  f0:   55          push   %ebp


  f1:   89 e5       mov    %esp,%ebp


  f3:   8b 45 08    mov    0x8(%ebp),%eax


  f6:   8b 55 0c    mov    0xc(%ebp),%edx


  f9:   5d          pop    %ebp


  fa:   8d 04 40    lea    (%eax,%eax,2),%eax


  fd:   c1 e0 02    shl    $0x2,%eax


 100:   01 d2       add    %edx,%edx


 102:   29 d0       sub    %edx,%eax


 104:   c3          ret





Code Block C:


 110:   55           push   %ebp


 111:   89 e5        mov    %esp,%ebp


 113:   8b 45 0c     mov    0xc(%ebp),%eax


 116:   8b 4d 08     mov    0x8(%ebp),%ecx


 119:   5d           pop    %ebp


 11a:   01 c8        add    %ecx,%eax


 11c:   8d 14 00     lea   (%eax,%eax,1),%edx


 11f:   c1 e0 04     shl    $0x4,%eax


 122:   29 d0        sub    %edx,%eax


 124:   c3           ret





Code Block D:


 130:   55           push   %ebp


 131:   89 e5        mov    %esp,%ebp


 133:   8b 4d 0c     mov    0xc(%ebp),%ecx


 136:   8b 45 08     mov    0x8(%ebp),%eax


 139:   5d           pop    %ebp


 13a:   89 ca        mov    %ecx,%edx


 13c:   c1 e2 04     shl    $0x4,%edx


 13f:   c1 e0 06     shl    $0x6,%eax


 142:   29 ca        sub    %ecx,%edx


 144:   29 d0        sub    %edx,%eax


 146:   c3           ret








Dump of assembler code for function fun1:


0x08048384 <fun2+0>:    pushl   %ebp


0x08048385 <fun2+1>:    movl    %esp,%ebp


0x08048387 <fun2+3>:    subl    $0x10,%esp


0x0804838a <fun2+6>:    movl    $0x4d2,-0x4(%ebp)


0x08048391 <fun2+13>:   jmp     0x804839a <fun2+22>


0x08048393 <fun2+15>:   sarl    $0x2,-0x4(%ebp)


0x08048397 <fun2+19>:   incl    0x10(%ebp)


0x0804839a <fun2+22>:   mov     0xc(%ebp),%eax


0x0804839d <fun2+25>:   addl    $0x5,%eax


0x080483a0 <fun2+28>:   cmp     0x10(%ebp),%eax


0x080483a3 <fun2+31>:   jg      0x8048393 <fun2+15>


0x080483a5 <fun2+33>:   movl    0x8(%ebp),%eax


0x080483a8 <fun2+36>:   addl    -0x4(%ebp),%eax


0x080483ab <fun2+39>:   leave  


0x080483ac <fun2+40>:   ret    


End of assembler dump.





int fun2( int a, int b, int c )


{





     int x = __________;








     while (_______________________ )


     {





          ______________________ ;





          _______________________;


     }





     return _____________________;


}











PAGE  
-5-

