
Beware of Exploit Kits!

Charles Nicholas
nicholas@umbc.edu

Department of Computer Science and 
Electrical Engineering

May 2023

mailto:%7Bnicholas@umbc.edu


Malware Since PMA

• Since the textbook was published, some 
things have changed

• Ransomware!
• Cryptominers!
• Exploit Kits!
• Exploit Kits can and do distribute cryptominers

and ransomware!



Beware of Exploit Kits!

• User is tricked into visiting an infected (but 
innocent) web site

• Or attacker simply buys ad space , which is 
called “malvertising”

• As a result of a few iframe redirects, such as
<iframe src=http://badGuys.Rus.ru>

the user’s browser is sent to an EK web site
• Or a “302” redirect (like a 404 error, but more 

“helpful”) see Demystifying

https://www.contextis.com/media/downloads/Demystifying_the_Exploit_Kit.pdf


Beware of Exploit Kits!

• A Javascript “landing page” is loaded,
– Fallout EK example

• Which looks at user’s box and tries some 
exploits

• If any succeed, word is sent back to EK 
operators, some of whom have grown wealthy

https://blog.malwarebytes.com/threat-analysis/2019/01/improved-fallout-ek-comes-back-after-short-hiatus/


Famous Exploit Kits

• Black Hole was once the most famous, but 
there are many others: Angler, Sweet Orange, 
Redkit, Nuclear, RIG, Fiesta, Magnitude, etc.

• EK activity is not getting as much press, but 
they’re still out there!  RiG and Magnitude are 
still going strong!

• Note that just black-listing infected web sites 
is not sufficient, as they change all the time

• How can we tell when new EKs come out?



Who Uses EKs?

• Popular among cybercriminals
• Who prefer to keep a low profile, and deal 

with trusted affilicates
• “Malware as a Service” (a form of SaaS) is a 

business model
• See “Exploit Kit Payloads by Type” page 3 CTA

The top exploited vulnerability in 2018 was CVE-2018-8174 a Microsoft Internet 
Explorer vulnerability nicknamed “Double Kill,” which was included in four EKs 
(RIG, Fallout, KaiXin, and Magnitude) 

https://go.recordedfuture.com/hubfs/reports/cta-2020-1210.pdf


How Do They Work?

• Vulnerabilities in Adobe, MS, WordPress 
and others are found all the time

• EK operators watch the CVEs, and implement 
(or buy or steal) exploit code
– CVE web site

• It’s hard for everybody to keep everything 
patched

• Palo Alto’s Unit 42 has a report

https://cve.mitre.org/cve/search_cve_list.html
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/research/exploit-kits


Active EKs

• The source code for RIG was released in 2015
– But I can’t find it 
– Lacking that, here’s a good explanation of RIG 

(link)

• The Lord EK has been analysed
• The Capesand EK has been analysed
• A relatively recent overview from 

MalwareBytes

https://www.uperesia.com/analyzing-rig-exploit-kit
https://blog.malwarebytes.com/threat-analysis/2019/08/say-hello-to-lord-exploit-kit/
https://www.trendmicro.com/en_us/research/19/k/new-exploit-kit-capesand-reuses-old-and-new-public-exploits-and-tools-blockchain-ruse.html
https://blog.malwarebytes.com/exploits-and-vulnerabilities/2019/11/exploit-kits-fall-2019-review/


Current Questions

• Is there a better way to do patches?
– There must be!

• Can browsers be smarter about detecting 
Javascript that is being too nosey?

• Can we get rid of Javascript?
– Many wish this was true



Some Older Research
if I have time to talk about it

• Let’s capture some landing pages,
• And see if there are patterns in the Javascript

that we can identify with known EKs



Our Hypotheses

• If the Javascript code on landing pages  
corresponds to specific exploit kits, then similar 
scripts would be attributable to the same (or 
related versions of the same) exploit kit.  

• Exploits may be updated from time to time, 
infrastructure maybe less often

• Scripts unlike any seen before may indicate a 
new, unknown exploit kit.  

• This landing page analysis may let us better 
understand  this form of malware.



Concept of Operations

• Seek out malware domains (live external links)
– urlquery.net was useful to start
– Or malware-traffic-analysis.net

• Visit infected sites from a browser inside a VM
– EK would often be cleaned up by time we visit 

• Capture and re-assemble packets
– Virtualbox packet capture, Suricata
– Analyze raw pcap data, or tcpick output, or 

extracted Javascript

https://urlquery.net
http://malware-traffic-analysis.net/






Analysis of Raw PCAP



Analysis of tcpick Output



Discussion

• Analysis of raw pcap data might be used to 
spot outliers, or near duplicates.

• Analysis of tcpick output with 4-grams shows 
two almost duplicates, among other 
phenomena 

• Suricata extracts specific files, including HTML 
with embedded Javascript, from specific sites 
and timestamps, as shown



Plotting of Packets



Javascript with Kit Labels



Sweet Orange, Redkit, and Blackhole



Original Revised Research Results

• We built a system to seek out EKs, visit them, 
and record the packets

• We parsed the Javascript files 
– we can spot unusual specimens
– not yet able to associate Javascript syntax with 

specific EKs (n-grams may not be up to this task)

• Many EKs out there, but only a few are 
popular at a given time



Discussion

• Lots of exploit kits exist, but only a few are 
popular

• Outliers can provide insight, but discard them 
to drill deeper

• Too many n-grams carry too little information
– This is old news
– There seems to be lots of Blackhole activity
– Perhaps other EK activity is being drowned out
– So select better (or fewer) features



Limitations

• This approach is naïve, in the sense of using 
little or no domain knowledge
– File structure information? No
– N-grams machine instructions? No
– N-grams  Javascript language constructs? No
– Specifying n-grams “of importance”? No
– Similarity to “known” specimens? Some
– Collection-related metadata? No
– Knowledge of known actors? No 



Machine Learning

• We’ve shown examples of unsupervised ML
• Other forms of ML, especially deep learning, 

are used in ongoing research
– Neural nets, especially convolutional neural nets

• Can we build neural nets to distinguish malware from 
benign is a related problem

– Long short-term memories, or LSTMs
• To discern what functions do, not just opcodes

– Quality data sets for training is important!
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