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Abstract

ThispaperpresentsRandomEarlyDetection(RED)gate-
ways for congestionavoidancein packet-switchednet-
works.Thegatewaydetectsincipientcongestionby com-
putingtheaveragequeuesize. Thegateway couldnotify
connectionsof congestioneitherby droppingpacketsar-
riving at thegatewayor by settingabit in packetheaders.
Whentheaveragequeuesizeexceedsa presetthreshold,
the gateway dropsor markseacharriving packet with a
certainprobability, wheretheexactprobability is a func-
tion of theaveragequeuesize.

REDgatewayskeeptheaveragequeuesizelow while
allowingoccasionalburstsof packetsin thequeue.During
congestion,theprobabilitythatthegatewaynotifiesapar-
ticularconnectionto reduceits window is roughlypropor-
tional to thatconnection’sshareof thebandwidththrough
thegateway. REDgatewaysaredesignedto accompany a
transport-layercongestioncontrol protocolsuchasTCP.
The RED gateway hasno biasagainstbursty traffic and
avoids the global synchronizationof many connections
decreasingtheirwindow at thesametime. Simulationsof
a TCP/IPnetwork areusedto illustratethe performance
of REDgateways.

1 Intr oduction

In high-speednetworkswith connectionswith largedelay-
bandwidthproducts,gatewaysare likely to be designed
with correspondinglylarge maximumqueuesto accom-
modatetransientcongestion.In the currentInternet,the
TCPtransportprotocoldetectscongestiononlyafterapacket
hasbeendroppedatthegateway. However, it wouldclearly
beundesirableto havelargequeues(possiblyontheorder�
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of a delay-bandwidthproduct)thatwerefull muchof the
time; this would significantlyincreasethe averagedelay
in the network. Therefore,with increasinglyhigh-speed
networks,it is increasinglyimportantto havemechanisms
thatkeepthroughputhighbut averagequeuesizeslow.

In theabsenceof explicit feedbackfrom thegateway,
thereare a numberof mechanismsthat have beenpro-
posedfor transport-layerprotocolstomaintainhighthrough-
putandlow delayin thenetwork. Someof theseproposed
mechanismsaredesignedto work with currentgateways
[15, 23, 31, 33, 34], while other mechanismsare cou-
pledwith gatewayschedulingalgorithmsthatrequireper-
connectionstatein thegateway[20, 22]. In theabsenceof
explicit feedbackfrom thegateway, transport-layerproto-
colscouldinfer congestionfrom theestimatedbottleneck
servicetime, from changesin throughput,from changes
in end-to-enddelay, aswell asfrom packetdropsor other
methods.Nevertheless,theview of anindividualconnec-
tion is limited by the timescalesof the connection,the
traffic patternof the connection,the lack of knowledge
of thenumberof congestedgateways,thepossibilitiesof
routingchanges,aswell asby otherdifficultiesin distin-
guishingpropagationdelayfrom persistentqueueingde-
lay.

Themosteffective detectionof congestioncanoccur
in the gateway itself. The gateway can reliably distin-
guishbetweenpropagationdelayandpersistentqueueing
delay. Only thegateway hasa unifiedview of thequeue-
ing behavior over time; theperspectiveof individualcon-
nectionsis limited by thepacketarrival patternsfor those
connections.In addition,agatewayis sharedby many ac-
tiveconnectionswith awiderangeof roundtriptimes,tol-
erancesof delay, throughputrequirements,etc.;decisions
aboutthedurationandmagnitudeof transientcongestion
to beallowedatthegatewayarebestmadeby thegateway
itself.

The methodof monitoringthe averagequeuesizeat
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thegateway, andof notifyingconnectionsof incipientcon-
gestion,is basedof the assumptionthat it will continue
to be useful to have queuesat the gateway where traf-
fic from a numberof connectionsis multiplexedtogether,
with FIFO scheduling.Not only is FIFO schedulinguse-
ful for sharingdelayamongconnections,reducingdelay
for aparticularconnectionduringits periodsof burstiness
[4], but it scaleswell andis easyto implementefficiently.
In analternateapproach,somecongestioncontrolmech-
anismsthatusevariantsof Fair Queueing[20] or hop-by-
hop flow control schemes[22] proposethat the gateway
schedulingalgorithmmakeuseof per-connectionstatefor
every active connection.We would suggestinsteadthat
per-connectiongatewaymechanismsshouldbeusedonly
in thosecircumstanceswheregatewayschedulingmecha-
nismswithout per-connectionmechanismsareclearlyin-
adequate.

The DECbit congestionavoidancescheme[18], de-
scribedlater in this paper, is an early exampleof con-
gestiondetectionat the gateway; DECbit gatewaysgive
explicit feedbackwhentheaveragequeuesizeexceedsa
certainthreshold. This paperproposesa different con-
gestionavoidancemechanismat thegateway, RED(Ran-
domEarly Detection)gateways,with somewhatdifferent
methodsfor detectingcongestionandfor choosingwhich
connectionsto notify of thiscongestion.

While theprinciplesbehindRED gatewaysarefairly
general,andRED gatewayscanbe useful in controlling
theaveragequeuesizeevenin anetwork wherethetrans-
port protocolcannot be trustedto be cooperative, RED
gatewaysareintendedfor a network wherethe transport
protocolrespondsto congestionindicationsfrom thenet-
work. Thegatewaycongestioncontrolmechanismin RED
gatewayssimplifiesthecongestioncontroljob requiredof
thetransportprotocol,andshouldbeapplicableto transport-
layer congestioncontrol mechanismsotherthanthe cur-
rent versionof TCP, including protocolswith rate-based
ratherthanwindow-basedflow control.

However, someaspectsof RED gatewaysarespecifi-
cally targetedto TCP/IPnetworks. TheRED gateway is
designedfor anetwork whereasinglemarkedor dropped
packet is sufficient to signal the presenceof congestion
to the transport-layerprotocol. This is differentfrom the
DECbit congestioncontrol scheme,wherethe transport-
layer protocolcomputesthe fraction of arriving packets
thathave thecongestionindicationbit set.

In addition,theemphasison avoiding theglobalsyn-
chronizationthatresultsfrom many connectionsreducing
theirwindowsatthesametimeis particularlyrelevantin a
network with 4.3-TahoeBSD TCP[14], whereeachcon-
nectiongoesthroughSlow-Start,reducingthewindow to
one,in responseto a droppedpacket. In theDECbit con-
gestioncontrolscheme,for example,whereeachconnec-
tion’s responseto congestionis lesssevere,it is alsoless

critical to avoid thisglobalsynchronization.
REDgatewayscanbeusefulin gatewayswith a range

of packet-schedulingandpacket-droppingalgorithms.For
example,RED congestioncontrol mechanismscould be
implementedin gatewayswith droppreference,wherepack-
etsaremarkedaseither“essential”or “optional”, and“op-
tional” packetsaredroppedfirst whenthequeueexceedsa
certainsize.Similarly, for agatewaywith separatequeues
for realtimeandnon-realtimetraffic, for example,RED
congestioncontrol mechanismscould be appliedto the
queuefor oneof thesetraffic classes.

TheREDcongestioncontrolmechanismsmonitorthe
averagequeuesizefor eachoutputqueue,and,usingran-
domization,chooseconnectionsto notify of thatconges-
tion. Transientcongestionis accommodatedby a tem-
poraryincreasein thequeue.Longer-livedcongestionis
reflectedby an increasein the computedaveragequeue
size,andresultsin randomizedfeedbackto someof the
connectionsto decreasetheir windows. The probability
thata connectionis notifiedof congestionis proportional
to that connection’s shareof the throughputthroughthe
gateway.

Gatewaysthatdetectcongestionbeforethequeueover-
flows arenot limited to packet dropsas the methodfor
notifying connectionsof congestion.RED gatewayscan
marka packetby droppingit at thegateway or by setting
abit in thepacketheader, dependingon thetransportpro-
tocol. Whentheaveragequeuesizeexceedsa maximum
threshold,the RED gateway marksevery packet that ar-
rivesat the gateway. If RED gatewaysmark packetsby
droppingthem,ratherthanby settinga bit in the packet
header, when the averagequeuesize exceedsthe maxi-
mumthreshold,thentheRED gateway controlstheaver-
agequeuesizeevenin theabsenceof acooperatingtrans-
portprotocol.

Oneadvantageof agatewaycongestioncontrolmech-
anismthatworkswith currenttransportprotocols,andthat
doesnot requirethat all gatewaysin the internetusethe
samegateway congestioncontrol mechanism,is that it
couldbedeployedgraduallyin thecurrentInternet.RED
gatewaysarea simplemechanismfor congestionavoid-
ancethatcouldbeimplementedgraduallyin currentTCP/IP
networkswith nochangesto transportprotocols.

Section2 discussesprevious researchon Early Ran-
domDropgatewaysandothercongestionavoidancegate-
ways.Section3 outlinesdesignguidelinesfor REDgate-
ways.Section4 presentstheREDgatewayalgorithm,and
Section5 describessimple simulations. Section6 dis-
cussesin detailtheparametersusedin calculatingtheav-
eragequeuesize,andSection7 discussesthe algorithm
usedin calculatingthepacket-markingprobability.

Section8examinestheperformanceof REDgateways,
including the robustnessof RED gateways for a range
of traffic and for a rangeof parametervalues. Simula-
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tions in Section9 demonstrate,amongother things, the
RED gateway’s lack of biasagainstbursty traffic. Sec-
tion 10describeshow REDgatewayscanbeusedto iden-
tify thoseusersthatareusinga largefractionof theband-
width througha congestedgateway. Section11 discusses
methodsfor efficiently implementingREDgateways.Sec-
tion 12 givesconclusionsanddescribesareasfor future
work.

2 Previouswork oncongestionavoid-
ancegateways

2.1 Early RandomDrop gateways

SeveralresearchershavestudiedEarlyRandomDropgate-
waysasa methodfor providing congestionavoidanceat
thegateway.1

Hashem[11] discussessomeof the shortcomingsof
RandomDrop2 and Drop Tail gateways,andbriefly in-
vestigatesEarly RandomDrop gateways. In the imple-
mentationof Early RandomDropgatewaysin [11], if the
queuelengthexceedsa certaindrop level, thenthe gate-
waydropseachpacketarriving atthegatewaywith afixed
drop probability. This is discussedasa roughinitial im-
plementation.Hashem[11] stressesthat in future imple-
mentationsthedroplevel andthedropprobabilityshould
beadjusteddynamically, dependingonnetwork traffic.

Hashem[11] pointsout thatwith Drop Tail gateways
eachcongestionperiodintroducesglobalsynchronization
in the network. Whenthe queueoverflows, packetsare
often droppedfrom several connections,and thesecon-
nectionsdecreasetheir windows at the sametime. This
resultsin a lossof throughputat thegateway. Thepaper
shows thatEarly RandomDrop gatewayshave a broader
view of traffic distribution thando Drop Tail or Random
Drop gatewaysandreduceglobal synchronization.The
papersuggeststhat becauseof this broaderview of traf-
fic distribution,EarlyRandomDropgatewayshaveabet-
ter chancethanDrop Tail gatewaysof targetingaggres-
siveusers.Theconclusionsin [11] arethatEarlyRandom
Dropgatewaysdeservefurtherinvestigation.

For theversionof EarlyRandomDropgatewaysused
in thesimulationsin [36], if thequeueis morethanhalf

1Jacobson[14] proposedgatewaysto monitortheaveragequeuesize
to detectincipientcongestion,andto randomlydroppacketswhencon-
gestionisdetected.Theseproposedgatewaysareaprecursorto theEarly
RandomDrop gatewaysthathave beenstudiedby several authors[11]
[36]. Wereferto thegatewaysin thispaperasRandomEarlyDetection
or RED gateways. RED gatewaysdiffer from theearlierEarlyRandom
Drop gatewaysin severalrespects:theaverage queuesizeis measured;
thegateway is not limited to droppingpackets;andthepacket-marking
probabilityis a functionof theaveragequeuesize.

2With RandomDropgateways,whenapacket arrivesat thegateway
andthequeueis full, the gateway randomlychoosesa packet from the
gateway queueto drop.

full thenthegatewaydropseacharrivingpacketwith prob-
ability 0.02. Zhang[36] shows that this versionof Early
RandomDropgatewayswasnotsuccessfulin controlling
misbehaving users.In thesesimulations,with both Ran-
dom Drop and Early RandomDrop gateways, the mis-
behaving usersreceived roughly 75% higher throughput
thantheusersimplementingstandard4.3BSD TCP.

TheGatewayCongestionControlSurvey [21] consid-
erstheversionsof Early RandomDrop describedabove.
The survey cites the resultsin which the Early Random
Dropgateway is unsuccessfulin controllingmisbehaving
users[36]. As mentionedin [32], Early RandomDrop
gateways are not expectedto solve all of the problems
of unequalthroughputgiven connectionswith different
roundtriptimesandmultiplecongestedgateways.In [21],
thegoalsof EarlyRandomDropgatewaysfor congestion
avoidancearedescribedas“uniform, dynamictreatment
of users(streams/flows), of low overhead,and of good
scalingcharacteristicsin largeandloadednetworks”. It is
left asanopenquestionwhetheror not thesegoalscanbe
achieved.

2.2 Other approachesto gatewaymechanisms
for congestionavoidance

Early descriptionsof IP SourceQuenchmessagessug-
gestthat gatewayscould sendSourceQuenchmessages
to sourcehostsbefore the buffer spaceat the gateway
reachescapacity[26], andbeforepacketshavetobedropped
at thegateway. Oneproposal[27] suggeststhat thegate-
way sendSourceQuenchmessageswhenthe queuesize
exceedsacertainthreshold,andoutlinesapossiblemethod
for flow control at the sourcehostsin responseto these
messages.Theproposalalsosuggeststhatwhenthegate-
way queuesizeapproachesthe maximumlevel thegate-
waycoulddiscardarrivingpacketsotherthanICMP pack-
ets.

The DECbit congestionavoidancescheme,a binary
feedbackschemefor congestionavoidance,is described
in [29]. In theDECbitschemethegatewayusesacongestion-
indicationbit in packetheadersto providefeedbackabout
congestionin the network. Whena packet arrivesat the
gateway, thegateway calculatestheaveragequeuelength
for the last (busy+ idle) periodplusthecurrentbusype-
riod. (Thegatewayis busywhenit is transmittingpackets,
and idle otherwise.)Whenthe averagequeuelengthex-
ceedsone,thenthegatewaysetsthecongestion-indication
bit in thepacketheaderof arriving packets.

Thesourceuseswindow flow control,andupdatesits
window onceeverytwo roundtriptimes.If at leasthalf of
thepacketsin thelastwindow hadthecongestionindica-
tion bit set, thenthe window is decreasedexponentially.
Otherwise,thewindow is increasedlinearly.

ThereareseveralsignificantdifferencesbetweenDECbit

3

dsidhu
Hashem

dsidhu
11]

dsidhu
some

dsidhu
of

dsidhu
shortcomings

dsidhu
Random

dsidhu
Drop2

dsidhu
Drop

dsidhu
Tail

dsidhu
gateways,

dsidhu
if

dsidhu
the

dsidhu
queue

dsidhu
length

dsidhu
exceeds

dsidhu
certain

dsidhu
drop

dsidhu
level,

dsidhu
gateway

dsidhu
drops

dsidhu
each

dsidhu
packet

dsidhu
arriving

dsidhu
gateway

dsidhu
with

dsidhu
fixed

dsidhu
drop

dsidhu
probability.

dsidhu
Hashem

dsidhu
points

dsidhu
Drop

dsidhu
Tail

dsidhu
gateways

dsidhu
each

dsidhu
congestion

dsidhu
period

dsidhu
global

dsidhu
synchronization

dsidhu
introduces

dsidhu
network.

dsidhu
reduce

dsidhu
global

dsidhu
synchronization.

dsidhu
IP

dsidhu
Source

dsidhu
Quench

dsidhu
messages

dsidhu
Early

dsidhu
descriptions

dsidhu
DECbit

dsidhu
congestion

dsidhu
avoidance

dsidhu
scheme,

dsidhu
congestionindication

dsidhu
differences

dsidhu
DECbit

dsidhu
gateways

dsidhu
send

dsidhu
Source

dsidhu
Quench

dsidhu
messages

dsidhu
source

dsidhu
hosts

dsidhu
queue

dsidhu
size

dsidhu
exceeds

dsidhu
certain

dsidhu
threshold,

dsidhu
queue

dsidhu
size

dsidhu
approaches

dsidhu
maximum level the

dsidhu
gateway

dsidhu
discard

dsidhu
arriving

dsidhu
packets

dsidhu
binary

dsidhu
feedback

dsidhu
scheme

dsidhu
bit

dsidhu
headers

dsidhu
feedback

dsidhu
congestion

dsidhu
about

dsidhu
network.

dsidhu
gateway

dsidhu
calculates

dsidhu
average

dsidhu
queue

dsidhu
length

dsidhu
last

dsidhu
period

dsidhu
current

dsidhu
busy

dsidhu
period.

dsidhu
busy

dsidhu
idle)

dsidhu
+

dsidhu
busy

dsidhu
idle

dsidhu
source

dsidhu
uses

dsidhu
window

dsidhu
flow

dsidhu
control,

dsidhu
queue

dsidhu
average

dsidhu
length

dsidhu
exceeds

dsidhu
one,

dsidhu
gateway

dsidhu
sets

dsidhu
congestion-

dsidhu
indication

dsidhu
bit

dsidhu
packet

dsidhu
header



gatewaysandtheRED gatewaysdescribedin this paper.
Thefirst differenceconcernsthemethodof computingthe
averagequeuesize.BecausetheDECbit schemechooses
the last (busy + idle) cycle plus the currentbusy period
for averagingthe queuesize, the queuesize can some-
timesbe averagedover a fairly shortperiodof time. In
high-speednetworkswith largebuffersat thegateway, it
would bedesirableto explicitly control thetime constant
for thecomputedaveragequeuesize;this is donein RED
gatewaysusingtime-basedexponentialdecay. In [29] the
authorsreport that they rejectedthe idea of a weighted
exponentialrunningaverageof thequeuelengthbecause
when the time interval was far from the roundtrip time,
therewasbiasin thenetwork. This problemof biasdoes
not arisewith RED gatewaysbecauseRED gatewaysuse
a randomizedalgorithmfor markingpackets,andassume
that the sourcesusea differentalgorithmfor responding
to markedpackets.In aDECbitnetwork, thesourcelooks
at thefractionof packetsthathavebeenmarkedin thelast
roundtrip time. For a network with RED gateways, the
sourceshouldreduceits window evenif thereis only one
markedpacket.

A seconddifferencebetweenDECbit gateways and
REDgatewaysconcernsthemethodfor choosingconnec-
tionsto notify of congestion.In theDECbitschemethere
is no conceptualseparationbetweenthealgorithmto de-
tectcongestionandthealgorithmto setthecongestionin-
dicationbit. Whenapacketarrivesat thegatewayandthe
computedaveragequeuesizeis too high, thecongestion
indicationbit is setin theheaderof thatpacket. Because
of thismethodfor markingpackets,DECbitnetworkscan
exhibit a biasagainstburstytraffic [seeSection9]; this is
avoidedin RED gatewaysby usingrandomizationin the
methodfor marking packets. For congestionavoidance
gatewaysdesignedto work with TCP, anadditionalmoti-
vationfor usingrandomizationin themethodfor marking
packetsis to avoid theglobalsynchronizationthatresults
from many TCPconnectionsreducingtheirwindow atthe
sametime. This is lessof a concernin networkswith the
DECbitcongestionavoidancescheme,whereeachsource
decreasesitswindow fairly moderatelyin responsetocon-
gestion.

Anotherproposalfor adaptivewindow schemeswhere
the sourcenodesincreaseor decreasetheir windows ac-
cordingto feedbackconcerningthe queuelengthsat the
gatewaysis presentedin [25]. Eachgatewayhasanupper
thresholdUT indicatingcongestion,andalowerthreshold
LT indicatinglight loadconditions.Informationaboutthe
queuesizesat the gateways is addedto eachpacket. A
sourcenodeincreasesits window only if all thegateway
queuelengthsin thepatharebelow thelower thresholds.
If the queuelengthis above the upperthresholdfor any
queuealongthe path,thenthe sourcenodedecreasesits
window. Onedisadvantageof thisproposalis thatthenet-

work respondsto the instantaneousqueuelengths,not to
the averagequeuelengths. We believe that this scheme
would bevulnerableto traffic phaseeffectsandto biases
againstbursty traffic, andwould not accommodatetran-
sientincreasesin thequeuesize.

3 Designguidelines

This sectionsummarizessomeof the designgoalsand
guidelinesfor REDgateways.Themaingoalis to provide
congestionavoidanceby controlling the averagequeue
size. Additional goals include the avoidanceof global
synchronizationandof abiasagainstburstytraffic andthe
ability to maintainanupperboundon theaveragequeue
size even in the absenceof cooperationfrom transport-
layerprotocols.

Thefirst job of a congestionavoidancemechanismat
thegateway is to detectincipientcongestion.As defined
in [18], acongestionavoidanceschememaintainsthenet-
work in a region of low delayandhigh throughput.The
averagequeuesizeshouldbekeptlow, while fluctuations
in the actualqueuesizeshouldbe allowed to accommo-
datebursty traffic andtransientcongestion.Becausethe
gateway canmonitor thesizeof thequeueover time, the
gateway is the appropriateagentto detectincipient con-
gestion. Becausethe gateway hasa unified view of the
varioussourcescontributing to this congestion,thegate-
way is alsotheappropriateagentto decidewhichsources
to notify of thiscongestion.

In anetworkwith connectionswith arangeof roundtrip
times, throughputrequirements,and delay sensitivities,
thegatewayis themostappropriateagentto determinethe
sizeanddurationof short-livedburstsin queuesizeto be
accommodatedby thegateway. Thegateway cando this
by controllingthetimeconstantsusedby thelow-passfil-
ter for computingtheaveragequeuesize.Thegoalof the
gatewayis to detectincipientcongestionthathaspersisted
for a “long time” (severalroundtriptimes).

Thesecondjob of a congestionavoidancegateway is
to decidewhich connectionsto notify of congestionat
the gateway. If congestionis detectedbeforethe gate-
way buffer is full, it is not necessaryfor the gateway to
droppacketsto notify sourcesof congestion.In this pa-
per, we saythat thegateway marksa packet, andnotifies
thesourceto reducethewindow for thatconnection.This
markingandnotificationcanconsistof droppingapacket,
settinga bit in a packetheader, or someothermethodun-
derstoodby the transportprotocol. Thecurrentfeedback
mechanismin TCP/IPnetworksis for thegatewayto drop
packets,andthesimulationsof RED gatewaysin this pa-
perusethisapproach.

Onegoalis to avoid a biasagainstburstytraffic. Net-
workscontainconnectionswith a rangeof burstiness,and

4

dsidhu
gateways

dsidhu
RED

dsidhu
gateways

dsidhu
first

dsidhu
difference

dsidhu
average

dsidhu
queue

dsidhu
size.

dsidhu
method

dsidhu
computing

dsidhu
the

dsidhu
of

dsidhu
second

dsidhu
difference

dsidhu
DECbit

dsidhu
gateways

dsidhu
RED

dsidhu
gateways

dsidhu
method

dsidhu
choosing

dsidhu
connections

dsidhu
notify

dsidhu
congestion.

dsidhu
of

dsidhu
to

dsidhu
first

dsidhu
job

dsidhu
congestion

dsidhu
avoidance

dsidhu
mechanism

dsidhu
detect

dsidhu
incipient

dsidhu
congestion.

dsidhu
congestion

dsidhu
avoidance

dsidhu
low

dsidhu
delay

dsidhu
high

dsidhu
throughput.

dsidhu
maintains

dsidhu
network

dsidhu
average

dsidhu
queue

dsidhu
size

dsidhu
kept

dsidhu
low,

dsidhu
second

dsidhu
job

dsidhu
congestion

dsidhu
avoidance

dsidhu
gateway

dsidhu
decide

dsidhu
notify

dsidhu
which

dsidhu
connections

dsidhu
congestion

dsidhu
gateway.

dsidhu
marks

dsidhu
notifies

dsidhu
source

dsidhu
reduce

dsidhu
to

dsidhu
window

dsidhu
connection.

dsidhu
that

dsidhu
marking

dsidhu
notification

dsidhu
and

dsidhu
consist

dsidhu
can

dsidhu
dropping

dsidhu
packet,

dsidhu
setting

dsidhu
bit

dsidhu
packet

dsidhu
header,



gatewayssuchasDrop Tail andRandomDrop gateways
have a biasagainstbursty traffic. With Drop Tail gate-
ways, the morebursty the traffic from a particularcon-
nection,themorelikely it is that thegateway queuewill
overflow whenpacketsfrom thatconnectionarrive at the
gateway[7].

Anothergoalin decidingwhich connectionsto notify
of congestionis to avoid the global synchronizationthat
resultsfrom notifying all connectionsto reducetheirwin-
dows at thesametime. Globalsynchronizationhasbeen
studiedin networkswith DropTail gateways[37], andre-
sultsin lossof throughputin the network. Synchroniza-
tion asa generalnetwork phenomenahasbeenexplored
in [8].

In ordertoavoidproblemssuchasbiasesagainstbursty
traffic andglobal synchronization,congestionavoidance
gatewayscan usedistinct algorithmsfor congestionde-
tectionand for decidingwhich connectionsto notify of
thiscongestion.TheREDgatewayusesrandomizationin
choosingwhicharrivingpacketstomark;with thismethod,
theprobabilityof markingapacket from aparticularcon-
nectionis roughlyproportionalto thatconnection’sshare
of thebandwidththroughthe gateway. This methodcan
beefficiently implementedwithoutmaintainingper-connection
stateat thegateway.

Onegoal for a congestionavoidancegateway is the
ability to control the averagequeuesizeeven in the ab-
senceof cooperatingsources. This can be doneif the
gateway dropsarriving packetswhen the averagequeue
sizeexceedssomemaximumthreshold(ratherthan set-
ting a bit in the packet header). This methodcould be
usedto control theaveragequeuesizeeven if mostcon-
nectionslast lessthan a roundtrip time (as could occur
with modified transportprotocolsin increasinglyhigh-
speednetworks), and even if connectionsfail to reduce
their throughputin responseto markedor droppedpack-
ets.

4 The RED algorithm

This sectiondescribesthe algorithmfor RED gateways.
TheRED gateway calculatesthe averagequeuesize,us-
ing a low-passfilter with an exponentialweightedmov-
ing average.Theaveragequeuesizeis comparedto two
thresholds,a minimumthresholdanda maximumthresh-
old. Whenthe averagequeuesize is lessthan the min-
imum threshold,no packets aremarked. When the av-
eragequeuesizeis greaterthanthemaximumthreshold,
everyarriving packet is marked. If markedpacketsarein
fact dropped,or if all sourcenodesarecooperative, this
ensuresthattheaveragequeuesizedoesnot significantly
exceedthemaximumthreshold.

When the averagequeuesize is betweenthe mini-

mum and the maximumthreshold,eacharriving packet
is markedwith probability ��� , where��� is a functionof
the averagequeuesize ���	� . Eachtime that a packet is
marked, the probability that a packet is marked from a
particularconnectionis roughlyproportionalto thatcon-
nection’sshareof thebandwidthat thegateway. Thegen-
eralREDgatewayalgorithmis givenin Figure1.

for each packet arrival
calculate the average queue size ���
�
if ��������������	�������������

calculate probability ���
with probability ��� :

mark the arriving packet
else if ��������������	�

mark the arriving packet

Figure1: Generalalgorithmfor REDgateways.

Thusthe RED gateway hastwo separatealgorithms.
Thealgorithmfor computingtheaveragequeuesizedeter-
minesthedegreeof burstinessthatwill beallowedin the
gatewayqueue.Thealgorithmfor calculatingthepacket-
markingprobabilitydetermineshow frequentlythegate-
way markspackets,giventhecurrentlevel of congestion.
Thegoalis for thegatewaytomarkpacketsatfairly evenly-
spacedintervals, in order to avoid biasesand to avoid
global synchronization,andto mark packetssufficiently
frequentlyto controltheaveragequeuesize.

Thedetailedalgorithmfor theRED gateway is given
in Figure2. Section11 discussesefficient implementa-
tionsof thesealgorithms.

Thegateway’s calculationsof theaveragequeuesize
take into accounttheperiodwhenthequeueis empty(the
idle period)by estimatingthenumber� of smallpackets
that could have beentransmittedby the gateway during
the idle period. After the idle period the gateway com-
putesthe averagequeuesizeasif � packetshadarrived
to anemptyqueueduringthatperiod.

As ���
� variesfrom ��� � ��� to ���� ��� , thepacket-marking
probability ��! varieslinearly from 0 to ����#" :� !%$ ���� "#& ���	�(')��� �����	*,+ & ��������-')��� ������*/.
Thefinal packet-markingprobability ��� increasesslowly
asthecountincreasessincethelastmarkedpacket:� � $ ��! + &10 ')24365���798 ��! *
As discussedin Section7, this ensuresthat the gateway
doesnotwait too longbeforemarkingapacket.

Thegatewaymarkseachpacketthatarrivesatthegate-
waywhentheaveragequeuesize ���	� exceeds���	����� .

One option for the RED gateway is to measurethe
queuein bytesratherthan in packets. With this option,
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Initialization:���
� $;:2<365���7 $ ' 0
for each packet arrival

calculate new avg. queue size ���
� :
if the queue is nonempty�	�	� $ &10 '>=@?A*B���	�DCE=@?GF
else� $;H & 7I� ��J@'KF 7I� �JL*�	�	� $ &10 '>=@?A*BMN���
�

if ��� �����O�P���
�Q����������
increment 24365���7
calculate probability � � :��! $ ����R" & ���	�(')��� � ��� *,+ & ���� ��� ')��� � ��� *� � $ ��! + &10 ')2<365���798 ��! *
with probability � � :

mark the arriving packet2<365���7 $S:
else if ��������������	�

mark the arriving packet2<365���7 $;:
else 2<365���7 $ ' 0

when queue becomes emptyF 7I� �J $ 7I� �J
SavedVariables:���
� : average queue sizeF 7I� �J : start of the queue idle time2<365���7 : packets since last marked pkt.

Fixed parameters:= ? : queue weight��� � ��� : minimum threshold for queue���� ��� : maximum threshold for queue����#" : maximum value for ��!
Other:��� : current pkt-marking probabilityF : current queue size7I� �J : current timeH & 71* : a linear function of the time 7

Figure2: Detailedalgorithmfor REDgateways.

theaveragequeuesizeaccuratelyreflectstheaveragede-
lay at the gateway. Whenthis option is used,the algo-
rithm wouldbemodifiedtoensurethattheprobabilitythat
a packet is marked is proportionalto the packet size in
bytes:��! $ �����R" & ���	�T'>�� � ��� *U+ & ���� ��� '>�� � ��� *� !V$ � !XWGY
Z\[	]<^/_a`cbd] +Le YgfR`ch(i#h�WGY
Z\[
]4^\_a`jb4]

��� $ � ! + &B0 'K2<365���7k8 � ! *
In thiscasealargeFTPpacketis morelikely to bemarked
thanis a smallTELNET packet.

Sections6 and7 discussin detailthesettingof thevar-
ious parametersfor RED gateways. Section6 discusses
thecalculationof theaveragequeuesize.Thequeueweight= ? is determinedby the size and durationof bursts in
queuesize that are allowed at the gateway. The mini-
mumandmaximumthresholds�� ����� and ���	����� arede-
terminedby thedesiredaveragequeuesize. Theaverage
queuesizewhichmakesthedesiredtradeoffs (suchasthe
tradeoff betweenmaximizingthroughputandminimizing
delay)dependson network characteristics,andis left as
a questionfor further research.Section7 discussesthe
calculationof thepacket-markingprobability.

In this paperour primary interestis in the functional
operationof theRED gateways.Specificquestionsabout
the mostefficient implementationof the RED algorithm
arediscussedin Section11.

5 A simplesimulation

Thissectiondescribesoursimulatorandpresentsasimple
simulationwith REDgateways.Oursimulatorisaversion
of theREAL simulator[19] built onColumbia’sNestsim-
ulationpackage[1], with extensivemodificationsandbug
fixes madeby Steven McCanneat LBL. In the simula-
tor, FTPsourcesalwayshaveapacket to sendandalways
senda maximal-sized(1000-byte)packet assoonasthe
congestioncontrolwindow allows themto do so. A sink
immediatelysendsanACK packetwhenit receivesadata
packet. ThegatewaysuseFIFOqueueing.

Sourceandsink nodesimplementa congestioncon-
trol algorithmequivalentto that in 4.3-TahoeBSD TCP.3

Briefly, therearetwo phasesto thewindow-adjustmental-
gorithm. A thresholdis setinitially to half the receiver’s
advertisedwindow. In the slow-startphase,the current
window is doubledeachroundtriptime until thewindow
reachesthethreshold.Thenthecongestion-avoidancephase
is entered,andthecurrentwindow is increasedby roughly
onepacket eachroundtriptime. Thewindow is never al-
lowed to increaseto morethanthe receiver’s advertised
window, whichthispaperrefersto asthe“maximumwin-
dow size”. In 4.3-TahoeBSDTCP, packetloss(adropped
packet) is treatedas a “congestionexperienced”signal.
Thesourcereactsto apacket lossby settingthethreshold
to half thecurrentwindow, decreasingthecurrentwindow
to onepacket,andenteringtheslow-startphase.

3Oursimulatordoesnotusethe4.3-TahoeTCPcodedirectlybut we
believe it is functionallyidentical.

6
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Figure3: A simulationwith four FTPconnectionswith staggeredstarttimes.
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Figure3 shows a simplesimulationwith RED gate-
ways. The network is shown in Figure 4. The simula-
tioncontainsfourFTPconnections,eachwith amaximum
window roughly equal to the delay-bandwidthproduct,
which rangesfrom 33 to 112packets.TheRED gateway
parametersare set as follows: =@?�t : . :	:	u , ��� �����vtw

packets, ��������xt 0 w packets, and ����� " t 0 + w : .
Thebuffer sizeis sufficiently largethatpacketsarenever
droppedatthegatewaydueto bufferoverflow; in thissim-
ulationtheREDgatewaycontrolstheaveragequeuesize,
andtheactualqueuesizeneverexceedsforty packets.

3
y

1

2
z 4

{

SINK
|

GATEWAY
}1

5
~
6
�

4
{

45Mbps
�
100Mbps
�

2ms
�

FTP SOURCES

1ms
� 4ms

� 8ms
�

5ms
�

Figure4: Simulationnetwork.

For thechartsin Figure3, thex-axisshowsthetimein
seconds.Thebottomchartshows thepacketsfrom nodes
1-4. Eachof the four main rows shows thepacketsfrom
oneof thefour connections;thebottomrow showsnode1
packets,andthetoprow showsnode4 packets.Thereis a
markfor eachdatapacketasit arrivesat thegateway and
asit departsfrom thegateway; at this time scale,thetwo
marksareoftenindistinguishable.They-axisis afunction
of thepacketsequencenumber;for packetnumber� from
node � , they-axisshows � h��R�(�	: C & ��' 0 * 0 :
: . Thus,
eachvertical‘line’ represents90consecutively-numbered
packetsfromoneconnectionarrivingatthegateway. Each
‘X’ showsapacketdroppedby thegateway, andeach‘X’
is followedby a mark showing the retransmittedpacket.
Node1 startssendingpacketsat time 0, node2 startsaf-
ter0.2seconds,node3 startsafter0.4seconds,andnode4
startsafter0.6seconds.

Thetopchartof Figure3 showstheinstantaneousqueue
size F andthecalculatedaveragequeuesize �	�	� . Thedot-
tedlinesshow ��� ����� and ���	����� , theminimumandmax-
imumthresholdsfor theaveragequeuesize.Notethatthe
calculatedaveragequeuesize ���
� changesfairly slowly
comparedto F . The bottom row of X’s on the bottom
chartshowsagainthetimeof eachdroppedpacket.

This simulationshows the successof the RED gate-
way in controllingtheaveragequeuesizeat thegateway

in responseto a dynamicallychangingload. As thenum-
berof connectionsincreases,thefrequency with whichthe
gateway dropspacketsalsoincreases.Thereis no global
synchronization.The higherthroughputfor the connec-
tions with shorterroundtrip times is due to the bias of
TCP’swindow increasealgorithmin favor of connections
with shorterroundtriptimes(asdiscussedin [6, 7]). For
the simulationin Figure3 the averagelink utilization is
76%. For the following secondof the simulation,when
all four sourcesareactive, the averagelink utilization is
82%.(This is notshown in Figure3.)

(‘triangle’ for RED, ‘square’ for Drop Tail)�Throughput (%)�
A
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Figure5: ComparingDropTail andREDgateways.
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Figure6: Simulationnetwork.

BecauseREDgatewayscancontroltheaveragequeue
sizewhileaccommodatingtransientcongestion,REDgate-
waysarewell-suitedto provide high throughputandlow
average delayin high-speednetworkswith TCPconnec-
tionsthathave largewindows. TheRED gatewaycanac-
commodatetheshortburstin thequeuerequiredby TCP’s
slow-start phase;thus RED gateways control the aver-
age queuesize while still allowing TCP connectionsto
smoothlyopentheir windows. Figure5 shows theresults
of simulationsof the network in Figure6 with two TCP
connections,eachwith a maximumwindow of 240pack-
ets, roughly equalto the delay-bandwidthproduct. The
two connectionsarestartedatslightlydifferenttimes.The
simulationscomparetheperformanceof DropTail andof
REDgateways.

In Figure5 thex-axisshows thetotal throughputasa
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fractionof themaximumpossiblethroughputon thecon-
gestedlink. The y-axisshows the averagequeuesizein
packets(asseenby arriving packets).Five 5-secondsim-
ulationswere run for eachof 11 setsof parametersfor
DropTail gateways,andfor 11setsof parametersfor RED
gateways;eachmarkin Figure5 shows theresultsof one
of thesefive-secondsimulations. The simulationswith
Drop Tail gatewayswererun with thebuffer sizeranging
from 15 to 140 packets; as the buffer size is increased,
thethroughputandtheaveragequeuesizeincreasecorre-
spondingly. In orderto avoid phaseeffectsin the simu-
lationswith Drop Tail gateways,thesourcenodetakesa
randomtimedrawn from theuniformdistributionon[0, t]
secondsto prepareanFTPpacketfor transmission,where7 is thebottleneckservicetimeof 0.17ms.[7].

Thesimulationswith REDgatewayswereall runwith
a buffer size of 100 packets, with ��� ����� rangingfrom
3 to 50 packets. For the RED gateways, �������� is set
to �G��� ����� , with =@?�t : . :
:	u and ���	� " t 0 + w : . The
dashedlinesshow theaveragedelay(asafunctionof through-
put) approximatedby 0 .��L�a+ &10 '���* for the simulations
with RED gateways,andapproximatedby : . 0 + &B0 '���*B�
for the simulationswith Drop Tail gateways. For this
simple network with TCP connectionswith large win-
dows, the network power (the ratio of throughputto de-
lay) is higher with RED gateways than with Drop Tail
gateways. Thereareseveral reasonsfor this difference.
With Drop Tail gatewayswith a small maximumqueue,
the queuedropspacketswhile the TCP connectionis in
theslow-startphaseof rapidly increasingits window, re-
ducing throughput. On the other hand,with Drop Tail
gatewayswith a largemaximumqueuetheaveragedelay
is unacceptablylarge.In addition,DropTail gatewaysare
morelikely to droppacketsfrom bothconnectionsat the
sametime, resultingin globalsynchronizationanda fur-
therlossof throughput.

Laterin thepaper, we discusssimulationresultsfrom
networkswith a morediverserangeof connections.The
RED gateway is not specificallydesignedfor a network
dominatedby bulk datatransfer;this is simply an easy
way to simulateincreasingly-heavy congestionat a gate-
way.

6 Calculating theaveragequeuelength

The RED gateway usesa low-passfilter to calculatethe
averagequeuesize. Thus,theshort-termincreasesin the
queuesizethatresultfrom burstytraffic or from transient
congestiondo not result in a significantincreasein the
averagequeuesize.

Thelow-passfilter is anexponentialweightedmoving
average(EWMA):���
� $ &10 ')= ? *B���	�DCE= ? Fa. (1)

The weight =@? determinesthe time constantof the
low-passfilter. Thefollowing sectionsdiscussupperand
lower boundsfor setting =@? . Thecalculationof theaver-
agequeuesizecanbeimplementedparticularlyefficiently
when=@? is a(negative)powerof two,asshown in Section
11.

6.1 An upper bound for ���
If = ? is too large, thenthe averagingprocedurewill not
filter out transientcongestionat thegateway.

Assumethatthequeueis initially empty, with anaver-
agequeuesizeof zero,andthenthequeueincreasesfrom
0 to � packetsover � packetarrivals.After the � th packet
arrivesat thegateway, theaveragequeuesize ���
�
� is

���
� � t �  ¡ ¢k£ ��= ? &B0 ')= ? * ��¤ ¡
t = ? &10 '>= ? * � �  ¡ ¢k£ � & 00 '>=@? * ¡
t �¥C 0 C &10 '>= ? * �#¦ £ ' 0=@? . (2)

Thisderivationusesthefollowing identity [9, p. 65]:�  ¡ ¢k£ � � ¡ t �OC & §X¨ ')�)' 0 *a� �#¦ £&10 '>��*1© .
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Figure7: �	�	�
� asa functionof =@? and � .

Figure 7 shows the averagequeuesize ���	� � for a
rangeof valuesfor = ? and � . The � -axisshows = ? from
0.001to 0.005,andthe ª -axis shows � from 10 to 100.
For example,for = ? t : . :
: 0 , afteraqueueincreasefrom
0 to 100 packets, the averagequeuesize ���	� £I«U« is 4.88
packets.

Givenaminimumthreshold�� ����� , andgiventhatwe
wish to allow burstsof � packetsarriving at thegateway,
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then=@? shouldbechosento satisfythefollowingequation
for �	�	�
������������ :�¥C 0 C &B0 ')=¬?d* �#¦ £ ' 0= ? ����� �����#. (3)

Given ��� �����Qt w
, and �t w : , for example,it is neces-

saryto choose=@?N� : . :
:g®au .

6.2 A lower bound for ���
REDgatewaysaredesignedtokeepthecalculatedaverage
queuesize ���
� below a certainthreshold.However, this
serveslittle purposeif thecalculatedaverage���	� is not a
reasonablereflectionof thecurrentaveragequeuesize.If=@? is settoolow, then �	�	� respondstooslowly to changes
in theactualqueuesize.In thiscase,thegatewayis unable
to detecttheinitial stagesof congestion.

Assumethat the queuechangesfrom empty to one
packet, andthat,aspacketsarrive anddepartat thesame
rate,thequeueremainsatonepacket. Furtherassumethat
initially the averagequeuesizewaszero. In this caseit
takes ' 0 +6¯j° &B0 ')= ? * packetarrivals(with thequeuesize
remainingatone)until theaveragequeuesize ���	� reachs: . ±
�)t 0 ' 0 +gJ [35]. For = ? t : . :
: 0 , this takes1000
packet arrivals;for = ? t : . :
:�u , this takes500packet ar-
rivals; for =@?�t : . :	: � , this takes333packet arrivals. In
mostof our simulationsweuse=@?@t : . :
:	u .

6.3 Setting ²´³,µ·¶¹¸ and ²�º�»G¶¹¸
Theoptimalvaluesfor ��� � ��� and ���� ��� dependon the
desiredaveragequeuesize. If the typical traffic is fairly
bursty, then ��� ����� mustbe correspondinglylarge to al-
low thelink utilization to bemaintainedat anacceptably
high level. For the typical traffic in our simulations,for
connectionswith reasonablylargedelay-bandwidthprod-
ucts,a minimumthresholdof onepacket would resultin
unacceptablylow link utilization. The discussionof the
optimalaveragequeuesizefor a particulartraffic mix is
left asa questionfor futureresearch.

The optimal valuefor ���	� ��� dependsin part on the
maximumaveragedelaythatcanbeallowedby thegate-
way.

The RED gateway functionsmost effectively when���	� ��� '¼��� � ��� is larger thanthe typical increasein the
calculatedaveragequeuesize in one roundtrip time. A
usefulrule-of-thumbis toset���	����� toatleasttwice �� ����� .

7 Calculating thepacket-marking prob-
ability

Theinitial packet-markingprobability � ! is calculatedas
a linearfunctionof theaveragequeuesize.In thissection

wecomparetwo methodsfor calculatingthefinal packet-
markingprobability, and demonstratethe advantagesof
the secondmethod. In the first method,whenthe aver-
agequeuesizeis constantthenumberof arriving packets
betweenmarkedpacketsis a geometricrandomvariable;
in thesecondmethodthenumberof arriving packetsbe-
tweenmarkedpacketsis a uniformrandomvariable.

Theinitial packet-markingprobabilityis computedas
follows:� !%$ ���� "#& ���	�(')��� �����	*,+ & ��������-')��� ������*/.
The parameter����� " gives the maximumvalue for the
packet-markingprobability��! , achievedwhentheaverage
queuesizereachesthemaximumthreshold.

Method 1: Geometricrandom variables. In Method
1, let eachpacket bemarkedwith probability ��! . Let the
intermarkingtime ½ bethenumberof packetsthatarrive,
after a marked packet, until the next packet is marked.
Becauseeachpacket is markedwith probability � ! ,¾D¿ 3gÀLÁ ½Ât´��Ã�t &10 ' � ! *1Ä ¤ £ � ! .
Thuswith Method1, ½ is a geometricrandomvariable
with parameter� ! , and Å�Á ½ÆÃ�t 0 + � ! .

With aconstantaveragequeuesize,thegoalis tomark
packetsat fairly regularintervals.It is undesirableto have
too many marked packets close together, and it is also
undesirableto have too long an interval betweenmarked
packets.Bothof theseeventscanresultin globalsynchro-
nization,with severalconnectionsreducingtheirwindows
at thesametime,andbothof theseeventscanoccurwhen½ is ageometricrandomvariable. Ç

Method 2: Uniform random variables. A morede-
sirablealternative is for ½ to bea uniform randomvari-
able from È 1, 2, ..., 0 + ��!/É (assumingfor simplicity that0 + � ! is aninteger). This is achievedif themarkingprob-
ability for eacharriving packet is � ! + &B0 'Ê2<365���7@8 � ! * ,
where2<365���7 is thenumberof unmarkedpacketsthathave
arrivedsincethelastmarkedpacket. Call this Method2.
In thiscase,¾D¿ 3gÀgÁ ½ÂtP��ÃËt � !0 ' & �' 0 * � ! Ä ¤ ©Ì¡ ¢X« Í 0 ' � !0 '>� � !
Ît � !(Ï¹�
Ð 0 ���>� 0 + � !/Ñ
and ¾D¿ 3gÀLÁ ½Òt���Ã�t :¥Ï¹�	Ð �¥Ó 0 + � ! .
For Method2, Å�Á ½�Ã�t 0 + & u � ! *XC 0 + u . Ç

Figure8showsanexperimentcomparingthetwo meth-
ods for marking packets. The top line shows Method
1, whereeachpacket is marked with probability � , for� t : . :�u . Thebottomline shows Method2, whereeach
packetis markedwith probability� + &10 CD� � * , for � t : . : 0 ,
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(top row for Method 1, bottom row for Method 2)
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Figure8: Randomly-markedpackets,comparingtwo packet-markingmethods.

andfor � the numberof unmarkedpacketssincethe last
markedpacket. Bothmethodsmarkedroughly100outof
the 5000arriving packets. The � -axis shows the packet
number. For eachmethod,thereis a dot for eachmarked
packet. As expected,the markedpacketsaremoreclus-
teredwith Method1 thanwith Method2.

For thesimulationsin thispaper, weset���� " to 1/50.
Whenthe averagequeuesizeis halfway between��� �����
and �������� , the gateway drops,on the average,roughly
one out of 50 (or one out of 0 +6���	� " ) of the arriving
packets. RED gatewaysperformbestwhen the packet-
markingprobabilitychangesfairly slowly astheaverage
queuesizechanges;thishelpstodiscourageoscillationsin
theaveragequeuesizeandin thepacket-markingproba-
bility. Thereshouldneverbeareasonto set �����R" greater
than0.1, for example.When ����#"�t : . 0 , thentheRED
gatewaymarkscloseto 1/5thof thearriving packetswhen
theaveragequeuesizeis closeto themaximumthreshold
(usingMethod2 to calculatethe packet-markingproba-
bility). If congestionis sufficiently heavy thattheaverage
queuesizecannotbecontrolledby markingcloseto 1/5th
of thearriving packets,thenafter theaveragequeuesize
exceedsthe maximumthreshold,the gateway will mark
everyarriving packet.

8 Evaluation of RED gateways

In addition to the designgoalsdiscussedin Section3,
several generalgoalshave beenoutlined for congestion
avoidanceschemes[14, 16]. In this sectionwe describe
how ourgoalshavebeenmetby REDgateways.× Congestionavoidance. If theRED gateway in fact
drops packetsarriving at the gateway when the average
queuesizereachesthemaximumthreshold,thentheRED
gatewayguaranteesthatthecalculatedaveragequeuesize
doesnotexceedthemaximumthreshold.If theweight =@?
for theEWMA procedurehasbeensetappropriately[see
Section6.2], thenthe RED gateway in fact controlsthe
actualaveragequeuesize. If theRED gateway setsa bit
in packetheaderswhentheaveragequeuesizeexceedsthe
maximumthreshold,ratherthan droppingpackets, then

theRED gatewayrelieson thecooperationof thesources
to controltheaveragequeuesize.× Appropriate time scales.After notifying aconnec-
tion of congestionby markinga packet, it takesat least
a roundtriptime for thegateway to seea reductionin the
arrival rate.In REDgatewaysthetimescalefor thedetec-
tionof congestionroughlymatchesthetimescalerequired
for connectionsto respondto congestion.RED gateways
don’t notify connectionsto reducetheir windows asa re-
sultof transientcongestionat thegateway.× No global synchronization. TherateatwhichRED
gatewaysmark packetsdependson the level of conges-
tion. During low congestion,thegatewayhasa low prob-
ability of marking eacharriving packet, and as conges-
tion increases,theprobabilityof markingeachpacket in-
creases.RED gatewaysavoid global synchronizationby
markingpacketsataslow arateaspossible.× Simplicity. The RED gateway algorithmcould be
implementedwith moderateoverheadin currentnetworks,
asdiscussedfurtherin Section11.× Maximizing global power4. TheREDgatewayex-
plicitly controlsthe averagequeuesize. Figure5 shows
thatfor simulationswith highlink utilization,globalpower
is higherwith RED gatewaysthanwith Drop Tail gate-
ways. Futureresearchis neededto determinethe opti-
mumaveragequeuesizefor differentnetwork andtraffic
conditions.× Fairness.Onegoalfor acongestionavoidancemech-
anismis fairness.Thisgoalof fairnessis notwell-defined,
sowe simply describetheperformanceof theRED gate-
way in this regard. The RED gateway doesnot discrim-
inateagainstparticularconnectionsor classesof connec-
tions. (This is in contrastto Drop Tail or RandomDrop
gateways,asdescribedin [7]). For theRED gateway, the
fractionof markedpacketsfor eachconnectionis roughly
proportionalto thatconnection’s shareof thebandwidth.
However, RED gateways do not attemptto ensurethat
eachconnectionreceives the samefraction of the total
throughput,anddonotexplicitly controlmisbehavingusers.
RED gatewaysprovide a mechanismto identify the level

4Power is definedastheratioof throughputto delay.
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of congestion,andRED gatewayscould alsobe usedto
identify connectionsusinga largeshareof thetotalband-
width. If desired,additionalmechanismscouldbeadded
to RED gatewaysto control the throughputof suchcon-
nectionsduringperiodsof congestion.× Appropriate for a wide range of envir onments.
The randomizedmechanismfor marking packets is ap-
propriatefor networks with connectionswith a rangeof
roundtriptimesandthroughput,andfor a large rangein
the numberof active connectionsat onetime. Changes
in the load aredetectedthroughchangesin the average
queuesize,andtherateatwhichpacketsaremarkedis ad-
justedcorrespondingly. TheREDgateway’sperformance
is discussedfurtherin thefollowing section.

Evenin a network whereRED gatewayssignalscon-
gestionby droppingmarkedpackets,therearemany oc-
casionsin a TCP/IPnetwork whenadroppedpacketdoes
not result in any decreasein load at the gateway. If the
gateway dropsa datapacket for a TCP connection,this
packet drop will be detectedby the source,possiblyaf-
teraretransmissiontimerexpires.If thegatewaydropsan
ACK packetfor aTCPconnection,orapacketfromanon-
TCPconnection,this packet dropcouldgo unnoticedby
thesource.However, even for a congestednetwork with
a traffic mix dominatedby shortTCP connectionsor by
non-TCPconnections,theREDgatewaystill controlsthe
averagequeuesizeby droppingall arriving packetswhen
theaveragequeuesizeexceedsa maximumthreshold.

8.1 Parameter sensitivity

This sectiondiscussesthe parametersensitivity of RED
gateways. Unlike Drop Tail gateways, where the only
freeparameteris thebuffer size,RED gatewayshave ad-
ditionalparametersthatdeterminetheupperboundonthe
averagequeuesize,the time interval over which the av-
eragequeuesizeis computed,andthemaximumratefor
markingpackets. The congestionavoidancemechanism
shouldhave low parametersensitivity, and the parame-
tersshouldbeapplicableto networkswith widely varying
bandwidths.

TheREDgatewayparameters=¬? , �������� , and ���������
arenecessarysothatthenetwork designercanmakecon-
sciousdecisionsaboutthedesiredaveragequeuesize,and
aboutthesizeanddurationin queueburststo beallowed
at thegateway. Theparameter����� " canbechosenfrom
a fairly wide range,becauseit is only anupperboundon
the actualmarkingprobability ��! . If congestionis suffi-
ciently heavy thatthegatewaycannotcontroltheaverage
queuesize by marking at most a fraction ����#" of the
packets,thentheaveragequeuesizewill exceedthemax-
imum threshold,andthegateway will markevery packet
until congestionis controlled.

Wegiveafew rulesthatgiveadequateperformanceof

theREDgatewayundera widerangeof traffic conditions
andgatewayparameters.

1: Ensureadequatecalculationof theaveragequeue
size:set =@?DØ : . :
: 0 . Theaveragequeuesizeat thegate-
wayis limitedby �������� , aslongasthecalculatedaverage
queuesize �	�	� is a fairly accuratereflectionof theactual
averagequeuesize. Theweight =@? shouldnot besettoo
low, so that thecalculatedaveragequeuelengthdoesnot
delaytoo long in reflectingincreasesin theactualqueue
length [SeeSection6]. Equation3 describesthe upper
boundon = ? requiredto allow thequeueto accommodate
burstsof � packetswithoutmarkingpackets.

2: Set ��� � ��� sufficiently high to maximizenetwork
power. The thresholds�� ����� and ��������� shouldbe set
sufficientlyhightomaximizenetworkpower. Aswestated
earlier, moreresearchis neededon determiningtheopti-
mal averagequeuesize for variousnetwork conditions.
Becausenetwork traffic is often bursty, the actualqueue
sizecanalsobequitebursty; if theaveragequeuesizeis
kepttoo low, thentheoutputlink will beunderutilized.

3: Make ���	�����-')��� ����� sufficiently largeto avoid
global synchronization. Make ����� ��� '�� � ��� larger
thanthetypical increasein theaveragequeuesizeduring
a roundtriptime, to avoid theglobalsynchronizationthat
resultswhenthegatewaymarksmany packetsatonetime.
Oneruleof thumbwouldbeto set ���	� ��� to at leasttwice�� ����� . If ��������Ù'T�� ����� is toosmall,thenthecomputed
averagequeuesizecanregularly oscillateup to ���	����� ;
thisbehavior is similar to theoscillationsof thequeueup
to themaximumqueuesizewith DropTail gateways.
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Figure9: A RED gateway simulationwith heavy congestion,two-way traffic, andmany shortFTP andTELNET
connections.
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Figure10: A network with many shortconnections.

To investigatetheperformanceof RED gatewaysin a
rangeof traffic conditions,thissectiondiscussesasimula-
tion with two-waytraffic, wherethereis heavy congestion
resultingfrom many FTPandTELNETconnections,each
with a smallwindow andlimited datato send.TheRED
gatewayparametersarethesameasin thesimplesimula-
tion in Figure3, but thenetwork traffic is quitedifferent.

Figure9 showsthesimulation,whichusesthenetwork
in Figure10. Roughlyhalf of the41connectionsgo from
one of the left-handnodes1-4 to one of the right-hand
nodes5-8; theotherconnectionsgo in theoppositedirec-
tion. The roundtrip timesfor the connectionsvary by a
factorof 4 to 1. Most of the connectionsareFTP con-
nections,but therearea few TELNET connections.(One
of the reasonsto keepthe averagequeuesizesmall is to
ensurelow averagedelayfor theTELNET connections.)
Unlike theprevioussimulations,in this simulationall of
the connectionshave a maximumwindow of either8 or
16 packets.Thetotal numberof packetsfor a connection
rangesfrom 20 to 400packets.Thestartingtimesandthe
total numberof packetsfor eachconnectionwerechosen
ratherarbitrarily; we arenot claimingto representrealis-
tic traffic models. The intentionis simply to show RED
gatewaysin a rangeof environments.

Becauseof the effectsof ack-compressionwith two-
way traffic, thepacketsarriving at thegateway from each
connectionaresomewhat bursty. Whenack-packetsare
‘compressed’in a queue,the ack packets arrive at the
sourcenodein a burst. In response,the sourcesendsa
burstof datapackets[38].

The top chart in Figure9 shows the queuefor gate-
wayA, andthenext chartshowsthequeuefor gatewayB.
For eachchart,each‘X’ indicatesapacketdroppedatthat
gateway. The bottom chart shows the packets for each
connectionarriving anddepartingfrom gateway A (and
headingtowardsgatewayB). For eachconnection,thereis
a markfor eachpacket arriving anddepartingfrom gate-
way A, thoughat this time scalethetwo marksareindis-
tinguishable.Unlikethechartin Figures3, in Figure9 the

packetsfor the differentconnectionsaredisplayedover-
lapped,ratherthan displayedon separaterows. The x-
axisshows time,andthey-axisshows thepacketnumber
for thatconnection,whereeachconnectionstartsatpacket
number0. Forexample,theleftmost‘strand’showsacon-
nectionthat startsat time 0, andthat sends220 packets
in all. Each‘X’ shows a packet droppedby oneof the
two gateways. The queueis measuredin packetsrather
in bytes;shortpacketsarejust aslikely to bedroppedas
arelongerpackets. The bottomline of the bottomchart
showsagainan‘X’ for eachpacketdroppedby oneof the
two gateways.

BecauseFigure 9 shows many overlappingconnec-
tions, it is not possibleto tracethe behavior of eachof
theconnections.As Figure9 shows, theRED gateway is
effectivein controllingtheaveragequeuesize.Whencon-
gestionis low at oneof thegateways,theaveragequeue
size and the rateof marking packets is also low at that
gateway. As congestionincreasesat thegateway, theav-
eragequeuesizeandtherateof markingpacketsbothin-
crease.Becausethissimulationconsistsof heavy conges-
tion causedby many connections,eachwith asmallmax-
imum window, the RED gatewayshave to drop a fairly
large numberof packets in order to control congestion.
Theaveragelink utilizationover theone-secondperiodis
61%for thecongestedlink in onedirection,and59%for
theotherdirection.As thefigureshows,thereareperiods
at the beginning andthe endof the simulationwhenthe
arrival rateat thegatewaysis low.

Note that the traffic in Figures3 and9 in quite var-
ied, andin eachcasetheRED gateway adjustsits rateof
markingpacketsto maintainanacceptableaveragequeue
size. For the simulationsin Figure 9 with many short
connections,thereareoccasionalperiodsof heavy con-
gestion,and a higher rate of packet drops is neededto
control congestion. In contrast,with the simulationsin
Figure3 with a small numberof connectionswith large
maximumwindows,thecongestioncanbecontrolledwith
a small numberof droppedpackets. For the simulations
in Figure9, the burstinessof the queueis dominatedby
short-termburstinessaspacket burstsarrive at the gate-
way from individual connections.For thesimulationsin
Figure3, theburstinessof thequeueis dominatedby the
window increase/decreasecycles of the individual con-
nections.Note that theRED gateway parametersareun-
changedin thesetwo simulations.

Theperformanceof aslightlydifferentversionof RED
gatewayswith connectionswith differentroundtriptimes
andwith connectionswith multiple congestedgateways
hasbeenanalyzedandexploredelsewhere[5].
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9 Bursty traffic

ThissectionshowsthatunlikeDropTail or RandomDrop
gateways,REDgatewaysdonothaveabiasagainstbursty
traffic.5 Bursty traffic at the gateway canresult from an
FTPconnectionwith a long delay-bandwidthproductbut
asmallwindow; awindow of traffic will besent,andthen
therewill bea delayuntil theackpacketsreturnandan-
otherwindow of datacanbesent.Variable-bit-ratevideo
traffic andsomeforms of interactive traffic areotherex-
amplesof burstytraffic seenby thegateway.

In this sectionwe useFTP connectionswith infinite
data,smallwindows,andsmall roundtriptimesto model
the less-bursty traffic, andwe useFTP connectionswith
smallerwindowsandlongerroundtriptimesto modelthe
more-burstytraffic.

We considersimulationsof thenetwork in Figure11.
Node5 packetshavearoundtriptimethatis six timesthat
of the otherpackets. Connections1-4 have a maximum
window of 12 packets, while connection5 hasa maxi-
mum window of 8 packets. Becausenode5 hasa large
roundtriptime anda smallwindow, node5 packetsoften
arrive at thegateway in a loosecluster. By this,we mean
that consideringonly node5 packets, thereis one long
interarrival time,andmany smallerinterarrival times.

1
î

SINK
ï

GATEWAY
ð

FTP SOURCES

2 3 4

5

6
ñ
7
ò

d5,6

d
6,7

= 2ms

45Mbps

100Mbps

d(1,2,3,4),6 = 1ms

= 16ms

45Mbps

Figure11: A simulationnetwork with five FTP connec-
tions.

Figures12 through14show theresultsof simulations
of thenetwork in Figure11with DropTail, RandomDrop,
andRED gatewaysrespectively. Thesimulationsin Fig-
ures12and13wererunwith thebuffer sizerangingfrom
8 packets to 22 packets. The simulationsin Figure 14
wererun many timeswith a minimumthresholdranging
from 3 to 14packets,andabuffer sizerangingfrom 12to
56packets.

5By bursty traffic we mean traffic from a connectionwhere the
amountof datatransmittedin oneroundtriptime is small comparedto
thedelay-bandwidthproduct,but wheremultiplepacketsfrom thatcon-
nectionarrive at thegateway in ashortperiodof time.
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Figure12: Simulationswith DropTail gateways.

Eachsimulationwas run for ten seconds,and each
markrepresentsoneone-secondperiodof thatsimulation.
For Figures12 and13, the x-axis shows the buffer size,
andthey-axisshowsnode5’s throughputasa percentage
of the total throughputthroughthe gateway. In orderto
avoid traffic phaseeffects(effectscausedby the precise
timing of packet arrivals at the gateway), in the simula-
tionswith Drop Tail gatewaysthesourcetakesa random
timedrawn from theuniformdistributionon[0, t] seconds
to prepareanFTPpacket for transmission,where 7 is the
bottleneckservicetime of 0.17ms. [7]. In thesesimula-
tionsourconcernis to examinethegateway’sbiasagainst
burstytraffic.

For eachset of simulationsthere is a secondfigure
showing the averagequeuesize(in packets)seenby ar-
riving packetsatthebottleneckgateway, andathird figure
showing theaveragelink utilizationonthecongestedlink.
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Figure13: Simulationswith RandomDropgateways.

BecauseREDgatewaysarequitedifferentfrom DropTail
or RandomDrop gateways,thegatewayscannotbecom-
paredsimplyby comparingthemaximumqueuesize;the
mostappropriatecomparisonis betweenaDropTail gate-
way anda RED gateway thatmaintainthesameaverage
queuesize.

With Drop Tail or RandomDropgateways,thequeue
is morelikely to overflow whenthequeuecontainssome
packets from node5. In this case,with eitherRandom
Dropor DropTail gateways,node5 packetshaveadispro-
portionateprobability of beingdropped;the queuecon-
tentswhenthe queueoverflows arenot representative of
theaveragequeuecontents.

Figure14 shows the resultof simulationswith RED
gateways.Thex-axisshows �� ����� andthey-axisshows
node5’sthroughput.Thethroughputfor node5 is closeto
themaximumpossiblethroughput,givennode5’sroundtrip
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Figure14: Simulationswith REDgateways

timeandmaximumwindow. Theparametersfor theRED
gateway areasfollows: =@?(t : . :
:�u and ����� " t 0 + w : .
Themaximumthresholdis twice theminimumthreshold
andthebuffer size,which rangesfrom 12 to 56 packets,
is four timestheminimumthreshold.

Figure15 shows thatwith thesimulationswith Drop
Tail or with RandomDrop gateways,node5 receivesa
disproportionateshareof thepacket drops.Eachmarkin
Figure15 shows theresultsfrom a one-secondperiodof
simulation. The boxesshow the simulationswith Drop
Tail gatewaysfrom Figure12, thetrianglesshow thesim-
ulationswith RandomDropgatewaysfromFigure13,and
the dotsshow the simulationswith RED gatewaysfrom
Figure 14. For eachone-secondperiod of simulation,
the x-axis shows node 5’s throughput(as a percentage
of the total throughput)and the y-axis shows node5’s
packet drops(asa percentageof the total packet drops).
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Figure15: Scatterplot, packetdropsvs. throughput

The numberof packetsdroppedin oneone-secondsim-
ulationperiodrangesfrom zeroto 61; thechartexcludes
thoseone-secondsimulationperiodswith lessthanthree
droppedpackets.

Thedashedline in Figure15showsthepositionwhere
node5’s shareof packet dropsexactly equalsnode5’s
shareof the throughput. The clusterof dots is roughly
centeredon the dashedline, indicatingthat for the RED
gateways,node5’sshareof droppedpacketsreflectsnode5’s
shareof thethroughput.In contrast,for simulationswith
RandomDrop (or with Drop Tail) gateways node5 re-
ceivesa small fractionof thethroughputbut a largefrac-
tion of thepacketdrops.Thisshowsthebiasof DropTail
andRandomDropgatewaysagainsttheburstytraffic from
node5.

Our simulationswith an ISO TP4 network usingthe
DECbit congestionavoidanceschemealso show a bias
againstburstytraffic. With theDECbit congestionavoid-
anceschemenode5packetshaveadisproportionatechance
of having theircongestionindicationbitsset.TheDECbit
congestionavoidancescheme’s biasagainstburstytraffic
wouldbecorrectedby DECbitcongestionavoidancewith
selective feedback[28], which hasbeenproposedwith a
fairnessgoalof dividing eachresourceequallyamongall
of theuserssharingit. This modificationusesa selective
feedbackalgorithmat the gateway. The gateway deter-
mineswhich usersareusingmorethantheir “f air share”
of thebandwidth,andonly setsthecongestion-indication
bit in packetsbelongingto thoseusers.We have not run
simulationswith thisalgorithm.

10 Identifying misbehaving users

In this sectionwe show that RED gateways provide an
efficient mechanismfor identifying connectionsthat use

a large shareof the bandwidthin times of congestion.
BecauseRED gateways randomlychoosepackets to be
marked during congestion,RED gateways could easily
identifywhichconnectionshavereceivedasignificantfrac-
tion of therecently-markedpackets.Whenthenumberof
markedpacketsis sufficiently large,a connectionthathas
receiveda largeshareof themarkedpacketsis alsolikely
to be a connectionthat hasreceiveda large shareof the
bandwidth.This informationcouldbeusedby higherpol-
icy layersto restrict the bandwidthof thoseconnections
duringcongestion.

TheRED gateway notifiesconnectionsof congestion
at thegateway by markingpackets.With RED gateways,
when a packet is marked, the probability of marking a
packet from a particular connectionis roughly propor-
tional to thatconnection’scurrentshareof thebandwidth
throughthegateway. Notethatthispropertydoesnothold
for Drop-Tail gateways,asdemonstratedin Section9.

For therestof this section,we assumethateachtime
thegateway marksa packet, theprobabilitythata packet
from aparticularconnectionis markedexactlyequalsthat
connection’s fractionof the bandwidththroughthegate-
way. Assumethatconnection� hasa fixed fraction � ¡

of
thebandwidththroughthegateway. Let

 ¡ ! Ä bethenum-
berof the � most-recently-markedpacketsthat arefrom
connection� . Fromtheassumptionsabove, theexpected
valuefor

 ¡ ! Ä is � � ¡
.

Fromstandardstatisticalresultsgivenin theappendix, ¡ ! Ä is unlikely to bemuchlargerthanits expectedvalue
for sufficiently large � :¾D¿ 3gÀ &  ¡ ! Ä Ø�2 � ¡ � * �PJ ¤ © Ä "$# ¤ £&%(' " ')
for 0 �x2� 0 + � ¡

. The two lines in Figure16 show the
upperboundon theprobabilitythata connectionreceives
morethanC timestheexpectednumberof markedpack-
ets,for * t uRÑ,® , andfor �Æt 0 :	: ; thex-axisshows � ¡

.

Throughput (%)+

P
ro

b
a
b
il
it
y,

0.0 0.05- 0.10. 0.15. 0.20/ 0.25/ 0.3000
.0

0
.1

01

0
.2

02

0
.3

03
C=2

C=4

Figure16: Upperboundonprobabilitythataconnection’s
fraction of markedpacketsis morethanC timesthe ex-
pectednumber, given 0 :
: totalmarkedpackets.
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The RED gateway could easily keepa list of the �
mostrecently-markedpackets. If someconnectionhasa
large fraction of the marked packets,it is likely that the
connectionalsohada largefractionof theaverageband-
width. If someTCPconnectionis receiving a largefrac-
tion of thebandwidth,thatconnectioncouldbea misbe-
havinghostthatis notfollowingcurrentTCPprotocols,or
simply a connectionwith eithera shorterroundtriptime
or a larger window thanotheractive connections.In ei-
thercase,if desired,theRED gateway couldbemodified
to give lower priority to thoseconnectionsthat receive a
large fraction of the bandwidthduring timesof conges-
tion.

11 Implementation

This sectionconsidersefficient implementationsof RED
gateways.We show that theRED gateway algorithmcan
be implementedefficiently, with only a small numberof
addandshift instructionsfor eachpacketarrival. In addi-
tion, theRED gatewayalgorithmis not tightly coupledto
packet forwardingandits computationsdonot have to be
madein the time-critical packet forwardingpath. Much
of the work of the RED gateway algorithm,suchasthe
computationof theaveragequeuesizeandof thepacket-
marking probability � ! , could be performedin parallel
with packetforwarding,orcouldbecomputedby thegate-
way asa lower-priority taskastime permits.This means
thattheREDgatewayalgorithmneednot impair thegate-
way’sability to processpackets,andtheREDgatewayal-
gorithmcanbeadaptedto increasingly-high-speedoutput
lines.

If theREDgateway’smethodof markingpacketsis to
setacongestionindicationbit in thepacketheader, rather
than droppingthe arriving packet, then settingthe con-
gestionindicationbit itself addsoverheadto thegateway
algorithm.However, becauseREDgatewaysaredesigned
to mark asfew packetsaspossible,the overheadof set-
ting the congestionindicationbit is kept to a minimum.
This is unlike DECbit gateways,for example,which set
the congestionindicationbit in every packet that arrives
at the gateway whenthe averagequeuesizeexceedsthe
threshold.

Foreverypacketarrivalatthegatewayqueue,theRED
gateway calculatesthe averagequeuesize. This canbe
implementedasfollows:���
� $ ���
�DC¼= ? & F 'K�	�	�#*
As long as =@? is chosenas a (negative) power of two,
this canbeimplementedwith oneshift andtwo additions
(givenscaledversionsof theparameters)[14].

BecausetheREDgatewaycomputestheaveragequeue
sizeat packet arrivals,ratherthanat fixedtime intervals,

thecalculationof theaveragequeuesizeis modifiedwhen
a packet arrivesat thegateway to anemptyqueue.After
the packet arrivesat the gateway to an emptyqueuethe
gateway calculates� , the numberof packetsthat might
havebeentransmittedby thegatewayduringthetimethat
the line was free. The gateway calculatesthe average
queuesizeasif � packetshadarrivedat thegatewaywith
aqueuesizeof zero.Thecalculationis asfollows:� $ & 7I� ��J¬')F 7I� ��JL*,+54���	� $ &B0 '>=@?4* M ���	� Ñ
where F 7I� �J is the start of the queueidle time, and 4
is a typical transmissiontime for a small packet. This
entirecalculationis an approximation,as it is basedon
thenumberof packetsthatmighthavearrivedat thegate-
way during a certainperiodof time. After the idle time687:9<;>=@?BA 7:9C;D=FE

hasbeencomputedto a roughlevel of
accuracy, a table lookup could be usedto get the term6&GH?JILKMEONQP(RQSUTWV K P(R$SUT:X8YOZ

, whichcoulditself beanapprox-
imationby apowerof two.

Whena packetarrivesat thegatewayandtheaverage
queuesize []\_^ exceedsthethreshold

; []` P8a , thearriving
packet is marked.Thereis no recalculationof thepacket-
markingprobability. However, whena packet arrivesat
the gateway and the averagequeuesize []\_^ is between
the two thresholds

;>9<b P8a and
; []` P8a , the initial packet-

markingprobability ced is calculatedasfollows:c dgfihUj []\k^ ? hml
for h jLn ; []`po; []` P8a ?q;>9Cb P8asrhtl n ; []`po ;u9<b P8a; []` P8a ?q;>9Cb P8asv
The parameters

; []`po , ; []` P8a , and
;>9Cb P8a arefixed pa-

rametersthat aredeterminedin advance.The valuesfor; []` P8a and
;u9<b P8a aredeterminedby thedesiredbounds

on the averagequeuesize,andmight have limited flexi-
bility. Thefixedparameter

; []` o , however, couldeasily
besetto a rangeof values.In particular,

; []` o couldbe
chosenso that h j is a power of two. Thus,the calcula-
tion of ced canbeaccomplishedwith oneshift andoneadd
instruction.

In thealgorithmdescribedin Section4,when
;>9<b P8axw[]\k^zy ; []` P8a a new pseudo-randomnumber { is com-

putedfor eacharriving packet,where{|n}{@[ b�~k��;�� � r G��
is from the uniform distribution on [0,1]. Theserandom
numberscouldbegottenfrom a tableof randomnumbers
storedin memoryor couldbecomputedfairly efficiently
on a 32-bit computer[3]. In the algorithmdescribedin
Section4, thearriving packet is markedif

{�yqcedO� 6&GU?q������b�7�� ced E v
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If c�d is approximatedby anegativepowerof two, thenthis
canbeefficiently computed.

It is possibleto implementthe RED gateway algo-
rithm to usea new randomnumberonly oncefor every
markedpacket,insteadof usinganew randomnumberfor
every packet that arrivesat the gateway when

;>9<b P8aBw[]\_^�y ; []` P8a . As Section7 explains,whentheaverage
queuesizeis constantthenumberof packet arrivalsafter
a markedpacket until thenext packet is markedis a uni-
form randomvariablefrom � 1,2, ..., � G �Oc d<�_� . Thus,if the
averagequeuesizewasconstant,thenaftereachpacket is
marked thegateway couldsimply choosea valuefor the
uniform randomvariable {�n�{�[ b�~]��;q� � r GM� , andmark
the

b
-th arriving packet if

b�� {���ced . Becausethe av-
eragequeuesizechangesover time, we recompute{���ced
eachtime that c�d is recomputed.If ced is approximatedby
a negativepowerof two, thenthiscanbecomputedusing
a shift instructioninsteadof adivide instruction.

Figure17 gives the pseudocodefor an efficient ver-
sionof theRED gateway algorithm.This is just onesug-
gestionfor anefficient versionof theRED gateway algo-
rithm. Themostefficientwayto implementthisalgorithm
depends,of course,on thegateway in question.

Thememoryrequirementsof theRED gateway algo-
rithm aremodest.Insteadof keepingstatefor eachactive
connection,theRED gateway requiresa smallnumberof
fixedandvariableparametersfor eachoutputline. This is
notaburdenongatewaymemory.

12 Further work and conclusions

RandomEarlyDetectiongatewaysareaneffectivemech-
anismfor congestionavoidanceat the gateway, in coop-
erationwith network transportprotocols. If RED gate-
waysdrop packetswhenthe averagequeuesizeexceeds
themaximumthreshold,ratherthansimplysettingabit in
packetheaders,thenREDgatewayscontrolthecalculated
averagequeuesize. This actionprovidesanupperbound
on theaveragedelayat thegateway.

Theprobabilitythat theRED gateway choosesa par-
ticular connectionto notify duringcongestionis roughly
proportionalto that connection’s shareof the bandwidth
at thegateway. Thisapproachavoidsabiasagainstbursty
traffic atthegateway. ForREDgateways,therateatwhich
the gateway markspacketsdependson the level of con-
gestion,avoiding the global synchronizationthat results
from many connectionsdecreasingtheir windows at the
sametime. TheRED gateway is a relatively simplegate-
way algorithmthatcouldbe implementedin currentnet-
worksor in high-speednetworksof thefuture. TheRED
gateway allows consciousdesigndecisionsto be made
abouttheaveragequeuesizeandthemaximumqueuesize
allowedat thegateway.

Initialization:[]\k^ f ��M���eb�7 f ?�G
for each packet arrival:

calculate the new average queue size []\_^ :
if the queue is nonempty[]\_^ f []\_^@� I K 68A�? [k\k^ E
else using a table lookup:[]\_^ f 6�GU?qILK�EONQP(RQSUTWV K P(R$SUT:X8YOZ []\k^

if
;>9Cb P8a�w []\k^�y ; []` P8a
increment

�M���eb�7ced f�h j � []\k^ ? h l
if

�M���eb�7g ¡�
and

�M���eb�7g�¡¢L£¤£¦¥¨§�©�� {ª��ced �
mark the arriving packet�M���eb�7 f �

if
�M���eb�7 n � (choosing random number){ f {�[ b�~]��;q� � r GM�

else if
; []` P8a�w []\k^

mark the arriving packet�M���eb�7 f ?�G
else

�M���eb�7 f ?�G
when queue becomes emptyA 7:9<;D= f 7:9<;>=
Newvariables:{ : a random number
Newfixed parameters:4 : typical transmission time

Figure17: Efficientalgorithmfor REDgateways.

There are many areasfor further researchon RED
gateways. The foremostopen questioninvolves deter-
mining the optimumaveragequeuesize for maximizing
throughputandminimizingdelayfor variousnetworkcon-
figurations.Thisquestionisheavily dependentof thechar-
acterizationof thenetwork traffic aswell ason thephys-
ical characteristicsof thenetwork. Somework hasbeen
donein thisareafor othercongestionavoidancealgorithms
[23], but therearestill many openquestions.

Oneareafor furtherresearchconcernstraffic dynam-
ics with a mix of Drop Tail andRED gateways,aswould
result from partial deploymentof RED gateways in the
currentinternet. Anotherareafor further researchcon-
cernsthe behavior of the RED gateway machinerywith
transportprotocolsother than TCP, including open- or
closed-looprate-basedprotocols.

As mentionedin Section10,thelist of packetsmarked
by theREDgatewaycouldbeusedby thegatewayto iden-
tify connectionsthat arereceiving a large fractionof the
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bandwidththroughthe gateway. The gateway could use
this informationto givesuchconnectionslowerpriority at
thegateway. We leave thisasanareafor furtherresearch.

Wedonotspecifyin thispaperwhetherthequeuesize
shouldbemeasuredin bytesor in packets. For networks
with a rangeof packet sizesat thecongestedgateway the
differencecanbesignificant.This includesnetworkswith
two-waytraffic wherethequeueat thecongestedgateway
containslargeFTPpackets,smallTELNET packets,and
small control packets. For a network wherethe time re-
quiredto transmita packet is proportionalto the sizeof
the packet, andthe gateway queueis measuredin bytes,
the queuesizereflectsthe delayin secondsfor a packet
arriving at thegateway.

TheRED gateway is not constrainedto providestrict
FIFOservice.For example,wehaveexperimentedwith a
versionof REDgatewaysthatprovidespriority servicefor
shortcontrolpackets,reducingproblemswith compressed
ACKs.

By controllingtheaveragequeuesizebefore thegate-
wayqueueoverflows,REDgatewayscouldbeparticularly
usefulin networkswhereit is undesirableto droppackets
at the gateway. This would be the case,for example,in
runningTCPtransportprotocolsovercell-basednetworks
suchasATM. Thereareseriousperformancepenaltiesfor
cell-basednetworksif a largenumberof cellsaredropped
at thegateway; in this caseit is possiblethatmany of the
cellssuccessfullytransmittedbelongto a packet in which
somecell wasdroppedat a gateway [30]. By providing
advancewarningof incipient congestion,RED gateways
canbeusefulin avoidingunnecessarypacketor cell drops
at thegateway.

Thesimulationsin thispaperusegatewayswherethere
is oneoutputqueuefor eachoutputline, asin mostgate-
ways in currentnetworks. RED gatewayscould alsobe
usedin routerswith resourcemanagementwheredifferent
classesof traffic aretreateddifferentlyandeachclasshas
its own queue[6]. For example,in a routerwhereinter-
active(TELNET) traffic andbulk data(FTP)traffic arein
separateclasseswith separatequeues(in orderto givepri-
ority to theinteractivetraffic), eachclasscouldhaveasep-
arateRandomEarly Detectionqueue.The generalissue
of resourcemanagementatgatewayswill beaddressedin
futurepapers.
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A Appendix

In thissectionwegivethestatisticalresultusedin Section
10on identifyingmisbehaving users.

Let «¬ , G w�®�w b , beindependentrandomvariables,
let ¯ betheir sum,andlet °«±n²¯³� b .

Theorem1 (Hoeffding, 1963) [12, p.15][13, p.104]: Let« j , « l ,..., «�´ be independent,and let
� w « ¬ w G

for
all « ¬ . Thenfor

� w 7 w GU?�µ�� °« � ,¶@· �5¸F� °« �Bµ�� °« � � 7<� (4)

w ¹»º½¼¼ � 7F¾À¿FÁ
P º GU? ¼GU? ¼ ?q7F¾ j V ¿ V�PCÂ ´

w = V l ´ P(Ã vÄ
Let « R8Å ¬ beanindicatorrandomvariablethatis 1 if the® th markedpacket is from connection

9
, and0 otherwise.

Then ¯ R(Å ´�n ´Æ¬¨ÇÈj « R8Å ¬ v
FromTheorem1,¶@· �5¸F6 ¯ R(Å ´ � c R b � 7�b³E w = V l ´ P(Ã
for

� w 7 w GU? c R . Thus¶@· �5¸F6 ¯ R8Å ´ �B� c R b³E w = V l ´ N$É¨V j X(Ã o ÃÊ
for

G w � w G �Oc R .
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