Readings:  CMSC-791 Special Topics in Information Assurance

Spring 2003, Sherman, UMBC

I. Required Reading

[Arvi01] 
Arvidsson, Jimmy, “Incident organization and security incident handling:  Excerpts from a master’s thesis,” University of Stockholm Royal Technical Hoch Schule, Proceedings of FIRST (April 8, 2001), 18 pages.

[BM]
Bace, Rebecca, and Peter Mell, “Intrusion detection systems,” NIST special publication, undated, 51 pages.

[BST]
Baratloo, Arash, Navjot Singh, and Timothy Tsai, “Transparent run-time defense against stack smashing attacks,” Proceedings of the 2000 USENIX Annual Technical Conference, USENIX Association (Berkeley, CA, June 2000), 251–262.

[Ditt99a]
Dittrich, David, “The DoS project ‘trinoo’ distributed denial of service attack tool,”University of Washington, unpublished document (October 21, 1999), 37 pages.

[Ditt99b]
Dittrich, David, “The ‘Stacheldraht’ distributed denial of service attack tool,” University of Washington, unpublished document (December 31, 1999), 29 pages.

[HM02] 
Hayden, Lance, and Vincent Miraglia, “Privacy breach: Incident response challenges for the next decade,” Proceedings of First 2002 (2002), 13 pages.

[KVVK03]
 Kruegel, Christopher, Fredrik Valeur, Giovanni Vigna, and Richard Kemmerer, “Stateful intrusion detection for high-speed networks,” 2003 IEEE Symposium on Security and Privacy (2003), 9 pages.

[Lamp73]
Lampson, Butler W., “A note on the confinement problem,” Communications of the ACM, vol. 16, no. 10 (October 1973), 613–615.

[LU02]
Loughry, Joe, and David A. Umphress, “Information leakage from optical emanations,” ACM Transactions on Information and System Security, vol. 5, no. 3 (August 2002), 262–289.

[MS02]
Mitnick, Kevin, and William L. Simon, The Art of Deception: Controlling the Human Element of Security, John Wiley amd Sons (2002),  excerpts.

[PCIP02]
“The national strategy to secure cyberspace,” The Presidential Critical Infrastructure Protection Board, draft for comment (September 2002), 57 pages.

[Rusc02]
Rusch, Jonathan J., “The social psychology of computer viruses andworms,” INET 2002 (June 2002), 20 pages.

[SPW]
Staniford, Stuart, Vern Paxson, and Nicholas Weaver, “How to 0wn the Internet in your spare time,” USNIX (2002), 19 pages.

[Will02b]
Williamson, Jennie M., “Information operations: Computer network attack in the 21st Century,” U.S. Army War College, Carlisle Barracks, PA (April 9, 2002), 22 pages.

[Will02a]
Williamson, Matthew M., “Throttling viruses: Restricting propagation to defeat malicious mobile code,” Information Infrastructure Lab, HP Labs Bristol (June 17, 2002), 6 pages.

[Wolf02]
Wolf, Daniel G., “Statement before the House Committee on Government Reform Subcommittee on Government Efficiency, Financial Management and Intergovernmental Relations and the Subcommittee for Technology and Procurement Policy (May 2, 2002), 10 pages.

[YM01]
Yasinac, Alec, and Yanet Manzano, Policies to enhance computer and network forensics, Proceedings of the 2001 Workshop on Information Assurance and Security, IEEE Press, (USMA, June 2001), 289–295.

[YM03]
Yasinac, Alec, and Yanet Manzano, “Honeytraps: A network forensic tool (draft paper),” Florida state University (2003), unpublished manuscript, 17 pages.

II. Supplemental Readings

 [SS75]
Saltzer, Jerome H., and Michael D. Schroeder, “The protection of information in computer systems,” Proceedings of the IEEE, vol. 63, no. 9 (September 1975), 1278–1308.

[SRSS03]  Schepens, Wayne J., Daniel J. Ragsdale, John R., Surdu, and Joseph Schafer, “The cyber defense exercise:  An evaluation of the effectiveness of information assurance education,” unpublished manuscript, 14 pages.

[SM03] 
Sherman, Alan T., and David A. McGrew, “Key establishment in large dynamic groups using one-way function trees,” IEEE Transactions on Software Engineering, vol. 29, no. 5 (May 2003), 444–458.

[Vaud03]
Vaudenay, Serge, “Security flaws induced by CBC padding: Applications to SSL, IPSEC, WTLS, …,” Eurocrypt 2003, Springer-Verlag (2003), 12 pages.

[Confs]
Table of Contents from recent IA conferences, including DISCEX, Eurocrypt, IEEE Oakland, ACM CCS, CISSE, USNIX, Crypto, NDSS, SANS Network Security, RSA, Defcon, Tophat, and FIRST.

III. Reserve Readings

The following books are on reserve at UMBC’s Albin O. Kuhn Library.

[Ander01] 
Anderson, Ross J., Security Engineering, Wiley (2001).

[Bish03] 
Bishop, Matt, Computer Security:  Art and Science, Addison-Wesley (Boston, 2003).

[MOV97] 
Menezes, Alfred J., P. van Oorschot, and S. Vantsone, Handbook of Applied Cryptography, CRC Press (1997).

[Schn96] 
Schneier, Bruce, Applied Cryptography, Wiley (1996), second edition.

