CMSC-791 Special Topics in Information Assurance

Spring 2003, UMBC

Meeting Time and Place
Wednesdays, 1:30-4:00pm, ACIV 007

Instructor
Dr. Alan T. Sherman, Associate Professor of  Computer Science, and 

Director of the UMBC Center for Information Security and Assurance (CISA)

www.cisa.umbc.edu        www.csee.umbc.edu/~sherman

Office Hours: Wednesdays, 12-12:30pm, in ECS 225j

email:  sherman@umbc.edu  (include “791” in subject header)

tele:  410-455-2666

Teaching Assistant:  None

Text:  None required.  We will read recent research papers, to be passed out in class.  the following

text is suggested:

Bishop, Matt, Computer Security: Art and Science, Addison-Wesley (2003).  1084 pages. 

ISBN 0-201-44099-7  $74.99

Information Assurance

Information Assurance (IA) encompasses the scientific, technical, and management disciplines required to ensure computer and network security.  Information assurance deals with operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation, including operations for the restoration of information systems by incorporating protection, detection, and reaction capabilities. Importantly, information assurance includes and emphasizes availability, detection, and reaction, and not just confidentiality and authentication.

Information assurance includes system and network administration and operations, systems security engineering, information assurance systems and product acquisition, cryptography, threat and vulnerability assessment, risk management, web security, operation of emergency response teams, information assurance training, education, and management, computer forensics, and defensive information operations.

Required Work

Each student will present two recent research papers, carry out and present an original research project of their own (or in a small group), and participate actively in class.  In addition, there will be a small number of written assignments.  There will be no exams. All requirements will follow the standard expectations of professional researchers in computer science, including the grant proposal process, writing technical reports, and making conference presentations.

Course Overview

The course will be run in a very similar fashion to the way I ran CMSC-652 Cryptology  in fall 2002.  The selection of papers, however, we deal with IA topics that do not lie primarily within the more narrow scope of mathematical cryptology.  Major topics will include malicious code, forensics, denial of service, enterprise security, and prevention, detection, and response to computer system and network security incidents.

