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TYPES OF COMMUNICATION SECURITY

e PERFECT SECURITY (Shannon, 1949)

Ciphertext C' without key gives no information
plaintext # P

Prob(P | C) = Prob(P)

* PRACTICAL SECRECY/(Circa 105 BC)
Cipher text breakable after z years

Example: DES

A Elasaicil Cryptographic Communicatlon System
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e COMPUTATIONAL SECURITY (Diffie-Hellman, circe

1970)
Public Key Cryto Systems
TYPES OF COMMUNICATION SECURITY (Cont.)
Example: RSA
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e PROBLEM: Long random bit sequences must be
sent over a secure channel

o CATCH 22: There are perfectly good ways to com-
municate in secret provided we can communicate
in secret ...

e KEY PROBLEM IN CRYPTOGRAPHY: Need some
way of securely communicating key.
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Definition. A Hilbert space is a vector space over the
complex numbers C together with an inner product
HxH —C
such that
1) (u1 + ug, 'U) = ('LL;, U) -+ (’U.g, ’U) and
(u: U1 +’U2) = (’U., 1)1) + (U, ’U2>
2) (u, \) = A(u, v)

——

3) (u, v) = (v, )

4) For ever Cauchy sequence u;, ug, ug, ...inH,
lim u, € H

n—oe

The elements of H will be called kets, and will be

denoted by
| label )

al

A gubit s a Ket (State) ina 2-D
Hilbert Space #
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Definition 0.1 Observables A and B are COMPATI-
BLE if

L

) Ccmsa'o(el/‘ a QU«n"‘b’w\ .S-ys'i".(m
in +he state

\\.

[A,B] = AB—BA=0
Otherwise, A and B are INCOMPATIBLE.
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® SYppose We measure many
+imes +he obsevrvable

A | Nev i, tian Let

Operator AA=A
® Thown the average valve

—(4)

for many measure ments
of A is: HEISENBERG’S UNCERTAINTY PRINCIPLE

<$I(AlY >) SPIAIYD ((A42) ((ABY) > 7 14, B]?
= <A2

((A4)?) is the the STANDARD DEVIATION. It is a
Avg, of A measure in the uncertainty in the observable A.
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Observables

X Po.s:'vl ton Op?ra‘for

P Me i pintvin 0/@ rater

Note: X &% P are I Compatible
observables, for:
[X) Pl= -2 # O

Therefore 4y Helsen berg s
Y o
Uncoertainty Pri ""ﬁ/‘e/

<ax><@P’> 2 )=t

uncertaraty
iw pos)tion

Ergs, to Know precisely which
of +i\0 Ywo shts +he electron
Fasspa{ thvowyh Sforces the mombntum

4o be vucertarnm.
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o IDEA: Heisenberg uncertainty can be used to de-
tect eavesdropping by Eve when a key R is sent.

¢ But HOW do we exploit Heisenberg uncertainty to
detect Eve’s eavesdropping?

3¢
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TYPES OF COMMUNICATION SECURITY (Cont.)

Classtcal Physres

e QUANTUM SECRECY (Bennett-Brassard, 1984)

Built-in detection of eavesdropping
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BB84 QUANTUM CRYPTOGRAPHIC PROTOCOL

e The vertical and horizontal polarization states, |I)
and |« resp, form a basis of H which we will call
the vertical /horizontal (V/H) basis .

¢ The sla,nted'polarizatio.n states |./ ) and [\) f.orm e Because of Heisenberg’s uncertainty principle, Al-
E{al;)itshg basis of H which we will call the oblique ice & Bob know that observations with respect to

the H bais are incompatible with observation with

respect to the X basis.
e For the V/H basis H, Alice & Bob agree to com-

municate via the following quantum alphabet:

uypr IT) e So Alice communicates to Bob by randomly choos-

{ ing between the two quantum alphabets B3 and X.
“0" — | ‘("")‘)

I

e For the oblique basis X, Alice & Bob agree to com-
municate via the following quantum alphabet:

{ 1= | )
-
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e Over the quantum channel, Alice sends her message
to Bob, randomly choosing between the quantum
alphabets for each bit sent

e Over the public channel, Alice & Bob compare com-
mon small portions of their RAW KEYs, and then
delete the disclosed bits from their RAW KEY to
produce their FINAL KEY.

e Over a public channel, Bob communicates to Alice
which quantum alphabets he used for each mea-
surement

e Over the public channel, Alice reponds by telling
Bob which of his measurements were made with
the correct alphabet.

e If Alice & Bob find through there public disclosure
revealed no errors, then they know that Eve was not
present, and now share a common FINAL KEY.

e Alice & Bob then then delete all bits for which they
used incompatible quantum alphabets to produce
there resulting RAW KEYs.

o If Eve has not eavesdropped, then their two RAW
keys will be the same.







PRIVACY AMPLIFICATION: Distilling a smaller se-
cret key from a larger partially secret key

PREAMBLE TO PRIV. AMP.

e Alice and Bob begin by permuting raw key with a
publically disclosed random permutation |

o Alice and Bob publically compare some blocks of
raw key to estimate error rate Q.

o Alice and Bob discard any portion of the raw key
that was publically disclosed

e Q > Threshold = Priv. Amp. not possible.
Restart everything!

53

If Q@ < Threshold, then priv. amp. begins

e Based on @, Alice and Bob estimate that < k bits
out of n knwown by Eve

o Let s = a security parameter to be adjusted as
required.

e Alice & Bob compute the parities of n — &k — s
publically chosen random subsets

¢ Both Alice and Bob keep these parities secret. These
parities form the final secret key.

sq
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3
TRANSLUCENT EAVESDROPPING WITHOUT EN-
. TANGLEMENT
OPAQUE EAVESDROPPING
Fve makes the information carrier unteract unitarily
Eve dntercepts Alice’s message, and the masquerades as ?vith }fer probe, a}nd then letting it proceed on to Bob
Alice by sending her received message to Bob. in a slightly modified state.
@) [¥) = &) [¥+)
or
o) [¥) = &) lv-)
where |1} denotes the state of the probe.
-
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