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ABSTRACT

Title of Dissertation: Multiplicative Data Perturbation for
Privacy Preserving Data Mining

Kun Liu, Doctor of Philosophy, 2007

Dissertation directed by: Dr. Hillol Kargupta
Associate Professor
Department of Computer Science and
Electrical Engineering

Recent interest in the collection and monitoring of datagsiata mining technology
for the purpose of security and business-related appdicathas raised serious concerns
about privacy issues. For example, mining health care aatéhe detection of disease
outbreaks may require analyzing clinical records and phayntransaction data of many
individuals over a certain area. However, releasing anlegatg such diverse information
belonging to different parties may violate privacy laws aventually be a threat to civil
liberties. Privacy preserving data mining strives to pdeva solution to this dilemma. It
aims to allow useful data patterns to be discovered withomtpgromising privacy.

In 2000, Agrawal and Srikant proposed the addition of i.idhite noise for privacy
protection. However, Karguptet al. pointed out that additive noise can be easily filtered
off revealing a good approximation of the private data. Thiskes one wonder about
the possibility of using multiplicative noise. This distion systematically investigated
different multiplicative data perturbation techniques jwivacy preserving data mining.
These types of perturbation distort the private data byiplyihg some random noise and
only the perturbed version is released for data mining amalyExtensive theoretical and

experimental results were provided to support the follgypnmary contributions.



First, we examined the security issues of distance presgdata perturbation. This
technique is potentially very useful in that some importatia mining algorithms can be
efficiently applied to the perturbed data and produce ex#ied same results as if applied
to the original data. However, the issue of how well the ordiidata is hidden had not
been carefully studied. We took a step in this direction bysidering three types prior
knowledge an attacker may have and use to design attackdeelsito recover the original
data. Our results offered insight into the vulnerabilibégistance preserving perturbation.

Second, we explored a random projection-based data patiomkthat preserves the
inner products and Euclidean distances in the original deia high probabilities. We
proposed a maximum a posteriori probability (MAP) estirfladsed Bayes privacy model
to quantify the privacy. Guidelines were offered for theadatvner to control the pri-
vacy/accuracy tradeoff when perturbing the data. Themaktinalysis showed that this
perturbation provides higher privacy protection thanatise preserving perturbation, but

with little loss of accuracy.
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Chapter 1

INTRODUCTION

1.1 Background

OST of our daily activities are now routinely recorded andlgred by a variety
IVI of governmental and commercial organizations for the psgpaf security and
business related applications. From telephone calls witarard purchases, from Inter-
net surfing to medical prescription refills, we generate adth almost every action we
take. Collecting and analyzing such data are causing a roajaern about our privacy. A
Forbes cover story in November 199%now What You Did Last Nighhighlights the way
that different slices of consumer data can now be pulledtt@gdo create a vivid picture
of any individual's life [1]. Privacy has been gaining moiéeation since September 11.
To handle the terrorism, the government needed to exansigg data mining technology,
more information about individuals to detect unusual diseautbreaks, financial fraudu-
lent behaviors, network intrusions, etc. While all of thapglications of data mining can
benefit our society, there is also a negative side to thisn@olgy because it could be a
threat to the individuals’ privacy. Recently, we have heawach about national security
VS. privacy in newspapers, magazines, research articldspmtelevision talk shows [2].
In 2003, concerns over the U.S. Total Information Awarer(@so known as Terrorism

Information Awareness) project even led to the introductiba bill in the U.S. Senate that



2
would have banned any data mining programs in the U.S. Dapattof Defense. To elim-
inate the misguided impression, SIGKDD, an ACM’s specitriest group on knowledge
discovery and data mining, even sent out a letter to cl@ata Mining” is NOT Against

Civil Liberties[3]. However, as the letter pointed out that:

the best (and perhaps only) way to overcome the "limitatiofglata mining
techniques is to do more research in data mining, includiegsdike data secu-
rity and privacy preserving data mining, which are actuatifive and growing

research areas.

In 2000, Agrawal and Srikant [4] published their early workgivacy preserving data
mining. They proposed an additive data perturbation tegrefor decision tree construc-
tion in a client/server scenario. In their work, each clieas a numerical private attribute
x; and the server wants to learn the distribution of thesebats to build a classification
model. The clients mask their attributedy adding random noise drawn independently
from a known distribution. The server collects the values,;of r; and reconstructs;’s
distribution. However, Karguptet al.[5] later questioned the use of random additive noise
and pointed out that additive noise can be easily filteredrontany cases. Their work was
further extended by Huarggf al.[6], Guoet al.[7] and many else.

The drawback of additive noise makes one wonder about theplity of using mul-
tiplicative noise for protecting the data privacy. In thypé¢ of perturbation, the private data
is distorted by multiplying some random noise and only theysbed version is released
for data mining analysis. To our best knowledge, this teghaihas not been carefully
studied in the literature. This dissertation specificatiyeistigates different multiplicative
data perturbations for PPDM. It presents extensive thigateind experimental results on
the accuracy and privacy of each of the multiplicative dadyrbation techniques. Thus,

valuable information is gained into effectiveness of nplitiative perturbations for PPDM.
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1.2 Problem Statement

The problem we are interested in can be stated as follows. r§an@ation has a
private database and wishes to make it publicly availablel&ba analysis while keeping
the original data records private. To achieve this goak trganization transforms its
database into another form and only release that. A thirty plata miner or a researcher
can analyze and discover useful patterns of the origina ttam only the transformed

data. This is generally referred to as the census modeluagdted by Figure 1.1.

1.3 Contributions of this Dissertation

This dissertation has systematically studied multipheadata perturbation techniques

for privacy preserving data mining. It has made the follaywnain contributions.

1. We examined the effectiveness of distance preservingnbations in privacy pre-
serving data mining. These techniques are potentially ueeful in that some im-

portant data mining algorithms can be efficiently appliethestransformed data and
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produce exactly the same results as if applied to the olligata,e.g.,distance-based
clustering and k-nearest neighbor classification. Howeterissue of how well the
original data is hidden has, to our knowledge, not been ghyeftudied. We took
a step in this direction by assuming the role of an attackexedrwith three types
of prior information regarding the original data. We stutileow well the attacker
can recover the original data from the transformed data andipformation. Three
different attack techniques were developed. The first orsshaaed on linear algebra
and statistical theory, the second on principal componealyais (PCA), and the
third on independent component analysis (ICA). Our resaffered insight into the

advantages and vulnerabilities of distance preservinigeations.

2. We further proposed a random projection-based datarpattan that preserves dis-
tance with high probabilities, and derived the analytioebounds for the accuracy.
We proposed a maximum a posteriori probability (MAP) esteraased Bayes pri-
vacy model to quantify the privacy offered by the perturtsatiechnique. Our analy-
sis showed that, under mild assumptions, random projetiased data perturbation
did not offer the attacker more information about the pew@ata than what had been
implied by the distance preserving property of random iaea itself. In addition,
guidelines were offered for the data owner to control thegmy/accuracy tradeoff
when perturbing the data. Our theoretical analysis andrerpeatal results provided

valuable information about the characteristics of thigyrbation.

1.4 Dissertation Organization

This dissertation is organized as follows.
Chapter 1: This chapter presents the background of this researchrdidemn definition,

the contributions, and the organization of this disseotati
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Chapter 2: This chapter offers an overview of various techniques anthaumlogies that
have been developed in the privacy preserving data mingey dirnotes that the main con-
sideration in privacy preserving data mining is two fold:dh}a hiding sensitive raw data
should be modified or trimmed out from the original databak#enhe important underly-
ing patterns of the data should still be preserved, andii2)hiding sensitive knowledge
which can be discovered from the data should be filtered dw.objective of privacy pre-
serving data mining is to allow meaningful patterns to benidied while keeping private
information private during and after the mining process.
Chapter 3: This chapter briefly reviews two multiplicative data peb@ation techniques
that have been studied in the statistics community. Thederpations distort each data
element independently, and they are primarily used to nfaskitivate data while allowing
summary statisticse(g., sum, mean, variance) of the original data to be estimateds Th
chapter notes that these perturbation schemes are equitalthe additive perturbation
after a logarithmic transformation, and therefore, they\arinerable to many attacks de-
signed for additive perturbation. Moreover, the Eucliddmtances among data records are
generally not preserved after perturbation.
Chapter 4: This chapter discusses a new multiplicative perturbatchnique called dis-
tance preserving data perturbation. The perturbed dasees inner products and Euclid-
ean distances. Many important data mining algorithms casefti@ently applied to the
perturbed data and produce exactly the same results adliéapp the original data. This
chapter first talks about the basic mathematical propeofigkis perturbation. Then, it
addresses the security issues of this technique by studigingwell an attacker can re-
cover the original data from the perturbed data and other pnowledge. Three attack
algorithms are designed. The first is based on basic prepedtiinear algebra, the second
on principal component analysis (PCA), and the third on peshelent component analysis

(ICA). As such, valuable information is gained into the effeeness of distance preserving



transformation for privacy preserving data mining.

Chapter 5: This chapter proposes a random projection-based mulipledata perturba-
tion technique. This technique maps the data onto a loweemsonal space while main-
taining, with high probabilities, the pairwise Euclidedstdnces and the inner products of
the original data. This chapter first derives some analytiorebounds for the accuracy
of the distances preserved by random projection. Thenfetoh Bayes privacy model
to measure the privacy provided by the perturbation. To beerapecific, it considers the
use of maximum a posteriori probability (MAP) estimate toaeer the original data, and
to quantify the privacy. A closed-form expression about(tngper bound of the) privacy
breach is derived, which can be used together with the egondbs to guide the pertur-
bation in practice. Next, this chapter examines severahpyi disclosure scenarios and
analyzes the efficacy of the corresponding attacks.

Chapter 6: This chapter concludes this dissertation and outlines itteettbns for future

research.



Chapter 2

BACKGROUND AND RELATED WORK

Recent interest in the collection and monitoring of datagsiata mining technology
for the purpose of security and business-related appdicathas raised serious concerns
about privacy issues. Sometimes, individual or orgarozati entities may not be willing
to divulge the sensitive raw data; sometimes, the knowleahgkéor patterns detected by a
data mining system may be used in a counter-productive nmahaeviolates the privacy
policy. The main objective of privacy preserving data mgnis to develop algorithms for
modifying the original data or modifying the computatiorfmrcols in some way, so that
during and after the mining process, the private data amdgerknowledge remain private
while other underlying data patterns or models can stillflectvely identified.

There exists a growing body of literature on privacy presgndata mining. This
chapter presents a classification and an extended desaorgdtthe various techniques and
methodologies that have been developed in this area (sée Zdkfor a brief overview of

the categories).

2.1 Data Hiding

The main objective of data hiding is to transform the dataoaddsign new compu-

tation protocols so that the private data remains privatenguand/or after data mining



( ( Additive Perturbation
Multiplicative Perturbation

Data Microaggregation

Data Anonymization

Data Swapping

Other Randomization Techniques
Sampling Method

\ Analytical Method

Secure Multi-Party Computation (SMC) / Cryptographic Boatls
Distributed Data Mining (DDM)

Value Distortion
Data Perturbationr

Data Hiding

Probability Distribution{

L o Data Perturbation
Rule Hiding Association Rule Hidin Data Blocking

Classification Rule Hiding Parsimonious Downgrading

Table 2.1. A brief overview of privacy preserving data mgiechniques.

operations while the underlying data patterns or modelstiifbe discovered.

2.1.1 Data Perturbation

Data perturbation techniques can be grouped into two maagosaes, which we call
the value distortion technique and probability distribattechnique. The value distortion
technique perturbs data elements or attributes directigtner additive noise, multiplica-
tive noise or some other randomization procedures. On tier band, the probability dis-
tribution technique considers the private database to laengle from a given population
that has a given probability distribution. In this case, pleeturbation replaces the original
database by another sample from the same (estimatedpdigin or by the distribution
itself.

Note that there has been extensive research in the aredisfisth databases (SDB)
on how to provide summary statistical information withoigalbsing individuals’ confi-
dential data€.g.,[8—10]). The privacy issues arise when the summary stegdiatie derived

from data of very few individuals. A popular disclosure aohimethod is data perturbation,
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which alters individual data in a way such that the summaatysgics remain approximately
the same. However, problems in data mining become somevifferiedt from those in
SDBs. Data mining techniques, such as clustering, claasdit, prediction and associ-
ation rule mining, are essentially relying on more sopba&gd relationships among data
records or data attributes, but not just simple summaristitt. This dissertation specif-
ically focuses on data perturbation for privacy presendaga mining. In the following,
we will primarily discuss different perturbation techneguin the data mining area. Some
important perturbation approaches in SDBs are also coerdlle sake of completeness.
Additive Perturbation The work in [4, 11] proposed an additive data perturbatiamh-te
nique for building decision tree classifiers. In this tecfus, each client has a numerical
attributex; and the server (or data miner) wants to learn the distribudgfdhese attributes
to build a classification model. The clients randomize théhibutesr; by adding random
noiser; drawn independently from a known distribution such as aarmfdistribution or
a Gaussian distribution. The server (or data miner) cdltdwt values of; + r; and recon-
structsz;’s distribution using a version of the Expectation-Maxiatinn (EM) algorithm.
This algorithm provably converges to the maximum likelid@stimate of the desired orig-
inal distribution [11].

Karguptaet al. [5] questioned the use of random additive noise and pointedhat
additive noise can be easily filtered out in many cases thapasgsibly compromise the
privacy. To be more specific, they proposed a random matsetd Spectral Filtering (SF)
technique to recover the original data from the perturbed.dgheir empirical results have
shown that the recovered data can be reasonably close toigireabdata. However, two
important questions remain to be answered: 1) What are #wretical lower bound and
upper bound of the reconstruction error; and 2) What are élgddctors that influence the
accuracy of the data reconstruction?

Guo and Wu [7] further investigated the Spectral Filteriaghnique and derived an
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upper bound for the Frobenius norm of the reconstructioor ersing matrix perturbation
theory. They also proposed a Singular Value DecomposiiD)-based reconstruction
method and derived a lower bound for the reconstructiorr €t&2]. They then proved the
equivalence between the SF and SVD approach, and as a tasultyer bound of SVD
approach can also be considered as the lower bound of thepfBéaap.

Huanget al. [6] pointed out that the key factor that decides the accuofdata recon-
struction is the correlation among the data attributes.irfiesults have shown that when
the correlations are high, the original data can be recoctgtd more accurately, that is,
more private information can be disclosed. They furtheppeed two data reconstruction
methods based on data correlations: one used the Prinagmap@nent Analysis (PCA),
and the other used the Bayes Estimate (BE) technique, whiekdence is a maximum a
posterior probability estimation. To improve privacy,yliesigned a modified additive per-
turbation scheme, in which they let the correlation of randwisesimilar to the original
data. This approach is similar with many data perturbatppr@aches used in the statistics
community €.9.,[13, 14]). Their results have shown that the reconstructiocuracy of
both PCA and BE techniques get worse as the similarity irra®a

Given the large body of existing signal-processing literaton filtering random ad-
ditive noise, the utility of random additive noise for priyapreserving data mining is not
quite clear.

Multiplicative Perturbation Two basic forms of multiplicative noise have been studied in
the statistics community [15]. One multiplies each datanelet by a random number that
has a truncated Gaussian distribution with mean one and san&nce. The other takes a
logarithmic transformation of the data first, adds multiar Gaussian noise, then takes the

exponential functioexp(.) of the noise-added data. Neither of these perturbatiorsepre
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pairwise distance among data recortls.

To facilitate large scale data mining applications, etwal.[16] proposed an approach
where the data is multiplied by a randomly generated matiix effect, the data is pro-
jected into a lower dimensional random space. This teclageserves distance on expec-
tation. Oliveira and Zaiane [17], Chen and Liu [18] discukH® use of random rotation
for privacy preserving clustering and classification. Thasthors observed that the dis-
tance preserving nature of random rotation enables a tlarty po produce exactly the
same data mining results on the perturbed data as if on thmakidata. However, they did
not analyze the privacy limitations of random rotation. kiual. [19] addressed the pri-
vacy issues of distance preserving perturbation (inclydatation) by studying how well
an attacker can recover the original data from the trangdrdata and prior information.
They proposed two attack techniques: the first is based an paperties of linear alge-
bra and the second on principal component analysis. Thalysis explicitly illuminated
scenarios where privacy can be breached. As such, valu#blenation was gained into
the effectiveness of distance preserving transformatiopfivacy preserving data mining.
Mukherjeeet al.[20] considered the use of discrete fourier transformati®iiT) and dis-
crete cosine transformation (DCT) to perturb the data. @rdyhigh energy DFT/DCT co-
efficients were used, and the transformed data in the newidaparoximately preserved
the Euclidean distance. The DFT/DCT coefficients were &rriermutated to enhance
the privacy protection level. However, the authors did rtdraa rigorous analysis of the
privacy. Also note that if no coefficients were dropped, thethnique would be fundamen-
tally the same as distance preserving transformationetbes, the privacy issues could be
analyzed using the model proposed by ktal. [19].

Data Microaggregation Data microaggregation is a popular data perturbation ambro

In Chapter 3 we will discuss these perturbation schemestailsle
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in the area of secure statistical databases (SDBs). Foraaatawvith a single private at-
tribute, univariate microaggregatioa.g.,[21]) sorts data records by the private attribute,
groups adjacent records into groups of small sizes, andceplthe individual private val-
ues in each group with the group average. Multivariate naiggoegation considers all the
attributes and groups data using a clustering technigug, [22, 23]). This approach pri-
marily considers the preservation of data covarianceawnlsté the pairwise distance among
data records.

Recently, two multivariate microaggregation approachestbeen proposed by re-
searchers in the data mining area. Aggarwal and Yu [24] ptede condensation approach
to privacy preserving data mining. This approach first garts the original data into mul-
tiple groups of predefined size. For each group, a certail lefvstatistical information
(e.g, mean and covariance) about different data records is magd. This statistical in-
formation is used to create anonymized data that has sistagistical characteristics to
the original dataset, and only the anonymized data is reteés data mining applica-
tions. This approach preserves data covariance insteae phirwise distance among data
records. Liet al. [25] proposed a kd-tree based perturbation method, whichrsesely
partitions a dataset into smaller subset such that datadeao each subset are more ho-
mogeneous after each partition. The private data in eackesabe then perturbed using
the subset average. The relationships between attribigesxpected to be preserved.
Data Anonymization Sweeney [26] developed tHeanonymityframework wherein the
original data is transformed so that the information for amgividual cannot be distin-
guished from k — 1) others. Generally speaking, anonymization is achievedippress-
ing (deleting) individual values from data recorésg, , name and social security numbers
are removed), and/or replacing every occurrence of cedtiibute values with a more
general valued.g, the zip codes 21250-21259 might be replaced with 2125*)aety of

refinements of this framework have been proposed sincdtil imppearance. Some of the
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work (e.g, [26,27]) start from the original dataset and systemdticalgreedily generalize
it into one that ist-anonymous. Some(g, [28]) start with a fully generalized dataset and
systematically specialize the dataset into one that ismahy k-anonymous.

The problem ofk-anonymization is not simply to find any~anonymization, but to,
instead, find one that is “good” or even “best” according tmeajuantifiable cost metric.
Each of the previous work provides its own unique cost metitc modeling desirable
anonymization. Cost metrics typically tally the infornatiloss resulting from the sup-
pression or generalizations applied. As an illustratioawill show two cost metrics here.

The first metric was proposed by Bayardo and Agrawal [28] s Thetric attempts to
capture in a straightforward way the desire to maintainedisibility between data records
as much as is allowed by a presettingtofThis discernibility metric assigns a penalty to
each data record based on how many records in the transfatataset are indistinguish-
able fromit. If an unsuppressed record falls into an indwespgvalence class of sizethat
record is assigned a penalty pflf a record is suppressed, it is assigned a penaltyof
the size of the original dataset. This penalty reflects tbetfeat a suppressed record cannot
be distinguished from any other record in the dataset. Thigioncan be mathematically

expressed as follows:

Cost(g.k,D) = > |EP+ > [D|E
VE S.U|E|>k vE S.1.|E|<k
where E is the equivalence classes of recordglrinduced by the anonymization func-
tion g. The first sum of the above expression computes perdtir each non-suppressed
record, the second for suppressed records.
The second cost metric was proposed by lyengar [29]. Thisienedin be applied
when records are associated with categorical class lafélss, the anonymization can

produce equivalence classes consist of records that af@mnivith respect to the class
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label. This classification metric assigns no penalty to asuppressed tuple if it belongs
to the majority class within its induced equivalence cladsother tuples are penalized a

value of 1. This metric can be mathematically stated asvalio

Cost(g,k,D) = Z (|minority(E)|) + Z |E|,
vE S.1. |E|>k vE S.t. |E|<k
where the minority function accepts a set of class labeledrds and returns the sub-
set of records belonging to any minority class with respedhat set. The first sum of
the above expression penalizes non-suppressed recoedset¢bnd penalizes suppressed
records. lyengar has shown that this metric produces aniazegndatasets that give better
classification models than do class oblivious metrics.

Recently, Machanavajjhat al.[30] pointed that simpl&-anonymitys vulnerable to
strong attacks due to the lack of diversity in the sensitttébaites. They proposed a new
privacy definition called-diversity. The main idea behirietliversity is the requirement that
the values of the sensitive attributes are well representedch group. Other enhanced
k-anonymitymodels have been proposed elsewhere [31, 32].

Data SwappingThis technique transforms the database by switching a sabatributes
between selected pairs of records so that the individuakdeentries are unmatched, but
the statistics €.g, marginal distributions of individual attributes) are m@ined across
the individual fields. This technique was first proposed byeDas and Reiss [33]. A
variety of refinements and applications of data swapping Heeen addressed since its
initial appearance. We refer readers to [34] for a thorougatment.

Other Randomization TechniquesThe work in [35, 36] considered categorical data per-
turbation in the context of association rule mining. Thigkwvas extended in [37] where a
rigorous framework for quantifying privacy breaches wasiduced. This framework uses

a key concept ofyi-amplification and applies without any assumptions of theeulying
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distribution from which the original data is drawn. The wam§38] considered this frame-
work again and showed how to optimally set the perturbataameters for reconstruction
while maintainingy-amplification. Along a related line, Verykios [39] considd pertur-
bation techniques that allow the discovery of some assoniatiles while hiding others
considered to be sensitive.

Sampling Method Liew et al. [40] proposed a probability distribution-based approach
for protecting a single confidential attribute in a privatgabase. This approach consists
of three steps: 1) estimate the underlying probability dgrfanction of the attribute; 2)
generate a new sample set from the estimated density funeta 3) substitute the new
sample for the original attribute in the same rank ordet,if)ahe smallest value of the new
sample should replace the smallest value in the origina, gatd so forth. This approach
is applicable to both numeric and categorical attributdse foise introduced by this ap-
proach is larger when the private database is small; thuterbeecurity is achieved, but
biased-query responses are provided with users. Whenzbéeftthe database increases,
the bias becomes smaller, but less security of confidertr#bate is achieved.

Analytical Method Lefonset al.[41] proposed an approach for protecting multi-numerical
sensitive attributes by replacing the original privateattase with its probability density.
The key contribution of their work lies in the approximatiofthe data distribution by
orthogonal polynomials. The coefficients used in the compan of the approximation
are called canonical coefficients. These coefficients ateswied for usage in an online
environment because they can be adopted easily in caseenfiams and deletions of the
database records. However, if the estimated probabiligitiefunction is a very precise
description of the original data, there is hardly any protecagainst partial disclosures.
On the other hand, if there is large deviation between thsitlefunction and the original
sensitive data, issues such as how to avoid bias and how tmttre trade-off between

precision and security need to be carefully addressed.
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2.1.2 Secure Multi-party Computation (SMC)

Definition Secure Multi-party Computation (SMC) [42] considers thelpem of evaluat-
ing a function of two or more parties’ secret inputs, such tfwaparty learns anything but
the designated output of the function. Concretely, we asswe have inputs, ..., z,,
where partyi ownsz;, and we want to compute functigitz, . .., x,) = (y1, ..., y,) Such
that party: getsy; and nothing more than that.

Example As an example, we may consider Yao’s millionaire’s probléwo millionaires
meet in the street and want to find out who is richer withoutif@to reveal their actual
fortune to each other. The function computed in this casesimgle comparison between
two numbers. If the result is that the first millionaire ishvée, then he knows that, but this
should be all the information he learns about the other guy.

Adversarial Behavior It is common to model cheating by considering adversarigigm
that attempt to obtain information about the private inmfttheir peers. SMC typically
studies two types of adversariess@mi-honesadversary (also known asassiveorhonest
but curiousadversary) is a party who follows the protocol properly, ggémpts to learn
additional information by analyzing all the intermediagsults and the messages received
during the protocol execution. On the other handnaliciousadversary may arbitrarily
deviate from the protocol specification. A malicious adaeyscould refuse to participate
in the protocol when the protocol is first invoked, could gitbte its input and enter the
protocol with an input other than the one provided with itdaould abort the protocol
prematurely. It is obviously easier to design a solutiorn thadecure against semi-honest
adversaries than it is to design a solution for maliciouseashries. In practice, people
usually first design a secure protocol for the semi-honestato, and then transform it to
a protocol that is secure against malicious adversarigs.ti@nsformation can be done by

requiring each party to use zero-knowledge proofs to prbaedach step that it is taking
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follows the protocol specification.
Privacy Generally speaking, an SMC protoqailivately computes a function if any in-
formation that a party can obtain can be essentially obtHnyethat party through its own
inputs and outputs. An alternative definition compareséselts of the actual computation
to that of anideal computation. Here theleal computation assumes there existsusted
party who does not deviate from the protocol specification at aldi does not attempt to
cheat. All parties send their private inputs to thested party who computes the function
and sends the appropriate results back to all the partiessaye protocol is secure or
private if anything that an adversary can learn in the actwald can also be learned in the
ideal world, namely from its own inputs and from the outpuiteceives from thérusted
party. In essence, protocols satisfying this definition prevenadversary from gaining
any extra advantage in the actual world over what it couleetgmined in an ideal world.
Building Blocks We describe here some representative building blocks afrsenulti-

party computation.

e Oblivious Transfer In cryptography, an oblivious transfer protocol is a proiday
which a sender sends some information to the receiver, uaires oblivious as to
what is sent. Oblivious transfer is one of the most imporfaotocols for secure
computation. It has been shown by Kilian [43] that oblivitkassfer is sufficient for
secure computation in the sense that given an implementatioblivious transfer
it is possible to securely evaluate any polynomial time cotable function without
any additional primitive. A simply form of oblivious traresf called “1 out of 2
oblivious transfer,”, denoted b7, was developed later by Shimon Even, Oded
Goldreich, and Abraham Lempel [44]. This protocol involtese parties, thesender
and thereceiver The sender’s input is a palr,, z;) and the receiver’s input is a
bit A € {0,1}. At the end of the protocol the receiver leatnsand nothing else,

and the sender learns nothing. Oblivious transfer prosocah be designed based
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on virtually all known constructions of trapdoor functigrisr example, public key
cryptosystems. In the case of semi-honest adversaries,gRist simple and efficient

protocols for oblivious transfer [44, 45].

As an illustration of the application of oblivious transfiet us consider the following
problem. Assume there are two parties. Party 1 helds {0,1},b, € {0,1}, and
party 2 holdsz, € {0,1},b, € {0,1}. We are interested in computing the function
f = (a1 + a2) - (by + b2) such that upon completion of the computation, Party
1 has a random numbet < {0,1}; Party 2 has a random number € {0,1}
such thate; + ¢o = (a; + az) - (by + b2). In other words, if we use the notation
(inputy, inputy) — (outputy, outputy) to define the result of a function, thehis

the function((aq, b1), (az, b2)) — (c1,c2). Here- corresponds to a bitwise AND and
+ corresponds to a bitwise XOR. The basic procedure for miyatomputingf is
illustrated in Algorithm 2.1.2.1. Table 2.2 shows the valwé both parties’ inputs

and outputs.

Algorithm 2.1.2.1 Privately Computing; + ¢, = (a1 + az) - (b1 + b2)

Inputs: Partyi holds(a;, b;) € {0,1} x {0,1},i=1,2.
Outputs Party 1 outputs;, Party 2 outputs,, andc; + ¢ = (a; + az) - (by + ba).

1: Party 1 randomly selects € {0,1}.

2: Party 1 and Party 2 engage in a 1-out-of-4 oblivious transfeere Party 1 plays the
sender and Party 2 plays the receiver. The input to the sénte 4-tuple{c; + a, -
bi,ci+ar-(by+1),c14+ (a1 +1)-by, 1+ (a1 +1)-(by+1)}. The input to the receiver
isl+ 209 + bg c {1, 273,4}.

e Circuit Evaluation Yao [42] presented a constant-round protocol for privateiy-
puting any probabilistic polynomial-time function. Theopwcol is based on express-

ing the function as a combinatorial circuit with gates defioeer some fixed base



Party 1: @, b1) (a1,b1) | (a1, b1) (a1, b1) (a1, b1)
Party 2: (o, bo) (0,0) (0,1) (1,0) (1,2)
OT} Input: 1 2 3 4
OT} Output: o+ 1+ 1+ 1+

ap-by |a-(bi+1) | (e +1)-b | (ag+1)-(by +1)
Party 2’s Outputd,): | c1+ c1+ c1+ c1+

ap-by |a-(bi+1) | (ar+1)-b | (g +1)-(by +1)
Party 1's Outputd;): | ¢; c C1 c1
¢+ e apby ap-(b1+1) | (ar+1)-by | (a1 +1)-(by+1)
(al + 0,2) . (bl -+ 62) a161 ay - (bl + 1) (CLl + 1) : bl (CLl + 1) : (bl + 1)
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Table 2.2. Truth table for privately computiag+ ¢ = (a1 + az) - (by + bo).

B. For example 3 can include all the functiong : {0,1}* x {0,1}* — {0,1}
(two-party case as an example). The bits of the input araethiato input wires
and are propagated through the gates. Yao’s protocol worksabing one of the
parties (Alice for example) first generates an “encryptedgarbled” circuit com-
puting f and send its representation to the other party (Bob for el@mn order
for Bob to obtain the garbled values of the input wires, bolisdand Bob engage,
for each input wire, in a 1-out-of-2 oblivious transfer. Asesult of the oblivious
transfer, Bob learns the garbled value of his input bit anthing about the garbled
value of the other bit, and Alice learns nothing. Now Bob hafficent information
to compute the output of the circuit on his own. After compgty, he can send
this value to Alice if she requires it. Generally speakingo protocol is inherently
inefficient because it uses a circuit representation ofuhetfon. The computational
complexity of the protocol is roughly linear in relation teetsize of Bob’s input. To
be more specific, the oblivious transfer stage requires gperentiation per bit of
Bob’s input. The communication complexity is linear in téda to the size of the
circuit. More accurately, a table of about 320-512 bits isegated and communi-

cated for every gate (assuming that all gates have two imdsone output). For
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more detailed analysis about the complexity, please refBirtkas’s work [46].

e Homomorphic Encryption A public-key cryptosystenP (G, E, D) is a collection
of probabilistic polynomial time algorithms for key gengoa, encryption and de-
cryption. The key generation algorithtd produces a private keyk and public
key pk with specified key size. Anybody can encrypt a message wehptlblic
key, but only the holder of a private key can actually dectpptmessage and read
it. The encryption algorithnE takes as an input a plaintext, a random value
and a public keyk and outputs the corresponding cipherté&j,(m, ). The de-
cryption algorithmD takes as an input a ciphertextand a private keyk (corre-
sponding to the public keyk) and outputs a plaintexb,.(c). It is required that
Dy (Ep(m, 7)) = m. The plaintext is usually assumed to be fr@m > wherey is

the product of two large primes. A public-key cryptosystearhoamomorphic when

vm17m27r17r2 € Z,LL?

Die(Epr(ma, 1) Ege(ma, ) modp®) = my +my mody;
D (Epr(my, 7)™ modyu?) = mymy mody;
D (Ep(mg,r2)™ modp®) = mymy modp.

This feature allows a party to add or multiply plaintexts gy simple computa-
tions with ciphertexts, without having the secret key. $alvbBomomorphic cryp-
tosystems€.g, [47,48]) in the literature are proved to be secure undesaeable

complexity assumptions.

A natural application of homomorphic encryption is privateer product computa-

The integers modul@, denotedZ,,, is the set of (equivalence classes of) integ@rsl, ..., — 1}.
Addition, subtraction, and multiplication i4,, are performed modulg.



21
tion. It considers the problem of computing the inner praaii¢wo vectors owned
by two different parties (Alice and Bob for example), redpaty, so that neither
party should learn anything beyond what is implied by théypmown vector and the
output of the computation. Here the output for a party isegithe inner product or
nothing, depending on what the party is supposed to leara.algorithm described
in 2.1.2.2 was proposed by Goethatsal.[49]. It is directly based on homomorphic
encryption and has been proved to be private in a strong s&éad® more specific,
no probabilistic polynomial time algorithm substitutingeoparty can obtain a non-
negligible amount of information about the other party’sate input, except what

can be deduced from the input and output of this party.

Algorithm 2.1.2.2 Private Inner Product

Private Input of Alice: Vectorx = (zy,...,zq) € Z¢
Private Input of Bob: Vectory = (1, ..., ya) € Z¢
Output of Alice: x -y modpu
1: Alice generates a private and public key pair (sk, pk), amdisgk to Bob.
2: For eachi,i = 1,...d, Alice generates a random numberc 7, and sends; =
E,(z;,r;) to Bob.
3: Bob computess = [, ¢ mod? and sends back to Alice.

4: Alice computesk - y mody = Dy (w).

For the sake of completeness, we note that many private product protocols have
been proposed in the literature. Generally speaking, thiedecols can be classified
into two categories: 1) cryptosystem-based approacheshwdffer strong privacy
protection, but incur high communication and computaticarust .9, [50]) and
2) data perturbation-based approaches, which provideevgaik/acy protection but
allow more efficient solutions for more complicated dataingntasks €.g, [51]).

We refer interested readers to [49] for an overview on thiécto

e Commutative Encryption Simply speaking, a commutative encryption is a pair of
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encryption functionf andg such thatf(¢(z)) = g(f(z)). To be more concrete, we

borrow the definition used in [52].

Definition 2.1.1 (Commutative Encryption) A commutative encryptiafi is a com-
putable polynomial time functioti : Key F — Dom F, defined on finite com-
putable domains, and satisfying all properties listed belowe denotef,(z) =

f(e,z), and use &,” to mean “is chosen uniformly at random from.

1. Commutativity: For alk, ¢’ € Key F, we havef, o f! = fl o f.
2. Eachf, : Dom F — Dom F is a bijection.
3. The inversg ! is also computable in polynomial time given

4. The distribution ok =z, f.(x),y, f.(y) > is computationally indistinguishable
from the distribution< =z, f.(x),y,z >, wherez,y,z €, Dom F ande €,

Key F.

Property 1 says that the composition of the encryption with different keys is the
same irrespective of the order of encryption. Property 2 Hagt two different values
will never have the same encrypted value. Property 3 saygiten an encrypted
value f.(z) and the encryption key, we can findr in polynomial time. Property 4
says that given a valueand its encryptiory.(x) (but not the key) and a new value
y, we cannot distinguish betweef(y) and a random value in polynomial time.

Thus we cannot encryptor decryptf.(y) in polynomial time.

As an example, lebom F be all quadratic residues modulpwherep is a safe prime
numberj.e. bothp andg = (p — 1)/2 are primes. Lef{ey F be{1,2,...,q — 1}.

Then assuming the Decisional Diffie-Hellman hypothesis K)Bhe power function

fe(z) = z° modp
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is a commutative encryption because

fe(fa(z)) = (z* modp)® modp = 2% mopp = (z* modp)? modp = fu(f.(z)).

Based on commutative encryption, Agrawéahl. [52] developed several secure pro-
tocols for set intersection, equijoin, intersection siaed equijoin size. We refer

interested readers to their work for more details.

Related Work The work in [45] detailed a rigorous introduction to SMC amgltographic
protocols. It has shown that any polynomial-time functiam de expressed as a combi-
natorial circuit of polynomial size, and is therefore ptelsg computable using a generic
circuit evaluation protocol. However, the communication @omputational complexity
of doing so makes this general approach infeasible for ldegasets. As a result, many
new, more efficient SMC techniques are being developed biperg a combination of
different approaches such as data perturbation, lineasfwamation, and cryptographic
primitives. The work in [46] offered a broad view of SMC framark and its applica-
tions to data mining. A collection of SMC tools useful foryacy preserving data mining
(e.g, secure sum, set union, inner product) were discussed jn [B&veral privacy pre-
serving data mining algorithms have been developed bas#tesa toolse.g, association
rule mining from vertically partitioned data [54] and harigally partitioned data [55],
clustering with distributed EM mixture modeling [56], andMeans clustering over verti-
cally partitioned data [57]. A detailed overview of theseheiques and applications can
be found in [58]. SMC and cryptographic protocols have alserbapplied for statistical
analysis [51], support vector machine [59], naive Bayessifecation [60], privacy preserv-
ing OLAP [61], Bayesian network structure computation [S0jormation sharing across
private databases [52], privacy preserving distributegilsilen tree induction [62] and many

others.
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2.1.3 Distributed Data Mining (DDM)

Bluntly put, distributed data mining (DDM) is data mining &ie the data and com-
putation are spread over many independent sites. For sopleans, the distributed
setting is more natural than the centralized one becausaatiaeis inherently distributed.
The bulk of DDM methods in the literature operate over anrabstarchitecture where
each site has a private memory containing its own portioh@fiiata. The sites can operate
independently and communicate by message-passing oveyaoh&onous network. Typ-
ically, communication is a bottleneck. Because commuiunas assumed to be carried
out exclusively by message-passing, a primary goal of magthads in the literature is to
minimize the number of messages sent. For more informabontcDDM, the reader is re-
ferred to two recent surveys [63,64]. These provide a breadwiew of DDM, touching on
issues such as: clustering, classification, associatiemmining, Bayesian network learn-
ing, basic statistics computation, and the historicals@dtDDM. An online repository for
DDM related publications can be found at [65].

Since DDM produces a global data mining model by exchangntgasmall amount
of information among the participating sites, it has beewpaed for many distributed pri-
vacy preserving data mining scenarios. The work in [66] pemgl a paradigm for clus-
tering distributed privacy sensitive data in an unsupexisr a semi-supervised scenario.
In this algorithm, each local data site builds a model andsimaits only the parameters
of the model to the central site where a global clustering ehdgl constructed. A dis-
tributed privacy preserving algorithm for Bayesian netvoarameter learning is reported

elsewhere [67].
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2.2 Rule Hidning

The main objective of rule hiding is to transform the dat&bssch that the sensitive
rules, for example, associate rules and classificatiorsrae masked, and all the other

underlying patterns can still be discovered.

2.2.1 Association Rule Hiding

Association rule hiding considers the problem of transiogrthe database so that
all the sensitive association rules are concealed and atiresensitive rules can still be
identified. The work in [68] gave a formal proof that finding eptimal solution to hide
sensitive large item sets is an NP-hard problem. For thsoreamany heuristic approaches
have been proposed to address the complexity issues. Fopéxahe perturbation-based
association rule hiding techniques [39, 69] are implenebiechanging a selected set of
1-values to O-values (in a binary database) or vice vershatdlie frequent item sets that
generate the sensitive rules are hidden or the support sitserrules is lowered to a user-
specified threshold. The blocking-based association rididp approach [70] replaces
certain attributes of the data with a question mark. Theodhiction of this new special
value in the dataset imposes some changes on the definittbe stipport and confidence
of an association rule. In this regard, the minimum suppadt @inimum confidence will
be changed into a minimum support interval and a minimum denfie interval. As long
as the support and/or the confidence of a sensitive rule éksvthe middle in these two

ranges, the confidentiality of data is expected to be pretect

2.2.2 Classification Rule Hiding

The work in [71] presented a framework that combines degisiee classification

and parsimonious downgrading. Here the term “parsimondmwengrading” refers to the
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phenomenon of trimming out sensitive information from aadat when it is transferred
from a secure environment (referred to as high) to a publioalo (referred to as low).
The objective of this work is to guarantee that the receifahe data will be unable to

build informative classification models for the data thaid$ downgraded.

2.3 Summary

Data mining technologies have enabled commercial and gowental organizations
to extract useful knowledge from data for the purpose ofiess and security related
applications. While successful applications are enconggaghere are increasing concerns
about the invasions to the privacy of personal informatidio. address these concerns,
researchers in the data mining community have proposedussolutions. This chapter
presents an overview of them. It has noted that the main deration in privacy preserving
data mining is two fold: 1ylata hiding sensitive raw data should be modified or trimmed
out from the original database while the important undedypatterns of the data should
still be preserved; and 2yle hiding sensitive knowledge which can be discovered from
the data should be filtered out. We refer interested readeagécent book, a survey and

an online bibliography [58, 72, 73] for more information abthis booming research area.



Chapter 3

TRADITIONAL MULTIPLICATIVE DATA
PERTURBATION

A statistical database (SDB) system is a database systdrallkbwas its users to re-
trieve aggregate statistics.@, sample mean and variance) for a subset of the entities rep-
resented in the database and prevents the collection afiation on specific individuals.
In the statistics community, there has been extensive re@dsea the problem of securing
SDBs against disclosure of confidential information. Thigénerally referred to atatis-
tical disclosure contral Statistical disclosure control approaches suggestdgeititerature
are classified into four general groups: conceptual, questriction, output perturbation
and data perturbation [8]. The conceptual approach prexadeamework for better under-
standing and investigating the security problem of siatittlatabase at the conceptual data
model level. It does not provide a specific implementatiatpdure. The query restriction
approach offers protection by either restricting the sizguery set or controlling the over-
lap among successive queries, etc. The output perturbagiproach perturbs the answer
to user queries while leaving the data in the database ugeldanThe data perturbation
approach introduces noise into the database and transfomts another version. This
dissertation primarily focuses on the data perturbatiqor@gch, and we refer interested

readers to [8] for more details about other approaches.
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Adding random noise to the private database is one commaenpaturbation ap-
proach. In this case, a random noise term is generated framsanbed distribution, and
the perturbed value takes the form; = z;; + r;;, wherez,; is thei-th attribute of thej-th
private data record, and; is the corresponding random noise. In the statistics conitgyun
this approach was primarily used to provide summary steaisinformation €.g, sum,
mean, variance, etc.) without disclosing individuals’ tdential data €.g, [74]). In the
privacy preserving data mining area, this approach wasideresl in [4, 11] for building
decision tree classifiers from private data. Recently, nmasgarchers have pointed out that
additive noise can be easily filtered out in many cases thgtleaa to compromising the
privacy [5—7]. Given the large body of existing signal-pgesing literature on filtering ran-
dom additive noise, the utility of random additive noisefioivacy-preserving data mining
is not quite clear.

The possible drawback of additive noise makes one wondartdabe possibility of
using multiplicative noiseife., y;; = x;; * r;;) for protecting the privacy of the data. Two
basic forms of multiplicative noise have been well studiethe statistics community [15].
One multiplies each data element by a random number thatthascated Gaussian distri-
bution with mean one and small variance. The other takesaitbgic transformation of
the data first, adds multivariate Gaussian noise, then thlkesxponential functioexp(.)
of the noise-added data. As noted in [15], the former peativh scheme was once used
by the Energy Information Administration in the U.S. Depaent of Energy to mask the
heating and cooling degree days, denoted:hy A random noise; is generated from a
Gaussian distribution with mean 1 and variandg25. The random noise is further trun-
cated such that the resulting numbegrsatisfie9).01 < |r;; — 1| < 0.6. The perturbed data
x;;7;; were released. This approach was also discussed in [75].

This chapter gives a brief review of these two perturbatwreses.
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3.1 Perturbation Scheme |

3.1.1 Perturbation Scheme

Let x; be thei-th attribute of a private database. Lgt be the value for the-th
attribute of thej-th record in the database=1,...,n, j = 1,...,m. Letr;; denote the

random noise corresponding:ig. The perturbed datg; is

Yij = TijTij,

wherer;; is independent and identically chosen from a Gaussianitalison with mean
wi (usually u; = 1) and variances?. In other words, all-;;'s for a giveni follow the
same distribution. In practice, the probability densitynofser (ignoring the subscript) is

usually doubly truncated as follows:

L oxp(—525 (r — p)?
f(r) = 2o (a2 (7~ 1)) for A<r < B.

B
[ exp(—52z (r — p)2)dr
1

= exp(— gz (r — 11)?)

2mo

o - o)

where A and B are the lower and upper truncation bounds éd) stands for the cumu-

lative probability up toA. The above equation can be further simplified as

Kz(-—h),
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3.1.2 Statistical Properties of the Perturbed Data

It has been proved in [15] that the mean and variance of thgnadi data attributes
can be estimated from the mean and variance of the pertudiad d

Mean of z;:

) = E(y:)
E(z:) TRz Z(Emy (3.1)

2k [ef

Because the data owner will relegsg o;, A and B, the data receiver can compute the
expected value of;.

Variance of z;:

Var(z;) = FE(x?) — (B(zy))?, (3.2)

where E(z;) can be easily calculated following Eq. 3.1, affd(z;))? can be computed

from the follow equations:

Varly] = EGHE(?) - (E@)E(r)?
= E(}){o} +u] +J§K[A;MiZ(A;Mi) - B@“"Z(B;“’J]
sz 2y
(Bl + 2P - (P
S22 2y

Although the original attribute’s mean and variance can siemated from the per-
turbed data, the inner product and Euclidean distance athengata records are not nec-

essarily preserved after perturbation. The following leasrdepict this situation.
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Lemma 3.1.1 Lety,; = x;;7;;, where each;; is independent and identically chosen from

a Gaussian distribution with mean 1 and variance Then

n n
E( E YijYik — E Tirg) = 0;
i1 i=1
n n n
2 2.2
Vcw’(g YijYik — g TijTiy) = O g T T

Proof:

E(Z YijYik — Z ﬂfzﬂfzk)
i=1 i=1

Var(z YijYik — Z TijTik)
=1 =1

n n
E( E a:ijrija:ikrik) — g TijLik

i=1 i=1

n n
E E(zijrijrixri) — E LijLik

i=1

E ng ng xzkE Tzk E Lij Tk

=1

0.

n
VGT(Z [L’ijrijflfik’l"ik)

i=1

n
E Var(xrieigri) +
i=1

n—1 n

25 E Cov(TpiTpjTpkTpks TqjTqj TakT k)
P:1 q:p+1

Z Var(xijrijxiknk)
=1
Z{E ST — (B(xigrgears))’}

Z{(l + UQ)%%'%%C - %2]%21@}

22
ZL' xzk
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O
The above lemma shows that although the inner product i€pred on expectation,

the variance of the error could be very large.

Lemma 3.1.2 Lety;; = x;;7;;, where eachr;; is independent and identically chosen from

a Gaussian distribution with mean 1 and variance Then

n n

E(Z(?ng - yz‘k)2 - Z(%J - xzk ZU x . - x

=1 =1
Proof: Let LHS denotes the left hand side of the above equation. We ha

n n

=1 i=1

E : 2,2 E
= E( ($ T ;- xzkjrzk 21'”7’1]371]4;7“@]@ ng xzkz
] =1

n n

= > (140”2 + (1 + 0%)af, — 2xgma) — Y (w15 — zax)?

i=1 =1
n n

- Z((ng - mik>2 + Uz(x?j + x?k)) - Z(xm xzk)Q

1

_ 2

= (wij — wik) —i—E o2 m A+ a? E (wij — k)
1

1= =1

= Z 02(3%' + x?k:)
i=1

1=

0
The above lemma shows that the Euclidean distance is narpeskafter perturba-

tion.
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3.2 Perturbation Scheme Il

3.2.1 Perturbation Scheme

Let z;; be the value for theé-th attribute of thej-th record in the database as before.

1=1,....,n,5=1,...,m. Let

U5 = In Lij-

We generate the random noise following the multivariatesseun distributionV (0, cXy),
where0 < ¢ < 1 andXy is the covariance matrix of variables, u-, . . ., u,. We denote

the noise as;;. Let

Zij = Uij Tt €,

yi; = exp(zy)
= exp(lnz;; +e;)
= xijexp(e;)

= xijhij-

The perturbed datg,; is released then. Note that this scheme assumes thay; alle
positive.
3.2.2 Statistical Properties of the Perturbed Data

It has been proved in [15] that the mean, variance and cowaiaf the original data

attributes can be estimated from the perturbed data.
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Mean of z;: Leto? = ¢Var(lnz;). We have

BE(z;) = 2 (3.3)

Variance of z;:

Var(z;) = E(2?) - (E(z;))?

— (B(x:))*. (3.4)

Covariance ofz; and z;:

Z;;n::[ Yik Z}T:l Yjik

> et YikYik m
Cov(z;, x;) = = — m i -1),(3.5
ov(@i, z;) {exp[(cfi2 +2poioj +07)/2] explo? + 03] }m=1).39)

wherep is the correlation coefficient af; andx;, and it can be obtained from the perturbed
data. Because the noise was generated to maintain the saml@ton structure, the corre-
lation between the perturbed data will be on average the sartteat between the original
data in log-scale.

Similar to perturbation scheme |, the inner product and i@laeh distance among
the data records are not preserved after perturbation. dlteving lemma depicts this

situation.

Lemma 3.2.1 Lety,; = x;;h;;, wherez,; and h;; are defined as before. We have

n n n n
o2 .
E(E YijYik — E %]fzk) = E TijTik€ " — 5 Tij ik,
i=1 i=1 i=1 i=1
n n n n

EQ (i — i) = Y (w5 —wu)?) = D (7 (] + ) — 2wygwie™) = > (wi; — war)”

i=1 i=1 i=1 =1

Proof: Becauseh; = exp(e;) ande; follows a Gaussian distribution with mean 0 and



35
variances? (note thatr? = cVar(Inz;)), we can compute the mean and variancé,ais

follows.

400 1 —z2
B(h) = / T ds

e 2, 1 o
Var(h;) = / (" —e2)? e dx

E(h?) = (E(h))*+ Var(h;) = >,

Applying the above results to the proofs of Lemma 3.1.1 anchiba 3.1.2, we get the
expected results. O
The above lemma shows that in scheme I, the perturbed datardd preserve either

inner product or Euclidean distance.

3.3 Privacy Issues

On the surface, multiplicative perturbation seems to ckahg data more than addi-
tive perturbation. For example, perturbing a salargf0, 000 by adding$5000 (5% rela-
tive change) would be considered a compromise while at tme $ene perturbing a salary
of $10,000 by $5000 (50% relative change) would preserve the privacy of the data. On
the other hand, perturbirfgi 00, 000 and$10, 000 by multiplying by 2 would be accepted
because both havié0% relative change. However, by taking logarithms on the pbed
data, the multiplicative perturbation turns into an adeifperturbation. More specifically,
for perturbation scheme |, the logarithmic transformatodny;; gives uslnz;; + Inr;;,
where the noise terin r;; is chosen independent and identically from some distidouti

For perturbation scheme Il, after logarithmic transforioatwe haven z;;+e;;. The noise
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term is chosen fronV (0, ¢y, x ), whereX,, x is the covariance of the original data in log
scale. As noted in [5-7], the privacy of the former “additperturbation scheme” can be
easily breached in many cases. The latter “additive peatiol scheme” generates random
noise withsimilar covariance structure with the original data (in log scade)] therefore
offers better privacy protection. This kind of perturbatiwas also been extensively inves-
tigated in the literaturee(g, [6, 13, 14, 76]). In particular, the work in [6] shows thageth
accuracy of attacker’s estimation of the original data geisse as the similarity increases.

Before concluding this subsection, it should be noted thatlitionally, the privacy,
denoted by, provided by a perturbation technique for continuous dataeasured as the
variance of difference between the original data and peetlidata [8], thatid/ar(X—-Y"),
whereX represents the original data attribute antdhe perturbed attribute. This measure
can be made scale invariant with respect to the variangeasy = Var(X—-Y)/Var(X).
This measure is suited to quantifying the privacy of a sirgjtebute. In practice, an
attacker may also attempt to use a linear combination oféhieigbed attributes to estimate
confidential information of the linear combination of thegimal attributes. Measuring
the privacy offered for linear combinations is difficult la@ese there are too many such
combinations. A canonical correlation-based metric igluad13] that can measure the
maximum proportion of variance that an attacker can exgltairany linear combination
of the original attributes, using a linear combination & gferturbed and non-confidential
attributes. Lef\ denotes the largest eigenvalue of the following maﬂrj‘XXCXyC;;CYX,
where C'x x denotes the covariance of, C'xy the covariance o\ andY. The value
of \ represents the maximum proportion of variability in anyeln combination ofX
that can be explained by any linear combinationYof The privacy is defined ag =
1 — A. Thus, for any linear combination of, at leastl — X proportion of variability will
remain unexplained. These metrics do provide the data owitiemeaningful information

regarding the effectiveness of the perturbation methodmesway. However, they do not
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offer an insight on how the attackers could attack the pedtion if they had some prior
knowledge about the data. Trottiat al. [77] tried to address this issue by developing
a Bayesian attacker model to assess the performance of thelgaion techniques on
continuous microdata. They specifically investigated tiralgination of both additive noise
and multiplicative noise and allowed the attacker to usered data to enhance the chances
of disclosing the identity of a target individual. Their sifation showed that the probability
of the identity disclosure is a function of many key paramelig&e the variability amongst
profiles in the original data, the amount of attacker’s pinéormation, the amount of noise

introduced in the data, etc.

3.4 Summary

This chapter briefly reviews two traditional multiplicagidata perturbation techniques
that have been well studied in the statistics community.s€hgerturbations are primarily
used to mask the private data while allowing summary siegit.g, sum, mean, variance,
covariance) of the original data to be estimated.

In summary, these multiplicative perturbations have ttlefong advantages and dis-

advantages:

e The multiplicative perturbation is relative, that is, largalues in the original data are

perturbed more than smaller values.

¢ In practice, the first perturbation scheme is good if the degseminator only wants
to make minor changes to the original data; the second schesuges higher secu-

rity than the first one but maintains the data utility in thg-krale.

e These perturbation schemes are equivalent to additiverpetton after the loga-

rithmic transformation. Due to the large volume of reseancteriving private in-
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formation from the additive noise perturbed data, the sgcaf these perturbation

schemes is questionable.

e The objective of these perturbation schemes is to mask tveg@data while allowing
summary statistics to be estimated. However, problemstarmaing are somewhat
different. Data mining techniques, such as clusteringssifeation, prediction and
association rule mining, are essentially relying on monghssiicated relationships
among data records or data attributes, but not simple suynstatistics. The tradi-
tional multiplicative perturbations distort each datanedat independently, therefore
the Euclidean distance and inner product among data reemedasually not pre-

served, and the perturbed data cannot be used for many dategrapplications.

In the next chapter, we will present a new multiplicativeadagerturbation technique
calleddistance preserving data perturbatioihis technique preserves inner product and
Euclidean distance among data records. Therefore, maayniaing algorithms can be
efficientlyapplied to the perturbed data and prodegactly the sameesults as if applied
to the original datad.g, distance-based clustering, k-nearest neighbor classifig. We
further address the privacy issues of this technique byideriag three types of prior
knowledge an attacker may have and use to design attackdeesrto recover the original
data. As such, valuable information is gained into the ¢ffeness of distance preserving

transformation for privacy preserving data mining.



Chapter 4

EUCLIDEAN DISTANCE PRESERVING DATA
PERTURBATION

Recently, distance preserving data perturbation [16—&8]dained attention because
it mitigates the privacy/accuracy trade-off by guaramtgeerfect accuracy. Many impor-
tant data mining algorithms can leéicientlyapplied to the transformed data and produce
exactly the sameesults as if applied to the original dagg, distance-based clustering and
k-nearest neighbor classification. However, the issue wflell the original data is hidden
has, to our knowledge, not been carefully studied. In thagptér, we address this issue by
studying how well an attacker can recover the original datenfthe transformed data and
prior information. We restrict our attention to the classl@tance preserving transforma-
tions that fix the origin and consider recovery of the ori¢jofegta in the presence of three
different classes of prior information (described laté&ur analysis explicitly illuminates
scenarios where privacy can be breached. As such, valudblenation is gained into the
effectiveness of distance preserving transformation fimapy preserving data mining.

The remainder of this chapter is organized as follows. 8eetil discusses some ba-
sic mathematical properties of distance preserving toansdtions, the application of these
transformations to privacy preserving data mining, andyérgeration of orthogonal matri-

ces. Sections 4.2 and 4.3 defines the privacy breach mettithage classes of attacker’s
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prior knowledge. Sections 4.4, 4.5 and 4.6 examine in dbtail knowledge in each of
these classes can be used to estimate the original datalitransformed data. Finally,

Section 4.7 concludes this chapter.

4.1 Distance Preserving Transformations

This section offers an overview of distance preservingsi@mation: its definition,
application scenarios, etc. Throughout this chapter &snt¢herwise stated), all matrices
and vectors discussed are assumed to have real entries.ed@trs are assumed to be
column vectors and/’ denotes the transpose of any matrix An m x n matrix M is said
to be orthogonal iV’ M = I, then x n identity matrix. If M is square, it is orthogonal
if and only if M’ = M~ [78, pg. 17]. The determinant of any orthogonal matrix ibeit

+1 or—1. Let©Q,, denote the set of all x n, orthogonal matrices.

4.1.1 Definition and Fundamental Properties

To define the distance preserving transformation, let us aftigh the definition of
metric space In mathematics, a metric space is a Setith a global distance function
(the metricd) that, for every two points;, y in S, gives the distance between them as a
nonnegative real numbé(z, y). Usually, we denote a metric space by a 2-tudled). A

metric space must also satisfy
1. d(z,y) = 0 iff x = y (identity),
2. d(z,y) = d(y, x) (Symmetry),
3. d(z,y) + d(y, z) > d(z, z) (triangle inequality).

A metric spacgS;, d;) is isometric to a metric spade.,, d») if there is a bijection

T :S; — S, that preserves distances. Thatdg,z,y) = do(T'(x),T(y)) for all z,y € S;.
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The metric space which most closely corresponds to ourtimtuiinderstanding of
space is the Euclidean space, where the distdimween two points is the length of the
straight line connecting them. In this chapter, we spedificmnsider the Euclidean space
and defined(x,y) = ||z — yl||, the>-norm of vectorr — y. A functionT : R* — R"
is distance preserving in the Euclidean space if forzal) € R™, ||z — y|| = ||T(z) —
T(y)||. HereT is also called aigid motion It has been shown that any distance preserving
transformation is equivalent to an orthogonal transforomafiollowed by a translation [78,
pg. 128]. In other words, there existé, € O, andvy € R” such thatl” equalsr € R
— Mrx + vp. If T fixes the origin,7'(0) = 0, thenvy = 0; hence,T" is an orthogonal
transformation. Henceforth we assufids a distance preserving transformation which
fixes the origin — amrthogonal transformationSuch transformations preserve the length
(I*-norm) of vectorsy|z|| = ||T(z)]| (i.e., given anyM; € OQ,, ||z|| = ||Mrz||). Hence,
they mover along the surface of the hyper-sphere centered at the avigirradius||z||.

From a geometric perspective, an orthogonal transformagi@ither a rigid rotation
or a rotoinversion (a rotation followed by a reflection). Jiproperty was originally dis-
covered by Schoute in 1891 [79]. Coxeter [80] summarizecbBi&’s work and proved
that every orthogonal transformation can be expressed asdaigt of commutative rota-
tions and reflections. To be more specific, detdenote a rotationR a reflection,2¢ the
number of conjugate imaginary eigenvalues of the ortholgoa#ix M, andr the number
of (-1)’s in then — 2¢ real eigenvalues. The orthogonal transformation is exsjirksas
QIR"(2q +r < n). Especially, in 2D spacelet(M) = 1 corresponds to a rotation, while

det(M) = —1 represents a reflection.

4.1.2 Generation of Orthogonal Matrix

Many matrix decompositions involve orthogonal matriceshsas QR decomposition,

SVD, spectral decomposition and polar decomposition. Tiegee a uniformly distributed
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random orthogonal matrix, we usually fill a matrix with inéglent Gaussian random
entries, then use QR decomposition. Stewart [81] replausdiith a more efficient idea
that Diaconis and Shahshahani [82] later generalized asuthgroup algorithmWe refer

the reader to these references for detailed treatmento$tifiject.

4.1.3 Data Perturbation Model

Orthogonal transformation-based data perturbation campémented as follows.
Suppose the data owner has a private databgse,, with each column ofX being a
record and each row an attribute. The data owner generates<an orthogonal matrix
My, and computes

}/nxm - MT

nxn

Xnxm- (4.1)

The perturbed dat¥, ., is then released for future usage. As a taste of the many dgamp
and experiments to come later in this Chapter, Figure 4.tiges an example of how the
data looks before and after perturbation.

Next we describe the privacy application scenarios whetteogonal transformation
can be used to hide the data while allowing important padtéorbe discovereaithout

error.

4.1.4 Privacy Application Scenarios

Many data perturbation approaches pay a price in terms oad¢haracy of the es-
timated patterns for achieving the desired level of privaoytection. For example, an
additive perturbation-based approach adds noise to tlaemarder to make sure that the
data is sufficiently distorted so that the original data galoannot be identified accurately.

This also introduces noise in the patteregy( a decision tree, association rules) that a





































































































































































































































































































































































