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ABSTRACT

Title of Dissertation: Multiplicative Data Perturbation for
Privacy Preserving Data Mining

Kun Liu, Doctor of Philosophy, 2007

Dissertation directed by: Dr. Hillol Kargupta
Associate Professor
Department of Computer Science and
Electrical Engineering

Recent interest in the collection and monitoring of data using data mining technology

for the purpose of security and business-related applications has raised serious concerns

about privacy issues. For example, mining health care data for the detection of disease

outbreaks may require analyzing clinical records and pharmacy transaction data of many

individuals over a certain area. However, releasing and gathering such diverse information

belonging to different parties may violate privacy laws andeventually be a threat to civil

liberties. Privacy preserving data mining strives to provide a solution to this dilemma. It

aims to allow useful data patterns to be discovered without compromising privacy.

In 2000, Agrawal and Srikant proposed the addition of i.i.d.white noise for privacy

protection. However, Karguptaet al. pointed out that additive noise can be easily filtered

off revealing a good approximation of the private data. Thismakes one wonder about

the possibility of using multiplicative noise. This dissertation systematically investigated

different multiplicative data perturbation techniques for privacy preserving data mining.

These types of perturbation distort the private data by multiplying some random noise and

only the perturbed version is released for data mining analysis. Extensive theoretical and

experimental results were provided to support the following primary contributions.



First, we examined the security issues of distance preserving data perturbation. This

technique is potentially very useful in that some importantdata mining algorithms can be

efficiently applied to the perturbed data and produce exactly the same results as if applied

to the original data. However, the issue of how well the original data is hidden had not

been carefully studied. We took a step in this direction by considering three types prior

knowledge an attacker may have and use to design attack techniques to recover the original

data. Our results offered insight into the vulnerabilitiesof distance preserving perturbation.

Second, we explored a random projection-based data perturbation that preserves the

inner products and Euclidean distances in the original datawith high probabilities. We

proposed a maximum a posteriori probability (MAP) estimate-based Bayes privacy model

to quantify the privacy. Guidelines were offered for the data owner to control the pri-

vacy/accuracy tradeoff when perturbing the data. Theoretical analysis showed that this

perturbation provides higher privacy protection than distance preserving perturbation, but

with little loss of accuracy.
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Chapter 1

INTRODUCTION

1.1 Background

M OST of our daily activities are now routinely recorded and analyzed by a variety

of governmental and commercial organizations for the purpose of security and

business related applications. From telephone calls to credit card purchases, from Inter-

net surfing to medical prescription refills, we generate datawith almost every action we

take. Collecting and analyzing such data are causing a majorconcern about our privacy. A

Forbes cover story in November 1999,I Know What You Did Last Night, highlights the way

that different slices of consumer data can now be pulled together to create a vivid picture

of any individual’s life [1]. Privacy has been gaining more attention since September 11.

To handle the terrorism, the government needed to examine, using data mining technology,

more information about individuals to detect unusual disease outbreaks, financial fraudu-

lent behaviors, network intrusions, etc. While all of theseapplications of data mining can

benefit our society, there is also a negative side to this technology because it could be a

threat to the individuals’ privacy. Recently, we have heardmuch about national security

vs. privacy in newspapers, magazines, research articles, and on television talk shows [2].

In 2003, concerns over the U.S. Total Information Awareness(also known as Terrorism

Information Awareness) project even led to the introduction of a bill in the U.S. Senate that

1



2

would have banned any data mining programs in the U.S. Department of Defense. To elim-

inate the misguided impression, SIGKDD, an ACM’s special interest group on knowledge

discovery and data mining, even sent out a letter to claim“Data Mining” is NOT Against

Civil Liberties[3]. However, as the letter pointed out that:

the best (and perhaps only) way to overcome the ”limitations” of data mining

techniques is to do more research in data mining, including areas like data secu-

rity and privacy preserving data mining, which are actuallyactive and growing

research areas.

In 2000, Agrawal and Srikant [4] published their early work on privacy preserving data

mining. They proposed an additive data perturbation technique for decision tree construc-

tion in a client/server scenario. In their work, each clienthas a numerical private attribute

xi and the server wants to learn the distribution of these attributes to build a classification

model. The clients mask their attributesxi by adding random noiseri drawn independently

from a known distribution. The server collects the values ofxi + ri and reconstructsxi’s

distribution. However, Karguptaet al.[5] later questioned the use of random additive noise

and pointed out that additive noise can be easily filtered outin many cases. Their work was

further extended by Huanget al. [6], Guoet al. [7] and many else.

The drawback of additive noise makes one wonder about the possibility of using mul-

tiplicative noise for protecting the data privacy. In this type of perturbation, the private data

is distorted by multiplying some random noise and only the perturbed version is released

for data mining analysis. To our best knowledge, this technique has not been carefully

studied in the literature. This dissertation specifically investigates different multiplicative

data perturbations for PPDM. It presents extensive theoretical and experimental results on

the accuracy and privacy of each of the multiplicative data perturbation techniques. Thus,

valuable information is gained into effectiveness of multiplicative perturbations for PPDM.
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Data Miner

Researcher

FIG. 1.1. Census Model.

1.2 Problem Statement

The problem we are interested in can be stated as follows. An organization has a

private database and wishes to make it publicly available for data analysis while keeping

the original data records private. To achieve this goal, this organization transforms its

database into another form and only release that. A third party data miner or a researcher

can analyze and discover useful patterns of the original data from only the transformed

data. This is generally referred to as the census model, as illustrated by Figure 1.1.

1.3 Contributions of this Dissertation

This dissertation has systematically studied multiplicative data perturbation techniques

for privacy preserving data mining. It has made the following main contributions.

1. We examined the effectiveness of distance preserving perturbations in privacy pre-

serving data mining. These techniques are potentially veryuseful in that some im-

portant data mining algorithms can be efficiently applied tothe transformed data and
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produce exactly the same results as if applied to the original data,e.g.,distance-based

clustering and k-nearest neighbor classification. However, the issue of how well the

original data is hidden has, to our knowledge, not been carefully studied. We took

a step in this direction by assuming the role of an attacker armed with three types

of prior information regarding the original data. We studied how well the attacker

can recover the original data from the transformed data and prior information. Three

different attack techniques were developed. The first one was based on linear algebra

and statistical theory, the second on principal component analysis (PCA), and the

third on independent component analysis (ICA). Our resultsoffered insight into the

advantages and vulnerabilities of distance preserving perturbations.

2. We further proposed a random projection-based data perturbation that preserves dis-

tance with high probabilities, and derived the analytic error bounds for the accuracy.

We proposed a maximum a posteriori probability (MAP) estimate-based Bayes pri-

vacy model to quantify the privacy offered by the perturbation technique. Our analy-

sis showed that, under mild assumptions, random projection-based data perturbation

did not offer the attacker more information about the private data than what had been

implied by the distance preserving property of random projection itself. In addition,

guidelines were offered for the data owner to control the privacy/accuracy tradeoff

when perturbing the data. Our theoretical analysis and experimental results provided

valuable information about the characteristics of this perturbation.

1.4 Dissertation Organization

This dissertation is organized as follows.

Chapter 1: This chapter presents the background of this research, the problem definition,

the contributions, and the organization of this dissertation.
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Chapter 2: This chapter offers an overview of various techniques and methodologies that

have been developed in the privacy preserving data mining area. It notes that the main con-

sideration in privacy preserving data mining is two fold: 1)data hiding: sensitive raw data

should be modified or trimmed out from the original database while the important underly-

ing patterns of the data should still be preserved, and 2)rule hiding: sensitive knowledge

which can be discovered from the data should be filtered out. The objective of privacy pre-

serving data mining is to allow meaningful patterns to be identified while keeping private

information private during and after the mining process.

Chapter 3: This chapter briefly reviews two multiplicative data perturbation techniques

that have been studied in the statistics community. These perturbations distort each data

element independently, and they are primarily used to mask the private data while allowing

summary statistics (e.g.,sum, mean, variance) of the original data to be estimated. This

chapter notes that these perturbation schemes are equivalent to the additive perturbation

after a logarithmic transformation, and therefore, they are vulnerable to many attacks de-

signed for additive perturbation. Moreover, the Euclideandistances among data records are

generally not preserved after perturbation.

Chapter 4: This chapter discusses a new multiplicative perturbation technique called dis-

tance preserving data perturbation. The perturbed data preserves inner products and Euclid-

ean distances. Many important data mining algorithms can beefficiently applied to the

perturbed data and produce exactly the same results as if applied to the original data. This

chapter first talks about the basic mathematical propertiesof this perturbation. Then, it

addresses the security issues of this technique by studyinghow well an attacker can re-

cover the original data from the perturbed data and other prior knowledge. Three attack

algorithms are designed. The first is based on basic properties of linear algebra, the second

on principal component analysis (PCA), and the third on independent component analysis

(ICA). As such, valuable information is gained into the effectiveness of distance preserving
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transformation for privacy preserving data mining.

Chapter 5: This chapter proposes a random projection-based multiplicative data perturba-

tion technique. This technique maps the data onto a lower dimensional space while main-

taining, with high probabilities, the pairwise Euclidean distances and the inner products of

the original data. This chapter first derives some analytic error bounds for the accuracy

of the distances preserved by random projection. Then, it offers a Bayes privacy model

to measure the privacy provided by the perturbation. To be more specific, it considers the

use of maximum a posteriori probability (MAP) estimate to recover the original data, and

to quantify the privacy. A closed-form expression about the(upper bound of the) privacy

breach is derived, which can be used together with the error bounds to guide the pertur-

bation in practice. Next, this chapter examines several privacy disclosure scenarios and

analyzes the efficacy of the corresponding attacks.

Chapter 6: This chapter concludes this dissertation and outlines the directions for future

research.



Chapter 2

BACKGROUND AND RELATED WORK

Recent interest in the collection and monitoring of data using data mining technology

for the purpose of security and business-related applications has raised serious concerns

about privacy issues. Sometimes, individual or organizational entities may not be willing

to divulge the sensitive raw data; sometimes, the knowledgeand/or patterns detected by a

data mining system may be used in a counter-productive manner that violates the privacy

policy. The main objective of privacy preserving data mining is to develop algorithms for

modifying the original data or modifying the computation protocols in some way, so that

during and after the mining process, the private data and private knowledge remain private

while other underlying data patterns or models can still be effectively identified.

There exists a growing body of literature on privacy preserving data mining. This

chapter presents a classification and an extended description of the various techniques and

methodologies that have been developed in this area (see Table 2.1 for a brief overview of

the categories).

2.1 Data Hiding

The main objective of data hiding is to transform the data or to design new compu-

tation protocols so that the private data remains private during and/or after data mining

7
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Data Hiding

Data Perturbation
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




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















Additive Perturbation
Multiplicative Perturbation
Data Microaggregation
Data Anonymization
Data Swapping
Other Randomization Techniques

Probability Distribution

{

Sampling Method
Analytical Method

Secure Multi-Party Computation (SMC) / Cryptographic Protocols
Distributed Data Mining (DDM)

Rule Hiding
Association Rule Hiding

{

Data Perturbation
Data Blocking

Classification Rule Hiding
{

Parsimonious Downgrading

Table 2.1. A brief overview of privacy preserving data mining techniques.

operations while the underlying data patterns or models canstill be discovered.

2.1.1 Data Perturbation

Data perturbation techniques can be grouped into two main categories, which we call

the value distortion technique and probability distribution technique. The value distortion

technique perturbs data elements or attributes directly byeither additive noise, multiplica-

tive noise or some other randomization procedures. On the other hand, the probability dis-

tribution technique considers the private database to be a sample from a given population

that has a given probability distribution. In this case, theperturbation replaces the original

database by another sample from the same (estimated) distribution or by the distribution

itself.

Note that there has been extensive research in the area of statistical databases (SDB)

on how to provide summary statistical information without disclosing individuals’ confi-

dential data (e.g.,[8–10]). The privacy issues arise when the summary statistics are derived

from data of very few individuals. A popular disclosure control method is data perturbation,
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which alters individual data in a way such that the summary statistics remain approximately

the same. However, problems in data mining become somewhat different from those in

SDBs. Data mining techniques, such as clustering, classification, prediction and associ-

ation rule mining, are essentially relying on more sophisticated relationships among data

records or data attributes, but not just simple summary statistics. This dissertation specif-

ically focuses on data perturbation for privacy preservingdata mining. In the following,

we will primarily discuss different perturbation techniques in the data mining area. Some

important perturbation approaches in SDBs are also coveredfor the sake of completeness.

Additive Perturbation The work in [4, 11] proposed an additive data perturbation tech-

nique for building decision tree classifiers. In this technique, each client has a numerical

attributexi and the server (or data miner) wants to learn the distribution of these attributes

to build a classification model. The clients randomize theirattributesxi by adding random

noiseri drawn independently from a known distribution such as a uniform distribution or

a Gaussian distribution. The server (or data miner) collects the values ofxi + ri and recon-

structsxi’s distribution using a version of the Expectation-Maximization (EM) algorithm.

This algorithm provably converges to the maximum likelihood estimate of the desired orig-

inal distribution [11].

Karguptaet al. [5] questioned the use of random additive noise and pointed out that

additive noise can be easily filtered out in many cases that will possibly compromise the

privacy. To be more specific, they proposed a random matrix-based Spectral Filtering (SF)

technique to recover the original data from the perturbed data. Their empirical results have

shown that the recovered data can be reasonably close to the original data. However, two

important questions remain to be answered: 1) What are the theoretical lower bound and

upper bound of the reconstruction error; and 2) What are the key factors that influence the

accuracy of the data reconstruction?

Guo and Wu [7] further investigated the Spectral Filtering technique and derived an
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upper bound for the Frobenius norm of the reconstruction error using matrix perturbation

theory. They also proposed a Singular Value Decomposition (SVD)-based reconstruction

method and derived a lower bound for the reconstruction error [12]. They then proved the

equivalence between the SF and SVD approach, and as a result,the lower bound of SVD

approach can also be considered as the lower bound of the SF approach.

Huanget al.[6] pointed out that the key factor that decides the accuracyof data recon-

struction is the correlation among the data attributes. Their results have shown that when

the correlations are high, the original data can be reconstructed more accurately, that is,

more private information can be disclosed. They further proposed two data reconstruction

methods based on data correlations: one used the Principal Component Analysis (PCA),

and the other used the Bayes Estimate (BE) technique, which in essence is a maximum a

posterior probability estimation. To improve privacy, they designed a modified additive per-

turbation scheme, in which they let the correlation of random noisesimilar to the original

data. This approach is similar with many data perturbation approaches used in the statistics

community (e.g.,[13, 14]). Their results have shown that the reconstructionaccuracy of

both PCA and BE techniques get worse as the similarity increases.

Given the large body of existing signal-processing literature on filtering random ad-

ditive noise, the utility of random additive noise for privacy preserving data mining is not

quite clear.

Multiplicative Perturbation Two basic forms of multiplicative noise have been studied in

the statistics community [15]. One multiplies each data element by a random number that

has a truncated Gaussian distribution with mean one and small variance. The other takes a

logarithmic transformation of the data first, adds multivariate Gaussian noise, then takes the

exponential functionexp(.)of the noise-added data. Neither of these perturbations preserve
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pairwise distance among data records.1

To facilitate large scale data mining applications, Liuet al.[16] proposed an approach

where the data is multiplied by a randomly generated matrix –in effect, the data is pro-

jected into a lower dimensional random space. This technique preserves distance on expec-

tation. Oliveira and Zaiane [17], Chen and Liu [18] discussed the use of random rotation

for privacy preserving clustering and classification. These authors observed that the dis-

tance preserving nature of random rotation enables a third party to produce exactly the

same data mining results on the perturbed data as if on the original data. However, they did

not analyze the privacy limitations of random rotation. Liuet al. [19] addressed the pri-

vacy issues of distance preserving perturbation (including rotation) by studying how well

an attacker can recover the original data from the transformed data and prior information.

They proposed two attack techniques: the first is based on basic properties of linear alge-

bra and the second on principal component analysis. Their analysis explicitly illuminated

scenarios where privacy can be breached. As such, valuable information was gained into

the effectiveness of distance preserving transformation for privacy preserving data mining.

Mukherjeeet al. [20] considered the use of discrete fourier transformation(DFT) and dis-

crete cosine transformation (DCT) to perturb the data. Onlythe high energy DFT/DCT co-

efficients were used, and the transformed data in the new domain approximately preserved

the Euclidean distance. The DFT/DCT coefficients were further permutated to enhance

the privacy protection level. However, the authors did not offer a rigorous analysis of the

privacy. Also note that if no coefficients were dropped, their technique would be fundamen-

tally the same as distance preserving transformation; therefore, the privacy issues could be

analyzed using the model proposed by Liuet al. [19].

Data Microaggregation Data microaggregation is a popular data perturbation approach

1In Chapter 3 we will discuss these perturbation schemes in details.
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in the area of secure statistical databases (SDBs). For a dataset with a single private at-

tribute, univariate microaggregation (e.g.,[21]) sorts data records by the private attribute,

groups adjacent records into groups of small sizes, and replaces the individual private val-

ues in each group with the group average. Multivariate microaggregation considers all the

attributes and groups data using a clustering technique (e.g.,[22, 23]). This approach pri-

marily considers the preservation of data covariance instead of the pairwise distance among

data records.

Recently, two multivariate microaggregation approaches have been proposed by re-

searchers in the data mining area. Aggarwal and Yu [24] presented a condensation approach

to privacy preserving data mining. This approach first partitions the original data into mul-

tiple groups of predefined size. For each group, a certain level of statistical information

(e.g., mean and covariance) about different data records is maintained. This statistical in-

formation is used to create anonymized data that has similarstatistical characteristics to

the original dataset, and only the anonymized data is released for data mining applica-

tions. This approach preserves data covariance instead of the pairwise distance among data

records. Liet al. [25] proposed a kd-tree based perturbation method, which recursively

partitions a dataset into smaller subset such that data records in each subset are more ho-

mogeneous after each partition. The private data in each subset are then perturbed using

the subset average. The relationships between attributes are expected to be preserved.

Data Anonymization Sweeney [26] developed thek-anonymityframework wherein the

original data is transformed so that the information for anyindividual cannot be distin-

guished from(k − 1) others. Generally speaking, anonymization is achieved by suppress-

ing (deleting) individual values from data records (e.g., , name and social security numbers

are removed), and/or replacing every occurrence of certainattribute values with a more

general value (e.g., the zip codes 21250-21259 might be replaced with 2125*). A variety of

refinements of this framework have been proposed since its initial appearance. Some of the
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work (e.g., [26,27]) start from the original dataset and systematically or greedily generalize

it into one that isk-anonymous. Some (e.g., [28]) start with a fully generalized dataset and

systematically specialize the dataset into one that is minimally k-anonymous.

The problem ofk-anonymization is not simply to find anyk-anonymization, but to,

instead, find one that is “good” or even “best” according to some quantifiable cost metric.

Each of the previous work provides its own unique cost metrics for modeling desirable

anonymization. Cost metrics typically tally the information loss resulting from the sup-

pression or generalizations applied. As an illustration, we will show two cost metrics here.

The first metric was proposed by Bayardo and Agrawal [28]. This metric attempts to

capture in a straightforward way the desire to maintain discernibility between data records

as much as is allowed by a presetting ofk. This discernibility metric assigns a penalty to

each data record based on how many records in the transformeddataset are indistinguish-

able from it. If an unsuppressed record falls into an inducedequivalence class of sizej, that

record is assigned a penalty ofj. If a record is suppressed, it is assigned a penalty of|D|,
the size of the original dataset. This penalty reflects the fact that a suppressed record cannot

be distinguished from any other record in the dataset. This metric can be mathematically

expressed as follows:

Cost(g, k, D) =
∑

∀E s.t |E|≥k

|E|2 +
∑

∀E s.t. |E|<k

|D||E|,

whereE is the equivalence classes of records inD induced by the anonymization func-

tion g. The first sum of the above expression computes penalties for each non-suppressed

record, the second for suppressed records.

The second cost metric was proposed by Iyengar [29]. This metric can be applied

when records are associated with categorical class labels.Thus, the anonymization can

produce equivalence classes consist of records that are uniform with respect to the class
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label. This classification metric assigns no penalty to an unsuppressed tuple if it belongs

to the majority class within its induced equivalence class.All other tuples are penalized a

value of 1. This metric can be mathematically stated as follows:

Cost(g, k, D) =
∑

∀E s.t. |E|≥k

(|minority(E)|) +
∑

∀E s.t. |E|<k

|E|,

where the minority function accepts a set of class labeled records and returns the sub-

set of records belonging to any minority class with respect to that set. The first sum of

the above expression penalizes non-suppressed records, the second penalizes suppressed

records. Iyengar has shown that this metric produces anonymized datasets that give better

classification models than do class oblivious metrics.

Recently, Machanavajjhalaet al.[30] pointed that simplek-anonymityis vulnerable to

strong attacks due to the lack of diversity in the sensitive attributes. They proposed a new

privacy definition calledl-diversity. The main idea behindl-diversity is the requirement that

the values of the sensitive attributes are well representedin each group. Other enhanced

k-anonymitymodels have been proposed elsewhere [31,32].

Data SwappingThis technique transforms the database by switching a subset of attributes

between selected pairs of records so that the individual record entries are unmatched, but

the statistics (e.g., marginal distributions of individual attributes) are maintained across

the individual fields. This technique was first proposed by Dalenius and Reiss [33]. A

variety of refinements and applications of data swapping have been addressed since its

initial appearance. We refer readers to [34] for a thorough treatment.

Other Randomization TechniquesThe work in [35, 36] considered categorical data per-

turbation in the context of association rule mining. This work was extended in [37] where a

rigorous framework for quantifying privacy breaches was introduced. This framework uses

a key concept ofγ-amplification and applies without any assumptions of the underlying
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distribution from which the original data is drawn. The workin [38] considered this frame-

work again and showed how to optimally set the perturbation parameters for reconstruction

while maintainingγ-amplification. Along a related line, Verykios [39] considered pertur-

bation techniques that allow the discovery of some association rules while hiding others

considered to be sensitive.

Sampling Method Liew et al. [40] proposed a probability distribution-based approach

for protecting a single confidential attribute in a private database. This approach consists

of three steps: 1) estimate the underlying probability density function of the attribute; 2)

generate a new sample set from the estimated density function; and 3) substitute the new

sample for the original attribute in the same rank order, that is, the smallest value of the new

sample should replace the smallest value in the original data, and so forth. This approach

is applicable to both numeric and categorical attributes. The noise introduced by this ap-

proach is larger when the private database is small; thus, better security is achieved, but

biased-query responses are provided with users. When the size of the database increases,

the bias becomes smaller, but less security of confidential attribute is achieved.

Analytical Method Lefonset al.[41] proposed an approach for protecting multi-numerical

sensitive attributes by replacing the original private database with its probability density.

The key contribution of their work lies in the approximationof the data distribution by

orthogonal polynomials. The coefficients used in the computation of the approximation

are called canonical coefficients. These coefficients are well suited for usage in an online

environment because they can be adopted easily in case of insertions and deletions of the

database records. However, if the estimated probability density function is a very precise

description of the original data, there is hardly any protection against partial disclosures.

On the other hand, if there is large deviation between the density function and the original

sensitive data, issues such as how to avoid bias and how to control the trade-off between

precision and security need to be carefully addressed.
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2.1.2 Secure Multi-party Computation (SMC)

Definition Secure Multi-party Computation (SMC) [42] considers the problem of evaluat-

ing a function of two or more parties’ secret inputs, such that no party learns anything but

the designated output of the function. Concretely, we assume we have inputsx1, . . . , xn,

where partyi ownsxi, and we want to compute functionf(x1, . . . , xn) = (y1, . . . , yn) such

that partyi getsyi and nothing more than that.

Example As an example, we may consider Yao’s millionaire’s problem:two millionaires

meet in the street and want to find out who is richer without having to reveal their actual

fortune to each other. The function computed in this case is asimple comparison between

two numbers. If the result is that the first millionaire is richer, then he knows that, but this

should be all the information he learns about the other guy.

Adversarial Behavior It is common to model cheating by considering adversarial parties

that attempt to obtain information about the private inputsof their peers. SMC typically

studies two types of adversaries: Asemi-honestadversary (also known aspassive, orhonest

but curiousadversary) is a party who follows the protocol properly, yetattempts to learn

additional information by analyzing all the intermediate results and the messages received

during the protocol execution. On the other hand, amaliciousadversary may arbitrarily

deviate from the protocol specification. A malicious adversary could refuse to participate

in the protocol when the protocol is first invoked, could substitute its input and enter the

protocol with an input other than the one provided with it, and could abort the protocol

prematurely. It is obviously easier to design a solution that is secure against semi-honest

adversaries than it is to design a solution for malicious adversaries. In practice, people

usually first design a secure protocol for the semi-honest scenario, and then transform it to

a protocol that is secure against malicious adversaries. This transformation can be done by

requiring each party to use zero-knowledge proofs to prove that each step that it is taking
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follows the protocol specification.

Privacy Generally speaking, an SMC protocolprivately computes a function if any in-

formation that a party can obtain can be essentially obtained by that party through its own

inputs and outputs. An alternative definition compares the results of the actual computation

to that of anideal computation. Here theideal computation assumes there exists atrusted

party who does not deviate from the protocol specification at all, and does not attempt to

cheat. All parties send their private inputs to thetrusted party, who computes the function

and sends the appropriate results back to all the parties. Wesay a protocol is secure or

private if anything that an adversary can learn in the actualworld can also be learned in the

ideal world, namely from its own inputs and from the outputs it receives from thetrusted

party. In essence, protocols satisfying this definition prevent an adversary from gaining

any extra advantage in the actual world over what it could have gained in an ideal world.

Building Blocks We describe here some representative building blocks of secure multi-

party computation.

• Oblivious Transfer In cryptography, an oblivious transfer protocol is a protocol by

which a sender sends some information to the receiver, but remains oblivious as to

what is sent. Oblivious transfer is one of the most importantprotocols for secure

computation. It has been shown by Kilian [43] that oblivioustransfer is sufficient for

secure computation in the sense that given an implementation of oblivious transfer

it is possible to securely evaluate any polynomial time computable function without

any additional primitive. A simply form of oblivious transfer called “1 out of 2

oblivious transfer,”, denoted byOT 2
1 , was developed later by Shimon Even, Oded

Goldreich, and Abraham Lempel [44]. This protocol involvestwo parties, thesender

and thereceiver. The sender’s input is a pair(x0, x1) and the receiver’s input is a

bit λ ∈ {0, 1}. At the end of the protocol the receiver learnsxλ and nothing else,

and the sender learns nothing. Oblivious transfer protocols can be designed based



18

on virtually all known constructions of trapdoor functions, for example, public key

cryptosystems. In the case of semi-honest adversaries, there exist simple and efficient

protocols for oblivious transfer [44,45].

As an illustration of the application of oblivious transfer, let us consider the following

problem. Assume there are two parties. Party 1 holdsa1 ∈ {0, 1}, b1 ∈ {0, 1}, and

party 2 holdsa2 ∈ {0, 1}, b2 ∈ {0, 1}. We are interested in computing the function

f = (a1 + a2) · (b1 + b2) such that upon completion of the computation, Party

1 has a random numberc1 ∈ {0, 1}; Party 2 has a random numberc2 ∈ {0, 1}
such thatc1 + c2 = (a1 + a2) · (b1 + b2). In other words, if we use the notation

(input1, input2) 7→ (output1, output2) to define the result of a function, thenf is

the function((a1, b1), (a2, b2)) 7→ (c1, c2). Here· corresponds to a bitwise AND and

+ corresponds to a bitwise XOR. The basic procedure for privately computingf is

illustrated in Algorithm 2.1.2.1. Table 2.2 shows the values of both parties’ inputs

and outputs.

Algorithm 2.1.2.1 Privately Computingc1 + c2 = (a1 + a2) · (b1 + b2)

Inputs: Partyi holds(ai, bi) ∈ {0, 1} × {0, 1}, i = 1, 2.
Outputs Party 1 outputsc1, Party 2 outputsc2, andc1 + c2 = (a1 + a2) · (b1 + b2).

1: Party 1 randomly selectsc1 ∈ {0, 1}.
2: Party 1 and Party 2 engage in a 1-out-of-4 oblivious transfer, where Party 1 plays the

sender and Party 2 plays the receiver. The input to the senderis the 4-tuple{c1 + a1 ·
b1, c1 +a1 · (b1 +1), c1 +(a1 +1) · b1, c1 +(a1 +1) · (b1 +1)}. The input to the receiver
is 1 + 2a2 + b2 ∈ {1, 2, 3, 4}.

• Circuit Evaluation Yao [42] presented a constant-round protocol for privatelycom-

puting any probabilistic polynomial-time function. The protocol is based on express-

ing the function as a combinatorial circuit with gates defined over some fixed base
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Party 1: (a1, b1) (a1, b1) (a1, b1) (a1, b1) (a1, b1)
Party 2: (a2, b2) (0,0) (0,1) (1,0) (1,1)
OT 4

1 Input: 1 2 3 4
OT 4

1 Output: c1+ c1+ c1+ c1+
a1 · b1 a1 · (b1 + 1) (a1 + 1) · b1 (a1 + 1) · (b1 + 1)

Party 2’s Output (c2): c1+ c1+ c1+ c1+
a1 · b1 a1 · (b1 + 1) (a1 + 1) · b1 (a1 + 1) · (b1 + 1)

Party 1’s Output (c1): c1 c1 c1 c1

c1 + c2 a1b1 a1 · (b1 + 1) (a1 + 1) · b1 (a1 + 1) · (b1 + 1)
(a1 + a2) · (b1 + b2) a1b1 a1 · (b1 + 1) (a1 + 1) · b1 (a1 + 1) · (b1 + 1)

Table 2.2. Truth table for privately computingc1 + c2 = (a1 + a2) · (b1 + b2).

B. For example,B can include all the functionsf : {0, 1}∗ × {0, 1}∗ 7→ {0, 1}
(two-party case as an example). The bits of the input are entered into input wires

and are propagated through the gates. Yao’s protocol works by having one of the

parties (Alice for example) first generates an “encrypted” or “garbled” circuit com-

putingf and send its representation to the other party (Bob for example). In order

for Bob to obtain the garbled values of the input wires, both Alice and Bob engage,

for each input wire, in a 1-out-of-2 oblivious transfer. As aresult of the oblivious

transfer, Bob learns the garbled value of his input bit and nothing about the garbled

value of the other bit, and Alice learns nothing. Now Bob has sufficient information

to compute the output of the circuit on his own. After computing f , he can send

this value to Alice if she requires it. Generally speaking, Yao’s protocol is inherently

inefficient because it uses a circuit representation of the function. The computational

complexity of the protocol is roughly linear in relation to the size of Bob’s input. To

be more specific, the oblivious transfer stage requires one exponentiation per bit of

Bob’s input. The communication complexity is linear in relation to the size of the

circuit. More accurately, a table of about 320-512 bits is generated and communi-

cated for every gate (assuming that all gates have two inputsand one output). For
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more detailed analysis about the complexity, please refer to Pinkas’s work [46].

• Homomorphic Encryption A public-key cryptosystemP(G, E, D) is a collection

of probabilistic polynomial time algorithms for key generation, encryption and de-

cryption. The key generation algorithmG produces a private keysk and public

key pk with specified key size. Anybody can encrypt a message with the public

key, but only the holder of a private key can actually decryptthe message and read

it. The encryption algorithmE takes as an input a plaintextm, a random valuer

and a public keypk and outputs the corresponding ciphertextEpk(m, r). The de-

cryption algorithmD takes as an input a ciphertextc and a private keysk (corre-

sponding to the public keypk) and outputs a plaintextDsk(c). It is required that

Dsk(Epk(m, r)) = m. The plaintext is usually assumed to be fromZµ, 2 whereµ is

the product of two large primes. A public-key cryptosystem is homomorphic when

∀m1, m2, r1, r2 ∈ Zµ,

Dsk(Epk(m1, r1)Esk(m2, r2) modµ2) = m1 + m2 modµ;

Dsk(Epk(m1, r1)
m2 modµ2) = m1m2 modµ;

Dsk(Epk(m2, r2)
m1 modµ2) = m1m2 modµ.

This feature allows a party to add or multiply plaintexts by doing simple computa-

tions with ciphertexts, without having the secret key. Several homomorphic cryp-

tosystems (e.g., [47, 48] ) in the literature are proved to be secure under reasonable

complexity assumptions.

A natural application of homomorphic encryption is privateinner product computa-

2The integers moduloµ, denotedZµ, is the set of (equivalence classes of) integers{0, 1, . . . , µ − 1}.
Addition, subtraction, and multiplication inZµ are performed moduloµ.
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tion. It considers the problem of computing the inner product of two vectors owned

by two different parties (Alice and Bob for example), respectively, so that neither

party should learn anything beyond what is implied by the party’s own vector and the

output of the computation. Here the output for a party is either the inner product or

nothing, depending on what the party is supposed to learn. The algorithm described

in 2.1.2.2 was proposed by Goethalset al. [49]. It is directly based on homomorphic

encryption and has been proved to be private in a strong sense. To be more specific,

no probabilistic polynomial time algorithm substituting one party can obtain a non-

negligible amount of information about the other party’s private input, except what

can be deduced from the input and output of this party.

Algorithm 2.1.2.2 Private Inner Product

Private Input of Alice: Vectorx = (x1, . . . , xd) ∈ Zd
µ

Private Input of Bob: Vectory = (y1, . . . , yd) ∈ Zd
µ

Output of Alice: x · y modµ
1: Alice generates a private and public key pair (sk, pk), and sends pk to Bob.
2: For eachi, i = 1, . . . d, Alice generates a random numberri ∈ Zµ, and sendsci =

Epk(xi, ri) to Bob.
3: Bob computesw =

∏d
i=1 cyi

i modµ2 and sendsw back to Alice.
4: Alice computesx · y modµ = Dsk(w).

For the sake of completeness, we note that many private innerproduct protocols have

been proposed in the literature. Generally speaking, theseprotocols can be classified

into two categories: 1) cryptosystem-based approaches, which offer strong privacy

protection, but incur high communication and computational cost (e.g., [50]) and

2) data perturbation-based approaches, which provide weaker privacy protection but

allow more efficient solutions for more complicated data mining tasks (e.g., [51]).

We refer interested readers to [49] for an overview on this topic.

• Commutative Encryption Simply speaking, a commutative encryption is a pair of
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encryption functionf andg such thatf(g(x)) = g(f(x)). To be more concrete, we

borrow the definition used in [52].

Definition 2.1.1 (Commutative Encryption) A commutative encryptionF is a com-

putable polynomial time functionf : Key F 7→ Dom F , defined on finite com-

putable domains, and satisfying all properties listed below. We denotefe(x) ≡
f(e, x), and use “∈r” to mean “is chosen uniformly at random from.”

1. Commutativity: For alle, e′ ∈ Key F , we havefe ◦ f ′
e = f ′

e ◦ fe.

2. Eachfe : Dom F 7→ Dom F is a bijection.

3. The inversef−1
e is also computable in polynomial time givene.

4. The distribution of< x, fe(x), y, fe(y) > is computationally indistinguishable

from the distribution< x, fe(x), y, z >, wherex, y, z ∈r Dom F and e ∈r

Key F .

Property 1 says that the composition of the encryption with two different keys is the

same irrespective of the order of encryption. Property 2 says that two different values

will never have the same encrypted value. Property 3 says that given an encrypted

valuefe(x) and the encryption keye, we can findx in polynomial time. Property 4

says that given a valuex and its encryptionfe(x) (but not the keye) and a new value

y, we cannot distinguish betweenfe(y) and a random valuez in polynomial time.

Thus we cannot encrypty or decryptfe(y) in polynomial time.

As an example, letDomF be all quadratic residues modulop, wherep is a safe prime

number,i.e., bothp andq = (p− 1)/2 are primes. LetKey F be{1, 2, . . . , q − 1}.

Then assuming the Decisional Diffie-Hellman hypothesis (DDH), the power function

fe(x) ≡ xe modp
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is a commutative encryption because

fe(fd(x)) = (xd modp)e modp = xde mopp = (xe modp)d modp = fd(fe(x)).

Based on commutative encryption, Agrawalet al. [52] developed several secure pro-

tocols for set intersection, equijoin, intersection size,and equijoin size. We refer

interested readers to their work for more details.

Related Work The work in [45] detailed a rigorous introduction to SMC and cryptographic

protocols. It has shown that any polynomial-time function can be expressed as a combi-

natorial circuit of polynomial size, and is therefore privately computable using a generic

circuit evaluation protocol. However, the communication and computational complexity

of doing so makes this general approach infeasible for largedatasets. As a result, many

new, more efficient SMC techniques are being developed by exploring a combination of

different approaches such as data perturbation, linear transformation, and cryptographic

primitives. The work in [46] offered a broad view of SMC framework and its applica-

tions to data mining. A collection of SMC tools useful for privacy preserving data mining

(e.g., secure sum, set union, inner product) were discussed in [53]. Several privacy pre-

serving data mining algorithms have been developed based onthese tools,e.g., association

rule mining from vertically partitioned data [54] and horizontally partitioned data [55],

clustering with distributed EM mixture modeling [56], and K-Means clustering over verti-

cally partitioned data [57]. A detailed overview of these techniques and applications can

be found in [58]. SMC and cryptographic protocols have also been applied for statistical

analysis [51], support vector machine [59], naive Bayes classification [60], privacy preserv-

ing OLAP [61], Bayesian network structure computation [50], information sharing across

private databases [52], privacy preserving distributed decision tree induction [62] and many

others.
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2.1.3 Distributed Data Mining (DDM)

Bluntly put, distributed data mining (DDM) is data mining where the data and com-

putation are spread over many independent sites. For some applications, the distributed

setting is more natural than the centralized one because thedata is inherently distributed.

The bulk of DDM methods in the literature operate over an abstract architecture where

each site has a private memory containing its own portion of the data. The sites can operate

independently and communicate by message-passing over an asynchronous network. Typ-

ically, communication is a bottleneck. Because communication is assumed to be carried

out exclusively by message-passing, a primary goal of many methods in the literature is to

minimize the number of messages sent. For more information about DDM, the reader is re-

ferred to two recent surveys [63,64]. These provide a broad overview of DDM, touching on

issues such as: clustering, classification, association rule mining, Bayesian network learn-

ing, basic statistics computation, and the historical roots of DDM. An online repository for

DDM related publications can be found at [65].

Since DDM produces a global data mining model by exchanging only a small amount

of information among the participating sites, it has been adopted for many distributed pri-

vacy preserving data mining scenarios. The work in [66] proposed a paradigm for clus-

tering distributed privacy sensitive data in an unsupervised or a semi-supervised scenario.

In this algorithm, each local data site builds a model and transmits only the parameters

of the model to the central site where a global clustering model is constructed. A dis-

tributed privacy preserving algorithm for Bayesian network parameter learning is reported

elsewhere [67].
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2.2 Rule Hidning

The main objective of rule hiding is to transform the database such that the sensitive

rules, for example, associate rules and classification rules, are masked, and all the other

underlying patterns can still be discovered.

2.2.1 Association Rule Hiding

Association rule hiding considers the problem of transforming the database so that

all the sensitive association rules are concealed and othernon-sensitive rules can still be

identified. The work in [68] gave a formal proof that finding anoptimal solution to hide

sensitive large item sets is an NP-hard problem. For this reason, many heuristic approaches

have been proposed to address the complexity issues. For example, the perturbation-based

association rule hiding techniques [39, 69] are implemented by changing a selected set of

1-values to 0-values (in a binary database) or vice versa so that the frequent item sets that

generate the sensitive rules are hidden or the support of sensitive rules is lowered to a user-

specified threshold. The blocking-based association rule hiding approach [70] replaces

certain attributes of the data with a question mark. The introduction of this new special

value in the dataset imposes some changes on the definition ofthe support and confidence

of an association rule. In this regard, the minimum support and minimum confidence will

be changed into a minimum support interval and a minimum confidence interval. As long

as the support and/or the confidence of a sensitive rule lies below the middle in these two

ranges, the confidentiality of data is expected to be protected.

2.2.2 Classification Rule Hiding

The work in [71] presented a framework that combines decision tree classification

and parsimonious downgrading. Here the term “parsimoniousdowngrading” refers to the
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phenomenon of trimming out sensitive information from a dataset when it is transferred

from a secure environment (referred to as high) to a public domain (referred to as low).

The objective of this work is to guarantee that the receiver of the data will be unable to

build informative classification models for the data that isnot downgraded.

2.3 Summary

Data mining technologies have enabled commercial and governmental organizations

to extract useful knowledge from data for the purpose of business and security related

applications. While successful applications are encouraging, there are increasing concerns

about the invasions to the privacy of personal information.To address these concerns,

researchers in the data mining community have proposed various solutions. This chapter

presents an overview of them. It has noted that the main consideration in privacy preserving

data mining is two fold: 1)data hiding: sensitive raw data should be modified or trimmed

out from the original database while the important underlying patterns of the data should

still be preserved; and 2)rule hiding: sensitive knowledge which can be discovered from

the data should be filtered out. We refer interested readers to a recent book, a survey and

an online bibliography [58,72,73] for more information about this booming research area.



Chapter 3

TRADITIONAL MULTIPLICATIVE DATA

PERTURBATION

A statistical database (SDB) system is a database system that allows its users to re-

trieve aggregate statistics (e.g., sample mean and variance) for a subset of the entities rep-

resented in the database and prevents the collection of information on specific individuals.

In the statistics community, there has been extensive research on the problem of securing

SDBs against disclosure of confidential information. This is generally referred to asstatis-

tical disclosure control. Statistical disclosure control approaches suggested in the literature

are classified into four general groups: conceptual, query restriction, output perturbation

and data perturbation [8]. The conceptual approach provides a framework for better under-

standing and investigating the security problem of statistical database at the conceptual data

model level. It does not provide a specific implementation procedure. The query restriction

approach offers protection by either restricting the size of query set or controlling the over-

lap among successive queries, etc. The output perturbationapproach perturbs the answer

to user queries while leaving the data in the database unchanged. The data perturbation

approach introduces noise into the database and transformsit into another version. This

dissertation primarily focuses on the data perturbation approach, and we refer interested

readers to [8] for more details about other approaches.

27
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Adding random noise to the private database is one common data perturbation ap-

proach. In this case, a random noise term is generated from a prescribed distribution, and

the perturbed value takes the form:yij = xij + rij , wherexij is thei-th attribute of thej-th

private data record, andrij is the corresponding random noise. In the statistics community,

this approach was primarily used to provide summary statistical information (e.g., sum,

mean, variance, etc.) without disclosing individuals’ confidential data (e.g., [74]). In the

privacy preserving data mining area, this approach was considered in [4, 11] for building

decision tree classifiers from private data. Recently, manyresearchers have pointed out that

additive noise can be easily filtered out in many cases that may lead to compromising the

privacy [5–7]. Given the large body of existing signal-processing literature on filtering ran-

dom additive noise, the utility of random additive noise forprivacy-preserving data mining

is not quite clear.

The possible drawback of additive noise makes one wonder about the possibility of

using multiplicative noise (i.e., yij = xij ∗ rij) for protecting the privacy of the data. Two

basic forms of multiplicative noise have been well studied in the statistics community [15].

One multiplies each data element by a random number that has atruncated Gaussian distri-

bution with mean one and small variance. The other takes a logarithmic transformation of

the data first, adds multivariate Gaussian noise, then takesthe exponential functionexp(.)

of the noise-added data. As noted in [15], the former perturbation scheme was once used

by the Energy Information Administration in the U.S. Department of Energy to mask the

heating and cooling degree days, denoted byxij . A random noiserij is generated from a

Gaussian distribution with mean 1 and variance0.0225. The random noise is further trun-

cated such that the resulting numberrij satisfies0.01 ≤ |rij−1| ≤ 0.6. The perturbed data

xijrij were released. This approach was also discussed in [75].

This chapter gives a brief review of these two perturbation schemes.
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3.1 Perturbation Scheme I

3.1.1 Perturbation Scheme

Let xi be thei-th attribute of a private database. Letxij be the value for thei-th

attribute of thej-th record in the database,i = 1, . . . , n, j = 1, . . . , m. Let rij denote the

random noise corresponding toxij . The perturbed datayij is

yij = xijrij ,

whererij is independent and identically chosen from a Gaussian distribution with mean

µi (usuallyµi = 1) and varianceσ2
i . In other words, allrij ’s for a giveni follow the

same distribution. In practice, the probability density ofnoiser (ignoring the subscript) is

usually doubly truncated as follows:

f(r) =

1√
2πσ

exp(− 1
2σ2 (r − µ)2)

1√
2πσ

∫ B

A
exp(− 1

2σ2 (r − µ)2)dr
for A < r < B.

=

1√
2πσ

exp(− 1
2σ2 (r − µ)2)

Φ(B−µ
σ

)− Φ(A−µ
σ

)
,

whereA andB are the lower and upper truncation bounds andΦ(A) stands for the cumu-

lative probability up toA. The above equation can be further simplified as

KZ(
r − µ

σ
),

whereK = 1

Φ(B−µ
σ

)−Φ(A−µ
σ

)
, and Z(x) = 1√

2πσ
exp(−1

2
x2).
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3.1.2 Statistical Properties of the Perturbed Data

It has been proved in [15] that the mean and variance of the original data attributes

can be estimated from the mean and variance of the perturbed data.

Mean of xi:

E(xi) =
E(yi)

µi + K[Z(A−µi

σi
)− Z(B−µi

σi
)]

. (3.1)

Because the data owner will releaseµi, σi, A andB, the data receiver can compute the

expected value ofxi.

Variance of xi:

V ar(xi) = E(x2
i )− (E(xi))

2, (3.2)

whereE(xi) can be easily calculated following Eq. 3.1, and(E(xi))
2 can be computed

from the follow equations:

V ar[yi] = E(x2
i )E(r2

i )− (E(xi)E(ri))
2

= E(x2
i ){σ2

i + µ2
i + σ2

i K[
A− µi

σi

Z(
A− µi

σi

)− B − µi

σi

Z(
B − µi

σi

)]

+2σiµiK[Z(
A− µi

σi

)− Z(
B − µi

σi

)]}

−(E(xi))
2{µ2

i + σ2
i K

2[Z(
A− µi

σi

)− Z(
B − µi

σi

)]2

+2σiµiK[Z(
A− µi

σi

)− Z(
B − µi

σi

)]}.

Although the original attribute’s mean and variance can be estimated from the per-

turbed data, the inner product and Euclidean distance amongthe data records are not nec-

essarily preserved after perturbation. The following lemmas depict this situation.
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Lemma 3.1.1 Let yij = xijrij, where eachrij is independent and identically chosen from

a Gaussian distribution with mean 1 and varianceσ2. Then

E(

n
∑

i=1

yijyik −
n

∑

i=1

xijxik) = 0;

V ar(
n

∑

i=1

yijyik −
n

∑

i=1

xijxik) = σ2
n

∑

i=1

x2
ijx

2
ik.

Proof:

E(
n

∑

i=1

yijyik −
n

∑

i=1

xijxik) = E(
n

∑

i=1

xijrijxikrik)−
n

∑

i=1

xijxik

=

n
∑

i=1

E(xijrijxikrik)−
n

∑

i=1

xijxik

=
n

∑

i=1

xijE(rij)xikE(rik)−
n

∑

i=1

xijxik

= 0.

V ar(
n

∑

i=1

yijyik −
n

∑

i=1

xijxik) = V ar(
n

∑

i=1

xijrijxikrik)

=

n
∑

i=1

V ar(xijrijxikrik) +

2

n−1
∑

p=1

n
∑

q=p+1

Cov(xpjrpjxpkrpk, xqjrqjxqkrqk)

=

n
∑

i=1

V ar(xijrijxikrik)

=
n

∑

i=1

{E(x2
ijr

2
ijx

2
ikr

2
ik)− (E(xijrijxikrik))

2}

=

n
∑

i=1

{(1 + σ2)x2
ijx

2
ik − x2

ijx
2
ik}

= σ2
n

∑

i=1

x2
ijx

2
ik.
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�

The above lemma shows that although the inner product is preserved on expectation,

the variance of the error could be very large.

Lemma 3.1.2 Let yij = xijrij, where eachrij is independent and identically chosen from

a Gaussian distribution with mean 1 and varianceσ2. Then

E(
n

∑

i=1

(yij − yik)
2 −

n
∑

i=1

(xij − xik)
2) =

n
∑

i=1

σ2(x2
ij + x2

ik).

Proof: Let LHS denotes the left hand side of the above equation. We have

LHS = E(
n

∑

i=1

(xijrij − xikrik)
2)−

n
∑

i=1

(xij − xik)
2

= E(

n
∑

i=1

(x2
ijr

2
ij + x2

ikr
2
ik − 2xijrijxikrik))−

n
∑

i=1

(xij − xik)
2

=

n
∑

i=1

((1 + σ2)x2
ij + (1 + σ2)x2

ik − 2xijxik)−
n

∑

i=1

(xij − xik)
2

=
n

∑

i=1

((xij − xik)
2 + σ2(x2

ij + x2
ik))−

n
∑

i=1

(xij − xik)
2

=

n
∑

i=1

(xij − xik)
2 +

n
∑

i=1

σ2(x2
ij + x2

ik)−
n

∑

i=1

(xij − xik)
2

=
n

∑

i=1

σ2(x2
ij + x2

ik).

�

The above lemma shows that the Euclidean distance is not preserved after perturba-

tion.
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3.2 Perturbation Scheme II

3.2.1 Perturbation Scheme

Let xij be the value for thei-th attribute of thej-th record in the database as before.

i = 1, . . . , n, j = 1, . . . , m. Let

uij = lnxij .

We generate the random noise following the multivariate Gaussian distributionN(0, cΣU),

where0 < c < 1 andΣU is the covariance matrix of variablesu1, u2, . . . , un. We denote

the noise aseij . Let

zij = uij + eij ,

yij = exp(zij)

= exp(ln xij + eij)

= xij exp(eij)

= xijhij.

The perturbed datayij is released then. Note that this scheme assumes that allxij are

positive.

3.2.2 Statistical Properties of the Perturbed Data

It has been proved in [15] that the mean, variance and covariance of the original data

attributes can be estimated from the perturbed data.
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Mean of xi: Let σ2
i = cV ar(ln xi). We have

E(xi) =
E(yi)

exp(
σ2

i

2
)
. (3.3)

Variance of xi:

V ar(xi) = E(x2
i )− (E(xi))

2

=
V ar(ui)

exp(2σ2
i )
− E(xi)

2

exp(σ2
i )
− (E(xi))

2. (3.4)

Covariance ofxi and xj :

Cov(xi, xj) = {
∑m

k=1 yikyjk

exp[(σ2
i + 2ρσiσj + σ2

j )/2]
− m

Pm
k=1

yik

m

Pm
k=1

yjk

m

exp[σ2
i + σ2

j ]
}/(m− 1), (3.5)

whereρ is the correlation coefficient ofxi andxj , and it can be obtained from the perturbed

data. Because the noise was generated to maintain the same correlation structure, the corre-

lation between the perturbed data will be on average the sameas that between the original

data in log-scale.

Similar to perturbation scheme I, the inner product and Euclidean distance among

the data records are not preserved after perturbation. The following lemma depicts this

situation.

Lemma 3.2.1 Let yij = xijhij , wherexij andhij are defined as before. We have

E(

n
∑

i=1

yijyik −
n

∑

i=1

xijxik) =

n
∑

i=1

xijxike
σ2

i −
n

∑

i=1

xijxik;

E(
n

∑

i=1

(yij − yik)
2 −

n
∑

i=1

(xij − xik)
2) =

n
∑

i=1

(e2σ2

i (x2
ij + x2

ik)− 2xijxike
σ2

i )−
n

∑

i=1

(xij − xik)
2.

Proof: Becausehi = exp(ei) and ei follows a Gaussian distribution with mean 0 and
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varianceσ2
i (note thatσ2

i = cV ar(ln xi)), we can compute the mean and variance ofhi as

follows.

E(hi) =

∫ +∞

−∞
ex 1√

2πσi

e
−x2

2σ2
i dx

= e
σ2

i
2 ;

V ar(hi) =

∫ +∞

−∞
(ex − e

σ2
i
2 )2 1√

2πσi

e
−x2

2σ2
i dx

= eσ2

i (eσ2

i − 1);

E(h2
i ) = (E(hi))

2 + V ar(hi) = e2σ2

i .

Applying the above results to the proofs of Lemma 3.1.1 and Lemma 3.1.2, we get the

expected results. �

The above lemma shows that in scheme II, the perturbed data does not preserve either

inner product or Euclidean distance.

3.3 Privacy Issues

On the surface, multiplicative perturbation seems to change the data more than addi-

tive perturbation. For example, perturbing a salary of$100, 000 by adding$5000 (5% rela-

tive change) would be considered a compromise while at the same time perturbing a salary

of $10, 000 by $5000 (50% relative change) would preserve the privacy of the data. On

the other hand, perturbing$100, 000 and$10, 000 by multiplying by2 would be accepted

because both have100% relative change. However, by taking logarithms on the perturbed

data, the multiplicative perturbation turns into an additive perturbation. More specifically,

for perturbation scheme I, the logarithmic transformationof yij gives usln xij + ln rij,

where the noise termln rij is chosen independent and identically from some distribution.

For perturbation scheme II, after logarithmic transformation, we haveln xij +eij. The noise
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term is chosen fromN(0, cΣln X), whereΣln X is the covariance of the original data in log

scale. As noted in [5–7], the privacy of the former “additiveperturbation scheme” can be

easily breached in many cases. The latter “additive perturbation scheme” generates random

noise withsimilar covariance structure with the original data (in log scale),and therefore

offers better privacy protection. This kind of perturbation has also been extensively inves-

tigated in the literature (e.g., [6, 13, 14, 76]). In particular, the work in [6] shows that the

accuracy of attacker’s estimation of the original data getsworse as the similarity increases.

Before concluding this subsection, it should be noted that,traditionally, the privacy,

denoted byρ, provided by a perturbation technique for continuous data is measured as the

variance of difference between the original data and perturbed data [8], that is,V ar(X−Y ),

whereX represents the original data attribute andY the perturbed attribute. This measure

can be made scale invariant with respect to the variance ofX asρ = V ar(X−Y )/V ar(X).

This measure is suited to quantifying the privacy of a singleattribute. In practice, an

attacker may also attempt to use a linear combination of the perturbed attributes to estimate

confidential information of the linear combination of the original attributes. Measuring

the privacy offered for linear combinations is difficult because there are too many such

combinations. A canonical correlation-based metric is used in [13] that can measure the

maximum proportion of variance that an attacker can explainfor any linear combination

of the original attributes, using a linear combination of the perturbed and non-confidential

attributes. Letλ denotes the largest eigenvalue of the following matrixC−1
XXCXY C−1

Y Y CY X ,

whereCXX denotes the covariance ofX, CXY the covariance ofX andY . The value

of λ represents the maximum proportion of variability in any linear combination ofX

that can be explained by any linear combination ofY . The privacy is defined asρ =

1− λ. Thus, for any linear combination ofX, at least1− λ proportion of variability will

remain unexplained. These metrics do provide the data ownerwith meaningful information

regarding the effectiveness of the perturbation method in some way. However, they do not
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offer an insight on how the attackers could attack the perturbation if they had some prior

knowledge about the data. Trottiniet al. [77] tried to address this issue by developing

a Bayesian attacker model to assess the performance of the perturbation techniques on

continuous microdata. They specifically investigated the combination of both additive noise

and multiplicative noise and allowed the attacker to use external data to enhance the chances

of disclosing the identity of a target individual. Their simulation showed that the probability

of the identity disclosure is a function of many key parameters like the variability amongst

profiles in the original data, the amount of attacker’s priorinformation, the amount of noise

introduced in the data, etc.

3.4 Summary

This chapter briefly reviews two traditional multiplicative data perturbation techniques

that have been well studied in the statistics community. These perturbations are primarily

used to mask the private data while allowing summary statistics (e.g., sum, mean, variance,

covariance) of the original data to be estimated.

In summary, these multiplicative perturbations have the following advantages and dis-

advantages:

• The multiplicative perturbation is relative, that is, large values in the original data are

perturbed more than smaller values.

• In practice, the first perturbation scheme is good if the datadisseminator only wants

to make minor changes to the original data; the second schemeassures higher secu-

rity than the first one but maintains the data utility in the log-scale.

• These perturbation schemes are equivalent to additive perturbation after the loga-

rithmic transformation. Due to the large volume of researchin deriving private in-
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formation from the additive noise perturbed data, the security of these perturbation

schemes is questionable.

• The objective of these perturbation schemes is to mask the private data while allowing

summary statistics to be estimated. However, problems in data mining are somewhat

different. Data mining techniques, such as clustering, classification, prediction and

association rule mining, are essentially relying on more sophisticated relationships

among data records or data attributes, but not simple summary statistics. The tradi-

tional multiplicative perturbations distort each data element independently, therefore

the Euclidean distance and inner product among data recordsare usually not pre-

served, and the perturbed data cannot be used for many data mining applications.

In the next chapter, we will present a new multiplicative data perturbation technique

calleddistance preserving data perturbation. This technique preserves inner product and

Euclidean distance among data records. Therefore, many data mining algorithms can be

efficientlyapplied to the perturbed data and produceexactly the sameresults as if applied

to the original data (e.g., distance-based clustering, k-nearest neighbor classification). We

further address the privacy issues of this technique by considering three types of prior

knowledge an attacker may have and use to design attack techniques to recover the original

data. As such, valuable information is gained into the effectiveness of distance preserving

transformation for privacy preserving data mining.



Chapter 4

EUCLIDEAN DISTANCE PRESERVING DATA

PERTURBATION

Recently, distance preserving data perturbation [16–18] has gained attention because

it mitigates the privacy/accuracy trade-off by guaranteeing perfect accuracy. Many impor-

tant data mining algorithms can beefficientlyapplied to the transformed data and produce

exactly the sameresults as if applied to the original data.e.g., distance-based clustering and

k-nearest neighbor classification. However, the issue of how well the original data is hidden

has, to our knowledge, not been carefully studied. In this chapter, we address this issue by

studying how well an attacker can recover the original data from the transformed data and

prior information. We restrict our attention to the class ofdistance preserving transforma-

tions that fix the origin and consider recovery of the original data in the presence of three

different classes of prior information (described later).Our analysis explicitly illuminates

scenarios where privacy can be breached. As such, valuable information is gained into the

effectiveness of distance preserving transformation for privacy preserving data mining.

The remainder of this chapter is organized as follows. Section 4.1 discusses some ba-

sic mathematical properties of distance preserving transformations, the application of these

transformations to privacy preserving data mining, and thegeneration of orthogonal matri-

ces. Sections 4.2 and 4.3 defines the privacy breach metric and three classes of attacker’s
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prior knowledge. Sections 4.4, 4.5 and 4.6 examine in detailhow knowledge in each of

these classes can be used to estimate the original data from the transformed data. Finally,

Section 4.7 concludes this chapter.

4.1 Distance Preserving Transformations

This section offers an overview of distance preserving transformation: its definition,

application scenarios, etc. Throughout this chapter (unless otherwise stated), all matrices

and vectors discussed are assumed to have real entries. All vectors are assumed to be

column vectors andM ′ denotes the transpose of any matrixM . An m×n matrixM is said

to be orthogonal ifM ′M = In, then × n identity matrix. IfM is square, it is orthogonal

if and only if M ′ = M−1 [78, pg. 17]. The determinant of any orthogonal matrix is either

+1 or−1. Let On denote the set of alln× n, orthogonal matrices.

4.1.1 Definition and Fundamental Properties

To define the distance preserving transformation, let us start with the definition of

metric space. In mathematics, a metric space is a setS with a global distance function

(the metricd) that, for every two pointsx, y in S, gives the distance between them as a

nonnegative real numberd(x, y). Usually, we denote a metric space by a 2-tuple(S, d). A

metric space must also satisfy

1. d(x, y) = 0 iff x = y (identity),

2. d(x, y) = d(y, x) (symmetry),

3. d(x, y) + d(y, z) ≥ d(x, z) (triangle inequality).

A metric space(S1, d1) is isometric to a metric space(S2, d2) if there is a bijection

T : S1 → S2 that preserves distances. That is,d1(x, y) = d2(T (x), T (y)) for all x, y ∈ S1.
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The metric space which most closely corresponds to our intuitive understanding of

space is the Euclidean space, where the distanced between two points is the length of the

straight line connecting them. In this chapter, we specifically consider the Euclidean space

and defined(x, y) = ||x − y||, the l2-norm of vectorx − y. A function T : Rn → Rn

is distance preserving in the Euclidean space if for allx, y ∈ Rn, ||x − y|| = ||T (x) −

T (y)||. HereT is also called arigid motion. It has been shown that any distance preserving

transformation is equivalent to an orthogonal transformation followed by a translation [78,

pg. 128]. In other words, there existsMT ∈ On andvT ∈ Rn such thatT equalsx ∈ Rn

7→ MT x + vT . If T fixes the origin,T (0) = 0, thenvT = 0; hence,T is an orthogonal

transformation. Henceforth we assumeT is a distance preserving transformation which

fixes the origin – anorthogonal transformation. Such transformations preserve the length

(l2-norm) of vectors:||x|| = ||T (x)|| (i.e., given anyMT ∈ On, ||x|| = ||MTx||). Hence,

they movex along the surface of the hyper-sphere centered at the originwith radius||x||.

From a geometric perspective, an orthogonal transformation is either a rigid rotation

or a rotoinversion (a rotation followed by a reflection). This property was originally dis-

covered by Schoute in 1891 [79]. Coxeter [80] summarized Schoute’s work and proved

that every orthogonal transformation can be expressed as a product of commutative rota-

tions and reflections. To be more specific, letQ denote a rotation,R a reflection,2q the

number of conjugate imaginary eigenvalues of the orthogonal matrix M , andr the number

of (-1)’s in then − 2q real eigenvalues. The orthogonal transformation is expressible as

QqRr(2q + r ≤ n). Especially, in 2D space,det(M) = 1 corresponds to a rotation, while

det(M) = −1 represents a reflection.

4.1.2 Generation of Orthogonal Matrix

Many matrix decompositions involve orthogonal matrices, such as QR decomposition,

SVD, spectral decomposition and polar decomposition. To generate a uniformly distributed
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random orthogonal matrix, we usually fill a matrix with independent Gaussian random

entries, then use QR decomposition. Stewart [81] replaced this with a more efficient idea

that Diaconis and Shahshahani [82] later generalized as thesubgroup algorithm. We refer

the reader to these references for detailed treatment of this subject.

4.1.3 Data Perturbation Model

Orthogonal transformation-based data perturbation can beimplemented as follows.

Suppose the data owner has a private databaseXn×m, with each column ofX being a

record and each row an attribute. The data owner generates ann × n orthogonal matrix

MT , and computes

Yn×m = MTn×nXn×m. (4.1)

The perturbed dataYn×m is then released for future usage. As a taste of the many examples

and experiments to come later in this Chapter, Figure 4.1 provides an example of how the

data looks before and after perturbation.

Next we describe the privacy application scenarios where orthogonal transformation

can be used to hide the data while allowing important patterns to be discoveredwithout

error.

4.1.4 Privacy Application Scenarios

Many data perturbation approaches pay a price in terms of theaccuracy of the es-

timated patterns for achieving the desired level of privacyprotection. For example, an

additive perturbation-based approach adds noise to the data in order to make sure that the

data is sufficiently distorted so that the original data values cannot be identified accurately.

This also introduces noise in the patterns (e.g., a decision tree, association rules) that a














































































































































































































































