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TODAY’S CLASS 

•  Explain Ethical Analysis Worksheet grading 

•  Two examples of IT in social movements 

•  Discussion 

•  Course evaluations 
 
 
 



SOCIAL MEDIA FOR SOCIAL 
MOVEMENTS: CASE 1 

 
Why would 25,000 foreigners from 80-90 countries, including 
4,500 from Europe and the US, head to the desert to join ISIS? 
 
 



 
“The Islamic State is an Internet phenomenon as much 
as a military one. Counteracting it will require better 
tactics on the battlefield of social media.”  
 
— David Talbot, MIT Technology Review 
http://www.technologyreview.com/review/541801/fighting-isis-online/ 

 
FCC oversight hearing: 
https://www.youtube.com/watch?v=0YUNBNVxS6g 

 
 Hillary Clinton:  
“Social media 
companies can also 
do their part by 
swiftly shutting 
down terrorist 
accounts, so they’re 
not used to plan, 
provoke or celebrate 
violence” 
 















 
•  46,000 – 70,000 Twitter users in 2014 

•  1 in 5 in English; ¾ using Arabic 

•  ISIS-supporting accounts had an average of about 
1,000 followers each, considerably higher than an 
ordinary Twitter user 

•  Ssmall group of hyperactive users, numbering 
between 500 and 2,000 accounts  

 
The ISIS Twitter Census, Brookings 
 
 



 
 
Video, i.e. Mujatweets 
 
http://jihadology.net/2014/07/25/al-%E1%B8%A5ayat-media-
center-presents-a-new-video-message-from-the-islamic-state-
mujatweets-episode-8/ 
 
https://www.youtube.com/watch?v=dXAnJ8jnLCI 
 
https://www.youtube.com/watch?v=OppfKBQ8T1I 
 
 
 
 



https://www.youtube.com/watch?v=gmSFbH8Y_w0 

 
GhostSec – Ghost Security Group – uses Kronos Advisory as a 
buffer; claims to have created automated software that identifies 
ISIS social media accounts 



SOCIAL MEDIA FOR SOCIAL 
MOVEMENTS: CASE 2 /  
THE ARAB SPRING 
During the week before Egyptian president 
Hosni Mubarak’s resignation, the total rate of 
tweets about political change in Egypt 
ballooned from 2,300 a day to 230,000 a day 
 
Top 23 videos about political change 
received nearly 5.5 million views 
 
http://www.washington.edu/news/2011/09/12/new-study-quantifies-use-of-
social-media-in-arab-spring/ 

 
Unrest in Bahrain, Egypt, Jordan, Morocco, 
Syria, Tunisia, and Yemen 
 
- Concern: increased use of blocking social 
media by authoritarian governments to 
repress opposition movements 



TELEGRAM 

http://techcrunch.com/2015/09/21/telegram-now-seeing-12bn-
daily-messages-up-from-1m-in-february/ 
-> 3:45 

 
What’s the business proposition for  
being so pro-privacy? 
 
“Durov recounted a story of a friend back in 
Russia whose WhatsApp messages were 
intercepted and decrypted by the police. “She 
told me they tried to use it to blackmail her. So 
privacy is not something that is relevant only to 
business users but businesses are most affected 
because they could be blackmailed,” he said. 
“Rich people could be blackmailed, and their 
information is more available and it could be 
compromised.” 
 
 



TELEGRAM 

Durov confirmed ISIS is using Telegram. “Does that concern 
you?” asked Butcher. “That’s a good question,” he responded. 
 
 “Do you sleep well at night knowing that terrorists use your 
platform?” pressed Butcher, leading to a pause as Durov 
considered his reply. 
 
“That’s a very good question but I think that privacy, ultimately, 
and our right for privacy is more important than our fear of bad 
things happening, like terrorism,” he responded. 
 
 



TELEGRAM 
“I propose banning words. There’s evidence that they’re being 
used by terrorists to communicate”.  
 
https://www.washingtonpost.com/news/morning-mix/wp/2015/11/19/founder-of-app-used-by-isis-once-said-
we-shouldnt-feel-guilty-on-wednesday-he-banned-their-accounts/ 

 
Turn-around?
 
“We were disturbed to learn that Telegram’s public channels were 
being used by ISIS to spread their propaganda,” it read. “… As a 
result, this week alone we blocked 78 ISIS-related channels across 
12 languages.” 
 



DISCUSSION 
 
 
 
1.  How should social media companies respond to 

extremists using their services?  To protestors 
demanding regime change? 

 
2.  Are hacktivist actions against ISIS, e.g. reporting 

Twitter accounts, ethically defensible?   
 
3.  Imagine you’re the head of a company like Telegram, and 

facing criticism for having a group of people use your service. 
   

•  What do you do?  
•  What kind of resources do you use to implement that 

solution?   
•  What are the values, principles, and stakeholders in the 

situation? 
 
 
 
 
 
 


