CMSC 421 0101 Quiz #1

1. Why must the instruction to enter system (monitor) mode be privileged?

A: Otherwise, a normal user process could make this call and then execute their instruction in system mode.

2. Direct Memory Access (DMA) vs. Programmed IO (PIO).

a. What is the CPU’s role with regard to moving data between the controller buffer & memory?
A: PIO:
CPU’s read calls move the data from the buffer to memory.

     DMA:
CPU just tells the hardware to move the data, and then is interrupted when it is finished.


b. Explain why one of these is faster than the other.
A: DMA is faster because: the CPU is able to do other things while the data is being transferred & the time to perform all of the Interrupt Service Routines (ISR) for each block of data is eliminated.

3. Describe how allowing a user to modify the interrupt vector table can allow them to obtain privileged access to the computer?

A: The interrupt vector contains the jump location for the Interrupt Service Routine (ISR), which is jumped to while in monitor mode. If a user can set this jump point to point to their code, it will be executed in monitor mode.
4. Describe the three ways data is passed to a system call.
A: Register, memory reference, stack.
